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ABSTRACT Putting trust in the world of the Internet of Things, where served and serving entities
are often unknown, is very hard especially when personal and business information is often
being exchanged for providing and consuming services. Moreover, the issues of interoperability
and scalability of billions of heterogeneous things in IoT systems require more attention. A user-
centric model of complex interconnected things must be designed in a way that not only makes
things trustworthy for common people but it also provides the solution for interoperability and
scalability. ARCA-IoT is such a system which not only identifies the attributes (including quality
of service) essential for trust but also presents a user-centric model that is robust enough to tackle
the attacks made by dishonest entities to manipulate the trustworthiness. For scalability and
interoperability, a cloud-assisted environment is introduced in ARCA-IoT. An intuitive Naive
Bayes approach is used to train ARCA-IoT in a way that it calculates the probabilities of the
trustworthiness of the entities and then identifies various types of attacks with the support of
three proposed algorithms. The approach is validated with a specifically designed simulated
environment. Based on our simulation results, ARCA-IoT demonstrates the effectiveness in term
of performance metrics such as accuracy, sensitivity, specificity, and precision. Besides this, the
system outperforms the existing related approaches in terms of a qualitative analysis based on
different parametric metrics such as interoperability, scalability, context-awareness, and a human-
like decision.

INDEX TERMS Cloud, Context, IoT, QoS, Service, Social, Trust, WoT

I. INTRODUCTION plex network of smart 'things' faces many challenges.
One of the complex challenges is the trustworthiness
of smart 'things' . Since members of the public, who
are main beneficiaries of IoT, may have little or no
technical knowledge of a 'thing', there are chances
that they may fall prey to malicious entities which are
present in the network. Therefore, the trustworthiness
of entities becomes significantly important as ordinary
people receive and deliver services from/to unknown
entities through 'things' . For example, remote health
monitoring through IoT helps in reading a patient’s
vital signs and sending them to cloud for a medical
practitioner to keep track of a patient’s condition. Get-

N a world being transformed by technology, peo-

ple are getting connected with each other through
different kinds of devices for getting the privileges
of modern technology. Internet of Things (IoT) is a
remarkable example of this transform. It defines a net-
work of various devices, digital and mechanical, that
exchange data over the Internet. This network has the
ability to work without human intervention [1] and
unlimited 'things' are going to be connected through
it. The services provided by these 'things' range from
smart businesses to smart homes and from smart health
monitoring to smart agriculture. However, this com-
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ting health-related life-critical services for cancer or
cardiac patients, for example, must be from trustworthy
entities. However, malicious and dishonest entities may
be present in the network with different motives. A
patient’s life can be in danger if the selected entity is not
able to provide quality services such as late response
in case of emergency. Similarly, sensitive data can be
used for achieving their malicious objectives because
'big' personal and business data is transmitted among
the 'things'. It is fairly said that ensuring the trustwor-
thiness of 'things' with respect to Quality of Services
(Q0S) is extremely important, and identification of ma-
licious and dishonest entities in the network should be
handled with great care.

The second challenge faced by IoT is the interoper-
ability of heterogeneous devices [2]. A survey found
that Java is a common programming language for de-
veloping IoT applications as 61% of the developers use
it for building IoT applications. However, this trend
is a hindrance towards the freedom of choice for the
developers because those, who are experts in other
languages, learn Java for IoT applications [3]. Interoper-
ability works as a fuel in IoT innovation. It is estimated
that by 2025 over $11 trillion in revenue per year will
be generated by IoT applications and it is also expected
that up to 40% of the revenue will be generated by those
IoT applications which ensure interoperability [3].

World Wide Web and its associated technologies
can be helpful in resolving the issue of interoperabil-
ity [2]. Another advantage of integrating 'things' with
Web technologies is to make 'things' easy to discover,
bookmark and share. [4]. The approach of integrating
smart things with the Web is called Web of Things
(WoT). For this purpose, Representational State Trans-
fer (REST) architectural style [5] is applied to resources
in the physical world. REST abstracts the services in
a uniform interface and a platform independent uni-
versal Application Program Interfaces (APIs) [6] for
smart things are built. In short, the purpose of REST
is to develop loosely coupled reusable web services.
It uses a Uniform Resource Identifier (URI) for web
services’ identification and encapsulation on the Web.
These qualities make it an ideal candidate architecture
to build an API for smart things [7].

The third issue faced by IoT applications is scalabil-
ity. It is an important required ability for IoT applica-
tions because increasing service requests within limited
capacity of IoT infrastructure can adversely affect the
efficiency of a system. The characteristics associated
with IoT are limited processing and storage capacity
with widely distributed small 'things' [8]. The short-
comings of IoT, such as limited processing and storage
capacity, can be overcome by Cloud computing as it
has virtually unlimited capabilities in terms of storage
and processing power. Thus, cloud and IoT are two
technologies that complement each other and by using
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them together, it becomes feasible to create on-demand
access to a pool of computing resources with the least
minimal management effort or service provider inter-
action [8].

Therefore, to enhance the reliability of IoT appli-
cations, the level of dishonesty of a smart entity or
malicious attack will be first measured or detected
by our proposed ARCA-IoT using its proposed algo-
rithms and Naive Bayes classifier. As trust is a context-
dependent concept [9] and varies from one 'thing' to
another 'thing', context-relevant attributes are carefully
extracted in ARCA-IoT.

Then, to enhance i) scalability (through resource
pooling and on-demand features), ii) and interoper-
ability (through APIs) cloud computing and web tech-
nologies are integrated with 'things' as services in the
Web, i.e., WoT. It is noteworthy that in a service-based
approach, 'things' offering services are called 'service
providers' whereas those who seek and then consume
services from service things are called 'service seekers'
and 'service consumers', respectively. Besides this, it
is also important to measure QoS provided by a ser-
vice provider. For this purpose, feedback is taken from
service consumers. Moreover, service seekers also get
recommendations from the social network if they do
not have any previous history of that type of service
consumption.

The contributions of this research are as follows:

1) Identification of context and QoS related at-
tributes which are considered important for the
trustworthiness of entities in IoT.

2) A cloud-assisted WoT environment is introduced
to resolve the interoperability issue and enhance
the scalability.

3) ARCA-IoT also provides resilience against ballot
stuffing, bad-mouthing, and oscillation attacks.
For this, the Naive Bayes Classifier is used which
helps in the identification of untrustworthy en-
tities and then the proposed algorithms for at-
tacks (such as ballot stuffing, bad-mouthing and
oscillation) are applied to identify the type of
attack.

4) The efficiency of the system is tested with a
specifically designed environment. Performance
metrics are used to measure the performance of
ARCA-IoT. Moreover, a qualitative analysis of
ARCA-IoT based on parametric metrics with al-
ready defined systems in the related areas is car-
ried out.

The rest of the paper is organized as follows. The re-
lated work in trust management is described in Section
II. The system model is elaborated in Section III. Section
IV presents the details of ARCA-IoT whereas Section IV
discusses the effectiveness of ARCA-IoT by describing
the experiments. Section V concludes the research.

VOLUME 4, 2016

2169-3536 (c) 2018 IEEE. Translations and content mining are permitted for academic research only. Personal use is also permitted, but republication/redistribution requires IEEE permission. See

http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI

10.1109/ACCESS.2019.2897095, IEEE Access

S. Javaid et al.: ARCA-IoT: An Attack-Resilient Cloud-Assisted loT System

IEEE Access

Il. BACKGROUND STUDY

In this section, the related work from the literature on
trust management, interoperability, and scalability in
IoT and related areas is discussed. Trust is a subjec-
tive phenomenon which is complex to assess and its
presence or absence in an interaction plays a significant
role. This is the reason, it has been in focus in various
research areas. Consequently, many trust management
systems have been proposed. These systems monitor
the activities of the entities to identify dishonest be-
havior and irregular activities. However, it is difficult
to identify dishonest entities present in a network of
billions of entities, i.e., IoT. A reasonable work has
been done in the area of trust in terms of privacy
and security. However, it is identified that there are
the deficiencies which are not addressed fully in the
related work. The state-of-the-art related approaches
along with these deficiencies are discussed below.

Angelo et al. [10] proposed a trust model based on
Apriori Learning and Bayesian Classification for per-
vasive computing. By observing the interactions with
other entities and then through Data Mining tech-
niques, the authors proposed two steps for decision
making. For extracting the behavioral pattern, Apriori
algorithm was used whereas for final decision making,
Bayesian classifier was used. An attribute vector to
show the experience of an entity was defined. These
include entity identification, trust score, counting trust,
counting untrust, last time, transaction context (games,
e-commerce), direct experience, source entity in tree-
based relation and level of the hierarchy. Three types of
attacks are taken care of in the system which include the
counting-based attack, time-based attack, and context-
based attack. It is identified that QoS based trustworthy
evaluation was not carried out in the system. There
was only one parameter for the context-based attack
which is the type of service. Three common attacks such
as ballot-stuffing, bad-mouthing and oscillation attacks
were also not given attention [10]. The interoperability
and scalability were also not the focus of this research.

Mehmood et al. [11] proposed a system which was
based on Naive Bayes Classifier for providing resis-
tance against DDoS attacks in IoT. It was a multi-
agent which worked along with Bayesian classifier
and identified Distributed Denial of Service (DDoS)
attacks. The multi-agents were proposed to be present
throughout the network so that information could be
gathered and attacks could either be prevented or tack-
led. The system only considers the securing computing
in IoT. Moreover, interoperability and scalability were
not given consideration in this system.

For task automation, a context-aware system [12] was
designed for IoT. The objective was to help users in
selecting the sensors based on meaningful information
and to introduce the sensing-as-a-service concept. For
this, four internal and two external layers were intro-
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duced which fulfilled the propose of automation and
reasoning. However, neither QoS nor attack identifi-
cations, scalability were given attention. No human-
like decision technique was incorporated into the sys-
tem. Another framework FACT [13] was introduced for
information distribution in the vehicular network. It
checked the authenticity of the information by calcu-
lating trust values and then found the best path for the
delivery. A Trust-Aware Access Control System for IoT
(TACIoT) [14] was introduced which considered four
dimensions of trust. Those were the social relationship,
QoS, security aspects, and reputation. The secure and
reliable communication-based system consider access
control of IoT application, however, only four QoS
attributes (such as availability, throughput, delay, and
successful interaction ) were considered in the system.
No attention was given to context-awareness, interop-
erability and attack identification (such as ballot stuff-
ing, bad-mouthing) in the system.

A trust protocol was proposed by I. Chen et al. [6]
which worked on adaptive filtering technique. Social
relations were used to get recommendations whereas
experience and historical data were also used for
trust calculation. Attacks like opportunistic attack, bad-
mouthing, and ballot stuffing were considered in the
research. The trust is maintained only at user’s end
which makes it difficult for other users who have less
social contacts. However, context awareness and QoS
were not given attention in the system.

A context-aware trust management system was pro-
posed by Saied et al. [15]. Different phases were sug-
gested for information gathering and entity selection.
Finally, the selection was based on the competition
and best-rated nodes were selected. Then after getting
services, client nodes gave feedback and trust score
was updated accordingly. The cognitive phase which
was a learning phase was used as an adaptive process.
Simulation results showed that several attacks were
stopped by the proposed system. The system provided
resistance against off-on attack, bad-mouthing, and se-
lective behavior. However, this was generic context-
aware trust management which did not emphasize the
detailed analysis of QoS attributes. Moreover, interop-
erability and scalability were also not considered in the
system.

Delsing et al. [16] enabled IoT automation using
local clouds without the usage of external resources
which assured safety, scalability and multi-stakeholder
integration. However, QoS based trustworthiness did
not get attention in this research. A federated edge-
assisted mobile cloud was proposed by Farris et al. [17]
which enabled service provision in IoT applications.
The proposed hybrid approach enhanced scalability
and the deployment cost was also reduced. However,
no attention was given to trustworthiness of the entities
present in the network. Stergiou et al. [18] described
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security as a big threat in a survey. Moreover, they
recognized that there was a lack of trust in service
providers when both technologies integrated. In short,
it is evident that the focus of research community has
been on the integration of cloud computing and IoT
because these technologies overcome the deficiencies
of each other, however, trust management in cloud-
assisted IoT requires more consideration. It is identified
that less attention was given to trust management while
integrating both technologies.

In view of the above discussion, it is identified that
previous models consider one or two major problems
faced by IoT in a single solution. To the best of our
knowledge, no model has provided a single solution
for three major problems (trustworthiness, scalability,
and interoperability) faced by IoT. Trustworthiness in
terms of on QoS and context-aware parameters specif-
ically related to IoT remain less attended in state-of-
the-art approaches. Therefore, there is a need to con-
sider trustworthiness (in terms of QoS and context-
aware parameters), interoperability and scalability for
IoT related applications in a single solution. Moreover,
a human-like decision technique is required to handle
the trustworthiness of these billions of things so that
in case of absence of human-interference, human-like
decisions can be made.

lll. SYSTEM MODEL

ARCA-IoT is a system that takes up the three challenges
(trustworthiness, interoperability, and scalability)
faced by IoT. To design a trustworthy environment, the
attributes which play a significant role in identifying
trustworthy and untrustworthy 'things' are identified.
The system not only evaluates the service providing
entities but also the service consuming entities for cre-
ating a good and balanced trustworthy environment.
Assessing their trustworthiness is necessary so that any
kind of malicious behavior can be identified in the
system. Therefore, trustworthy 'things' and the types
of attacks carried out by untrustworthy entities are
considered in the system model. For resolving the is-
sues of scalability and interoperability, a cloud-assisted
environment is introduced in the system.

A. CLOUD-ASSISTED SOCIAL WOT MODEL

In ARCA-IoT, a cloud-assisted social WoT Model is
considered where entities are connected via a public
cloud using REST APIs and socially connected via the
owners' social network. Using REST APIs makes enti-
ties to be part of the World Wide Web hence introducing
Web of Things (WoT) in the system. WoT is the term
which comes under the umbrella of IoT. REST APIs
help in making the services abstract whereas for con-
text modeling and messaging, JSON (JavaScript Object
Notation) is used. It is machine-readable hence making
it possible for things to interact with each other through
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the web. The incorporation of these web technologies
also helps to index things like web pages which may
also be bookmarked.

There are two types of entities: users and devices.
A user may have one or many devices. These devices
are controlled by a central device such as a smartphone
or a laptop, thus, a user has better control of the sys-
tem making it a user-centric. Each thing has a unique
URI for its identification. In the system, entities act as
service providers and service consumers. By exploiting
the concept of the social web, the things/devices of
an owner may receive/provide services from/to the
things/devices of another owner through their central
devices if the owners are connected through a social
network. 'Things' share their respective owner's so-
cial relations, the level of cooperation depends upon
the authentication and authorization level granted by
an owner to those in his social network. In addition,
'things' can also provide or receive services to and from
other devices which are not in the social network. For
this, a service seeking entity sends a message for the
recommendation of the required service provider entity
through its central device. Based on the requirements,
the social contacts recommend the potential service
providers which are nearer to its location and are trust-
worthy.

Moreover, ARCA-IoT also leverages the concept of
cloud computing which introduces scalability, high
performance, and efficiency in the system. It is note-
worthy that these are the key elements for the success
of IoT [19]. Integrating cloud computing in ARCA-IoT
ensures sharing and maximizing the resources which
are the requirements of IoT.

It is fairly said that the convergence of three tech-
nologies will bring huge opportunities for IoT, Cloud
and the Web. For example, the geographical distribu-
tion of IoT devices over heterogeneous platforms and
multiple-management domains is well managed by the
integration of three technologies.

B. TRUSTWORTHY THINGS

In the presence of billions of 'things' , it is difficult
to identify 'things' which are trustworthy in terms of
providing quality services in a given context. This is
the reason, the main focus of ARCA-IoT is to identify
trustworthy and non-trustworthy 'things'.

Trust being a subjective and complex concept has
been in the focus of various areas. Deutch defines trust
as the situation when someone faces an ambiguous
path that the outcome is either valuable or destructive
[20]. It is identified that this outcome depends on the
behavior of one another. Since the level of a destruc-
tive outcome is more than that of a valuable outcome,
therefore, the trusting choice should be wise enough.
Table 1 defines five key characteristics of trust which
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TABLE 1: Attributes of Trust

TABLE 2: Types of Attacks

Attributes Definition Attack Type Description Carried
Binary Relation | The existence of a relation between two out by
things. Bad-Mouthing | This is also called Slandering | SC
Contextual A thing which is trustworthy in one context through which an entity maligns
may not be trustworthy in another context the reputation of an honest and fair
Quantifiable Level of a thing's belief in another thing entity.
Asymmetric A thing may trust another thing but not vice Oscillation It is also called On and Off at- | SP
versa tack. Behaving like an honest en-
Dynamic The level of trust may develop or change tity but later shifting the behavior
with time. through bad performance hence de-
luding others.
Ballot Stuffing | Boosting the reputation of a bad | SC
node by recommending that node.
are described as key characteristics in state-of-the-art Sybil Attack Getlttmgl l}gfaitljtbenefits by creating | SP
: s g multiple identities
[21]. ARCA-IoT also considers these characteristics. White Washing | Entity with a bad reputation may | SP

Keeping the characteristics of trust in view, the sys-
tem helps in identifying trustworthy 'things' . When an
entity consumes a service from a service provider then
a level of trust establishes between them. Hence, binary
relation, the first attribute of trust, is fulfilled. However,
information about this trust level can be disseminated
among other entities in the form of recommendations.
Trust is dynamic in context. For instance, if an entity
provides services in a remote health monitoring sys-
tem, a trustor who needs services in an IoT based agri-
culture system cannot trust in this entity. This is the rea-
son that ARCA-IoT considers context dependent trust
in its model. In ARCA-IoT, trust is quantified through
various parameters of trust and then the aggregated
trust value is computed based on these parameters. A
service consumer may trust in a service provider but
not vice versa, an asymmetric property of the trust. This
is a significant characteristic of trust because having
trust on each other, for a trustor and a trustee, is impor-
tant. The dynamic property of trust is also true in the
proposed system as ARCA-IoT recalculates the trust
level everytime a service is consumed and feedback is
provided.

C. TYPES OF ATTACKS

To differentiate honest entities from dishonest ones
is a complex problem. It is identified that dishonest
'things' may attack in various ways. Dishonest 'things'
try to malign the purpose of a social WoT environment
by providing either poor quality services or dishonest
feedback. Some of these trust related attacks have been
defined in [22] and listed in Table 2. The table describes
the types of attacks, and their respective descriptions
as well as tells the type of entity that carries out each of
the attacks. In Table 2, a service consumer is denoted by
'SC" and a Service Provider is denoted by 'SP".

The detection of these attacks is a tedious task and
it is in the focus of the researchers. At this stage,
ARCA-IoT tackles three common attacks which are
bad-mouthing, oscillation and ballot stuffing. The oth-
ers will be tackled in the extended work.
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quit and re-enter in a community for
the sake of fresh reputation

IV. RESILIENT AGENT FOR TRUST MANAGEMENT
The architecture of ARCA-IoT is shown in Fig. 1. The
proposed system has a main component called “Re-
silient Agent”. It resides on the public cloud to manage
the trustworthiness of both service providing and ser-
vice consuming entities. It provides resilience against
the attacks, which try to malign the trustworthiness
of an entity, by identifying the malicious entities. For
this purpose, three types of managers which include
'Service Provider (SP)', 'Service Consumer (SC)', and
'Social Contact' are the parts of Resilient Agent. These
managers take care of service providers, service con-
sumers and social contacts of an entity. Besides this,
there is an 'Attack Monitoring Analyst' which analyzes
and evaluates the trustworthiness of an entity. The At-
tack Monitoring Analyst uses a Naive Bayes Algorithm
which classifies an entity either as a trustworthy or as a
non-trustworthy.

In this section, we explain the three types of man-
agers, i.e., Service Provider, Service Consumer and So-
cial Contact, followed by Attack Monitoring Analyst.

A. SERVICE PROVIDER MANAGER

The profiles of each Service Provider (SP) is maintained
and managed by a Service Provider manager. Various
attributes are identified for maintaining the profiles of
each service provider which are described in Table 3.
There are three categories defined for the identified
attributes.

1) Identification: This category helps in the identifi-
cation of a service provider

2) Capability: The attributes, in this category, define
the capability in terms of capacity, service timing,
processing power, and battery level.

3) Trust Level: It describes the level of trustworthi-
ness which a service provider is able to establish
after providing services. It is maintained at two
levels. One level maintains the quantified total
or global trustworthiness whereas another level
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FIGURE 1: The architecture of ARCA-IoT

maintains local trustworthiness for each time a
service is provided to a service seeker. Local trust-
worthiness is kept in the central device of a ser-
vice consumer.

The attributes belonging to identification and ca-
pability categories are related to the context of trust.
The context-awareness requires the answers of i)Who,
ii)What, iii)When, iv)and Where [23]. The 'Who' de-
scribes the identity of an entity which in this case,
for example, is URIL. The 'What' reflects the type of
service and capability. The 'When' describes the service
timing and the 'Where' tells the location of an entity.
These are the basic concepts of Context Awareness [23].
The answers of these 4 W's are being given through
these attributes. For example, the attributes spURI and
spIPAddress describe the term 'Who' whereas the at-
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tributes spType, spCapacity, and spStdCompliance tell
the answer of 'What '. The attribute spTime reflects the
term 'When'. Finally, the attributes spLong and spLat
describe the term 'where '.

A service-provider registers itself by entering the in-
formation about all the 'input attributes' mentioned in
Table 3 on a public cloud. Things are accessible through
their URIs. After registration, the service provider
can be discovered by a service-seeker. The trust level
‘TLevel' is calculated based on the feedback of the
attributes defined in Table 4. The feedback for these
attributes is given by a service-consumer after con-
suming a service. The method of calculation 'TLevel' is
described in IV-D2. The individual trustworthy values
in the form of feedback given by each service consumer
are also maintained which help in identifying various
types of attacks. For this purpose, service consumers
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TABLE 3: Attributes of a service provider

TABLE 4: Attributes of QoS

evaluate service-providers based on quality attributes.
These attributes are described in Table 4. Some of
these attributes are described in [24] whereas the at-
tributes 'consumer-care services' and "price-satisfaction’
are specifically introduced in ARCA-IoT. Consumer-
care service is a pro-active tool that helps in creating
happy and loyal customers if a service provider deals
service consumers' problems with care then quality
of service definitely improves. Similarly, service con-
sumers are concerned about getting what they require
and getting what they have paid for. Therefore, tak-
ing feedback regarding price-satisfaction level becomes
significant. After consuming a service, the service con-
sumer rates the service quality for each attribute (also
called feature 'F') on a scale from 0 to 1.

B. SERVICE CONSUMER MANAGER

The profile of each service consumer is maintained and
monitored by this manager. For this, six attributes are
considered for a service consumer which are mentioned
in Table 5. These attributes help in identifying hon-
est and dishonest service consumers. These attributes
are divided into two categories which are identifica-
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Attribute Description Category Type Attribute Description Type
spURI Identifies SP | Identification| Input Reliability Reliability degree for service Input
uniquely Availability Existence and availability of the | Input
spld Identity of a ser- | Identification| Input service
vice provider which Latency The interval between stimulation | Input
may provide many and response
services because of Reputation Feedback score is given by service | Input
having many SP consumers to a web service
spType Type of service it is | Identification| Input Response Time | The duration within which a SP | Input
providing provides the service whenever it
spIPAddress IP address of a SP Identification| Input is asked
spCountry Name of the coun- | Identification| Input Throughput The number of services processed | Input
try from which a SP per unit time
is operating PriceSatisfaction | To which level, a service con- | Input
spLong To identify the exact | Identification| Input sumer is satisfied with service-
location of SP, longi- providing cost
tude is considered Consumer Care | It describes the level of consumer | Input
spLang To identify the exact | Identification| Input Services care services
location of SP, lati-
tude is considered . .
spCapacity The capacity of WoT | Capability Tnput TABLE 5: Attributes of Service Consumer
for "Acllhlck? it may Name Description Category Type
provide the services - - - - s
. . Scld Unique identity of service | Identification | Input
like low, medium
and high ScIp The TP add f Tdentification | Input
spTime Time at which the | Capability Input < je -t a resi(i fa lsfer- entification |- inpu
services of SP can be vice consumer he'piu for
: identifying dishonest SC
provided 5cC Th try of ice | Identification | Input
spStdCompliance| Describes how | Capability Input C ¢ country ob a service entiication |- fnpu
many  _standard ScL The exact Tocation of a | Tdentification | Tnput
bodies certifies its cLong 8 e exact location .3 a entification | Inpu
operations ervice consumer is iden-
: tified through longitude.
TLevel Aggregated value | TrustLevel | Derived Sciat Th t locati T dentificati Troat
of  trustworthiness cLa e exact location of a entification | Inpu
Service consumer is iden-
of a SP by i .
considerin tified through latitude.

& TLevel | Th 1 trust value of | Trust Level | Derived
feedback values eve e overall trust value o rust Leve erive:
of each service a sefrv:jcg cinsgmelba.sed
consumer on teedback given by it

tion and trust level. In addition, the type of attribute
whether it is taken as input or derived is also men-
tioned in Table 5. The attributes related to identification
category help in keeping the record of the complete
identity of a service seeker. Before consuming a service,
it is necessary for a service consumer to register itself
by entering 'identification attributes' whereas TLevel'
is calculated based on the evaluation of the feedbacks
given by a service consumer and then comparing them
with the feedbacks of other consumers is carried out.
The detail of the calculation of this attribute is de-
scribed in IV-D2.

C. SOCIAL NETWORK MANAGER

Three types of social relations are considered in this
research including i) Friends, ii) Social Contact, and iii)
Community of Interest. These relations are also consid-
ered in [6]. The level of cooperation depends upon the
authentication and authorization level granted by an
owner to those in his social network. Four attributes are
identified to keep the record of the recommendations
made by social relations. These attributes are described
in Table 6 which are stored locally in a service con-
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sumer's local database and act as a history. It helps a
service consumer in identifying which recommender's
recommendations are proved to be correct.

TABLE 6: Attributes of Social Network

Name | Description

CId Unique identity for the social relation

CType | The type of contacts like a friend, Col or Social Contact
RNo The no of recommendations given by a contact

VR The number of valid recommendations

The attribute 'CId' is the identity of a recommender
whereas 'CType' describes the type of social relation.
The service-seeker/service-consumer also keeps the
record of total no of recommendations made by a rec-
ommender. A recommendation is considered valid if a
service-seeker decides to consume that service and QoS
is satisfactory. In future, the preference is given to the
recommendations of those recommenders who have
provided more valid recommendations in the past.

D. ATTACK MONITORING ANALYST

The Attack Monitoring Analyst of ARCA-IoT continu-
ously monitors the entities. It separates dishonest enti-
ties from honest entities by identifying various attacks.
In order to enable this analyst to do the assigned tasks,
it is trained based on a Naive Bayes algorithm which
is explained in V-A. However, feature scaling and cat-
egorization are done before training. Feature scaling
and categorization is an important step which should
be performed before the classification of entities. The
need and the process of feature scaling are discussed
in the subsection IV-D2. If an entity is proved to be
untrustworthy, the Analyst assigns the level of untrust-
worthiness and then identifies the type of attack. If
the entity appears to be trustworthy, then the record is
updated accordingly. The details of the processes are
described in the following subsections.

1) The Attributes and the Vectors

To identify any potential attack, the attributes men-
tioned in Table 7 are considered. These attributes are
calculated with the help of input attributes which are
mentioned in Table 4.

TABLE 7: List of Attributes

Attribute | Description Type

F; Feedback for the feature 7 of a service input

Fij Feedback given by service-consumer j for | input
a feature i of a service

FSjj Feature scaling of the feedback given by j | derived
for a feature i

uFB; Arithmetic mean of the feedbacks of a | derived
feature

FCj; Feature categorization for the classifier derived

Feedback for each attribute (also called 'feature') of a
service is taken from a service consumer who consumes

8

the service. The record of the feedback for each feature
of a service is kept as F;. The feedbacks about each
feature is then used collectively to measure the overall
quality of a service. Similarly, F;; helps in evaluating the
trustworthiness of feedback, for a feature, given by a
service consumer. For this, a comparison is made with
uFB;. The details of FS;; and FC;; are described in the
following sub-section IV-D2.

2) Feature Scaling and Categorization

Feature scaling helps in standardizing the features of
data before using them in any machine learning algo-
rithm. It is also called the normalization of data. It is
important to standardize the range of features so that
the objective function can be achieved. In ARCA-IoT, it
is done using (1) as described in [25]. It scales the data
in a range from 0 to 1.

(Ejj — Min(F;))
FSy = (Max](Fi) — Min(F)) @

Where 'i' represents feature no and service consumer
'j's evaluation. The arithmetic mean of SP and SC is cal-
culated separately. It will help in evaluating the trust-
worthiness of SP and SC separately which is elaborated
in IV-D3.

1) The arithmetic mean of all the feedbacks for each
feature of a service is calculated using (2).

uFB; = %( Y FS)) )
=1

Where FS; represents the feedback given for the
feature i.

2) The arithmetic mean of the feedbacks of all the
features of a service given by a SC 'j ' after con-
suming that service is calculated as described in

3.

uFB; = ;11(1211?51) 3)

Where FS; represents the feedback given by SC ;.

After feature scaling, categorization of feedback given
by SC 'j ' for each feature is carried out. Equation (4)
compares the feedback given by 'j ' for the feature i '
and then assigns it the flag values as described in (4).
If the difference between the mean feedback and the
feedback given by SC 'j 'is 0 then it is assigned the value
1 i.e., trustworthy. If the difference between the mean
feedback and the feedback given by SC 'j'is £0.2 then it
is assigned the value 0.75 because it a minor difference.
However, if the difference is +-0.4 then it is assigned the
value 0.5 and 0.25 is assigned for +0.6. For a difference,
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greater than +0.6, it is assigned 0 which declares the
entity as a dubious entity.

1, if FSI‘]‘ = “MFBZ'

0.75, if (FSij — yFBi) <=102 ||
(yFBi - FSZ-]-) <=02

0.5, if ((FS;j — uFB;) > 0.2 AND
(FSij — pFB;) < 04) ||

((]/lFBi — FSZ‘]‘ > 0.2) AND
(yFBi — FSI‘]‘ < 0.4)

0.25, if ((FSij — ‘uFB,‘) > 04 AND
(FSij — pFB;) < 0.6) ||

((“MFBI‘ — FSZ']' > 0.4) AND
(]JFB,’ — PSZ‘]‘ < 0.6)

0, Else

FC =

4)

Following five classes were defined to predict the levels
of trustworthiness or untrustworthiness of the entities
in ARCA-IoT. These help in identifying to which level
an entity is trustworthy. Equation (5) reflects how
much trust score is required to be trustworthy at an
appropriate level.

1) Untrustworthy

2) Partially UnTrustworthy

3) Fairly Trustworthy

4) Good Trustworthy

5) Fully Trustworthy

Untustworthy,if T =0 AND T < 0.25
Partially UnTustworthy, if T >= 0.25

ANDT < 0.5
TLevel — ! Fairly Tustworthy, if T >= 0.5 AND
T <0.75
Good Tustworthy, if T >= 0.75 AND
T<1
Fully Tustworthy, if T =1
©)
Where T is calculated in (6).
1 n
T:E(ZFQJ (6)
m=1

Where the mean of FC for all the features of a service
is calculated after its consumption. By calculating the
mean based on feedback categories, it becomes easy
to assess the trustworthiness of both service consumer
and the service provider. If T lies within the range of 0
and 0.25 then it is further evaluated if it an attack or not.
The algorithms for the identification of various attacks
are described in the following sub-section.

3) Algorithms for tackling three attacks

The algorithms to tackle three attacks, which are bad-
mouthing, ballot-stuffing, and oscillation, are devised
here.

VOLUME 4, 2016

1) Bad Mouthing: It is mentioned before that bad
mouthing is carried out by service consumers.
Whenever a required service is provided to a ma-
licious or dishonest node. It deliberately provides
bad recommendations for an honest service pro-
viding node. The purpose is to minimize the se-
lection chances of that node. This behavior badly
affects the trustworthiness concept. Therefore, the
presence of such kind of dishonest nodes needs
to be identified to run the system unbiasedly.
For this, an algorithm 1 is proposed. As soon
as a service consumer j' starts giving feedback
about the features of a service consumed by it.
The system compares the given feedback with the
mean feedback of that feature if it is below than
the mean feedback of the feature of that service
then the feedback given by the service consumer
'j'is considered dubious. Then the system assesses
whether it is a bad-mouthing attack or not. For
this, it counts how many times the feedbacks,
given by service consumer 'j ', are less than the
mean feedbacks of the services consumed by 'j'. If
the percentage of the lower feedbacks given by /'
is greater than fifty percent of the total feedbacks
of 'j' and the service consumer 'j' has given more
than ten feedbacks then this service consumer '
is declared an entity which is involved in “bad-
mouthing”. The minimum threshold ten is con-
sidered so that newly entered service consumers
can’t be declared as malicious.

Algorithm 1 Assessing Bad Mouthing Attack

Get the value of #FB; and FS;;
if FSi]- < uFB; then
for each FS;; < uFB; in the past do
count++
end for
if (( widfty «100 ) > 50 ) AND ( total FB;
>10 ) then
j= Bad Mouth
else
j = Not a Bad Mouth
end if
end if

2) Ballot-Stuffing: Whenever a service consumer
gives feedback after consuming a service, it tries
to increase the good reputation of a service
provider by providing an unfairly high rating.
Hence, the presence of such kind of dishonest
nodes in the system also brings imbalance to the
system. To tackle this kind of behavior, another
algorithm 2 is presented in ARCA-IoT. Whenever
a service consumer 'j' gives feedback for a feature,
it is compared with mean FB of that feature. If it is
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greater than the mean feedback then the system
considers this feedback as dubious. The system
checks the history of feedbacks given by the ser-
vice consumer 'j'. If fifty percent of the feedbacks
given by ' is greater than the mean feedback
of each feature of various services consumed by
'j' and the service consumer j' has given more
than ten feedbacks then it is considered as “ballot-
stuffer”entity.

Algorithm 2 Assessing Ballot Stuffing Attack

Get the value of uFB; and FS;;
if FSi]« > uFB; then
for each FS;; > uFB,; in the past do
count++

end for
s count
if totaluFB

>10 ) then
j= Ballot Stuffer
else
j= Not a Ballot Stuffer
end if
end if

#100 ) > 50 ) AND ( total FB;

3) Oscillation Attack: As mentioned in Table 2, this
attack is related to service providers. The service
provider creates a good reputation by providing
quality services and then on and off, it provides
bad services. To identify this, an algorithm 3 is
used. It is based on punish and reward method. If
any service consumer gives feedback lower than
the mean feedback for this service provider and it
is identified that this is not bad mouthing then the
service provider gets punishment for providing
a poor service. Hence, a service provider gets
negative feedback for each low-quality service
which is aggregated into its total trust score resul-
tantly decreasing its good reputation. If a service
provider provides good service and the feedback
is higher than the mean feedback and if the ser-
vice consumer is not a ballot-stuffer then positive
feedback is aggregated in the service provider’s
trust score hence increasing the good reputation.
In ARCA-IoT, the variable B is set to 5% which
means 5% of the mean feedback of a feature of
a service provider will be added to or deducted
from mean feedback as a reward or a punishment.
The purpose of setting the large value of § is to
keep a service-provider careful in providing ser-
vices. However, it can be adjusted to some other
value as well.

The flowchart in Fig. 2 summarizes the evaluation
process for the trustworthiness of the entities where
information of both service providers and service con-
sumers is analyzed first. A decision is made about the

10

Algorithm 3 Assessing Oscillation
Get the value of uFB; and FS;;
if FS;j < uFB; AND ( j!=Bad Mouth) then
Punishment = - g *uFB;
else if FS;; > uFB; AND ( j ! = Ballot Stuffer )

then

Reward= B * uFB;
else

Neither reward nor punishment
end if

trustworthiness of both entities with the help of a Naive
Bayes Classifier. If an entity is trustworthy then the
categorization of trustworthiness is made. If it is as-
sessed as non-trustworthy then the system categorizes
the attack and takes appropriate action.

V. EVALUATION OF SMART TRUSTWORTHINESS
IDENTIFICATION

The efficiency of the proposed model is demonstrated
with a specifically designed simulated environment.
In addition, a qualitative analysis based on parametric
metrics is also carried out.

Two groups of experiments were conducted.

1) Group A: In this group of experiments, bad-
mouthing attacks were carried out by a group of
service consumers

2) Group B: In these experiments, ballot-stuffing at-
tacks were carried out to assess the performance
of ARCA-IoT.

A specifically designed environment was imple-

mented in .NET platform which is explained below.

1) Public Cloud: Microsoft Azure was used as a
public cloud where Resilient Agent resides. In
addition, REST APIs along with training data are
also deployed here.

2) Service Consumer: It plays the role of a service
seeker and seeks a service provider. After that,
it gives feedback. Keeping in view the types of
attack models, three types of service consumers
are implemented. 1) Honest service consumers 2)
Service consumers for ballot-stuffing 3) Service
consumers for bad-mouthing

3) Service Provider: This entity plays the role of a
service provider. Two types of service providers
are implemented. 1) Honest service providers 2)
Service providers for oscillation attack

4) Social Entity: This is also called recommender en-
tity as explain in IV-C. It supports in conducting
the experiments.

A. TRAINING THE MODEL
A dataset [26] was used for training the model so
that it can differentiate between trustworthy and un-
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FIGURE 2: Flowchart of the proposed model for trustworthiness

trustworthy 'things' . Since the capacity and time at-
tributes of context level were not present in the dataset,
therefore, the values of capacity and time were gen-
erated randomly in the dataset. Initially, the system
was trained using Naive Bayes Algorithm on 338*1000
matrix which is the evaluation for 1000 services by 338
service consumers. The evaluations of QoS constraints
(throughput and response time) by service consumers
are statistically normalized within the range of 0 and
1 using (1). Each evaluation for each QoS constraint is
then categorized using (4) to assess the trustworthiness
of service consumers and service provider as well. By
categorizing each evaluation, it will be easy to calculate
the trustworthiness of SC and SP using (5).

The Naive Bayes Classifier works on the assumption
that a feature present in a class is not related to other
features present. It is significant to note that all the
properties contribute independently to the probability
no matter if the features depend on each other. Equa-
tion for Naive Bayes is (7) where c represents the class
of trustworthiness and f reflects the feature. The prob-
abilities for each factor given the category of trustwor-
thiness are calculated. The data is then adjusted with
Laplacian smoothing (8) so that zeros become more or
less arbitrary small values as the observed zeros are
wrong, therefore, there is a need to adjust them using
a priori knowledge.

p(elf) = 2P ;C&I;(C> )
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count(f &c) +1

count(c) + no of classes

P(flc) = ®)

The process of Naive Bayes is summarized in Fig. 3.
After feature selection in Phase I, preprocessing is done
on raw data using mathematical models mentioned
in IV-D2. After categorizing the dataset, Naive Bayes
classifier classifies the training dataset. The classify-
ing model is then tested on testing data. Finally, the
model is prepared to predict the trustworthiness of the
entities. Initially, two QoS attributes throughput and
response time are considered whereas for simplicity,
capacity and time are defined in three categories. The
service capacity of a service provider is considered as
low, medium and high. The service timings are morn-
ing, noon and evening.

B. PERFORMANCE METRICS

To assess the effectiveness of a proposed model for
a classification problem of machine learning, the con-
fusion matrix is one of the intuitive metrics used for
this purpose in related approaches [9]. This matrix,
which is shown in Table 8, is used for evaluating the
accuracy of ARCA-IoT. An entity is either trustworthy
or untrustworthy. For simplicity, the classes defined in
section IV-D2 are here considered as two main classes.
For this, TLevel less than 0.5 is considered as untrust-
worthy and greater than or equal to 0.5 is considered
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TABLE 8: Confusion Matrix TABLE 9: Performance Metrics
Anticipated Metric Description Details
Trustworthy Untrustworthy Accuracy measures correctly
Actual . s "
Trustworthy TP FN TP+ TN identified entities
Untrustworthy ~ FP TN P = TP TN L FP + FIE]g)
as Trustworthy. Following terms are used to define the Sensitivity TP measures  correctly
confusion matrix as described in [27] N=r5—c  (10) | identified trustwor-
o - TP+ FN thy entities
1) True Positive (TP): When an entity is actually hon-
est and ARCA-IoT also classifies it as dishonest. Specificity N measures  correctly
. . G p= (11) | identified unstrust-
2) True Negative (TN): When an entity is actually TN + EP worthy entities
dishonest and ARCA-IoT also classifies it as dis-
honest. Precision TP measures actual

3) False Positive (FP): When an entity is actually T=TPIFP (12) gﬁgg: r;;lgfcff\ieré 2;1;

dishonest but ARCA-IoT classifies it as honest. postive

4) False Negative (FN): When an entity is actually AUC 4 Plfgs " on Y'aXisé

honest but ARCA-IoT classifies it as dishonest. AUC="3 13) ;r;n f(o;l;l(]li; ement ©

Diab et al. [28] refer a commonly used performance

metrics to represents results in machine learning. The
description of these metrics is given in Table 9.

C. EXPERIMENTS
Two types of experiments based on two scenarios are
carried out.

1) Scenario 1

In this scenario, the requests for the required services
are put up in the system by the group of services seek-
ers. With the requests, the service consumers also enter
the required service type, service timing, and capacity.
ARCA-IoT suggests those top-quality service providers
which match the criteria of the service seekers. For this,
ARCA-IoT checks the database of the service seekers
and also sends the requests to the social circle of the ser-
vice seekers. After getting the suggestion from ARCA-

12

IoT, service seekers consume the required services and
then give feedback as service consumers which in this
scenario are the bad-mouth and honest entities. The
system evaluates the feedback everytime it is given by a
service seeker whether it is honest or not. Fig. 4 shows
trust estimation Accuracy for measuring correctly iden-
tifying the entities including Bad-Mouth. Fig. 5 de-
picts to which extent ARCA-IoT identifies trustworthy
entities with respect to all positive entities. Similarly,
Fig. 6 reflects the assessment of correct identification of
trustworthy entities which is also known as Recall. Fig.
7 shows to which extent ARCA-IoT recognized the Bad-
Mouthing Entities. The graphical assessment for AUC
is displayed in Fig. 8. The results of this scenario show
that ARCA-IoT has successfully identified the honest
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FIGURE 6: Trust Assessment Sensitivity for Bad
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and dishonest entities. The performance improves as
soon as the number of transaction increases.

2) Scenario 2

After getting suggestions, in the way used in Scenario
1, from ARCA-IoT service consumers give feedback
about the quality of the services. In this scenario, the
ballot stuffing entities take part. Fig. 9 - 13 display the
performance metrics for ARCA-IoT based on its assess-
ment for Ballot Stuffing. The metrics show that the per-
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formance reaches to higher score after few transactions
which in short display that ARCA-IoT has successfully
identified the malicious and dubious acts of Ballot
stuffer which it learns from the proposed Naive-Bayes
model. It is observed that ARCA-IoT achieves higher
accuracy score as soon as the number of transactions
increases depicting in Fig. 9. Precision which is also

Ballot Stuffing

=

=

Accuracy
:.".i
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FIGURE 9: Trust Assessment Accuracy for Bad
Mouthing

known as Positive Predictive value is displayed in Fig.
10. The sensitivity which is also called True positive rate
and Fig. 11 shows the rate of identification of positive
entities increases when the no of transaction increases.
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Similarly, the rate of identification of negative entities
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FIGURE 11: Trust Assessment Accuracy for Ballot Stuff-
ing

also increases after a few numbers of transactions as
shown in Fig. 12. Fig. 13 displays the performance
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FIGURE 12: Trust Assessment Accuracy for Ballot Stuff-
ing

of ARCA-IoT by testing the classifier over a range of
sensitivities /specificities.

For oscillation attack, it is identified whenever a
service provider does not provide quality service and
ARCA-IoT evaluates that the service consumer is not a
dishonest entity then it successfully applies the punish-
ment and reward criteria defined in Algorithm 3.
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D. COMPARISON WITH EXISTING SYSTEM

The comparison of ARCA-IoT with related trust man-
agement system is carried out in Table 10. The key
criteria which contribute to the novelty of ARCA-IoT
are considered here for the comparison. It is fair to
say that to the best of our knowledge, there was a
lack of system in related work that considers all of
the mentioned criteria. Interoperability which is a ma-
jor issue in the way of growth of IoT as described
in [3] has not got much attention of the researchers.
People pay for services and in return expect quality
service from service providers. It can be said that not
considering the QoS attributes specifically related to
IoT in trust management is really a matter of concern.
This is the reason, trust management in ARCA-IoT has
focused on these attributes. Trusting on someone who
is unknown is not easy, therefore, it is better to take
recommendations from the social network and this area
is in the limelight of the research community. That is
why it is not ignored in ARCA-IoT. Context Awareness
specifically related to IoT is less considered in state of
the art. ARCA-IoT has made it sure by the contribution
of new attributes in literature. In the absence of human
interaction where 'things' autonomously communicate
with each other, these 'things' must be capable enough
to make a human-like wise decision so that malicious
entities present in the network can be avoided.

VI. CONCLUSION AND FUTURE WORK

In this paper, three challenges faced by IoT world are
discussed which are interoperability, scalability, and
trustworthiness. A solution called ARCA-IoT is pro-
posed to take up these challenges. ARCA-IoT leverages
the concept of the cloud and the Web technologies
for the facilitation of interoperability and scalability.
Serving 'things' named SP make use of web services
and provide services to service seeking entities. For
trustworthiness, it is identified that trust is dynamic
in context. Therefore, ten context related attributes for
SP are considered in the proposed system to make
the system context aware for providing the service.
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TABLE 10: Comparison with related systems

Prev | Interop. Scalability QoS Social | Context Human-
Work At- Rec- | Aware| like
tributes| om- Deci-
mender sions
[6] Yes No No Yes No No
[10] | No No No Yes Yes, Yes
but
not
spe-
cific
to
IoT
[11] | No No No No No Yes
[12] | No No No No Yes No
[13] | No No No No Yes No
[14] | No No Yes Yes No No
[15] | No No Yes No only No
capa-
bility,
type
ARCAF- Yes Yes Yes Yes Yes Yes
IoT

Besides this, the attributes for maintaining the quality
of service are also identified. However, it is discovered
that malicious and dishonest entities try to maneuver
the trustworthiness level of others. To intercept their at-
tacks, Naive Bayes classifier along with three proposed
algorithms are integrated into the system. Experimental
results show that ARCA-IoT has successfully identified
such entities. This is proved through performance met-
rics that the results are quite successful. Moreover, the
comparative analysis based on parametric metrics also
reflects the novelty of the proposed system.

In future, the resilience against more attack models
will be incorporated into the system. More attributes
related to context awareness and quality of service
will be identified to establish trustworthiness in cloud-
assisted IoT environment.
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