Data Hiding and Obfuscation

e QOutline obfuscation methods.
e Define methods used to encode data in order to hide the original

content.
e Understand encryption methods used to hide data, and possible

methods to overcome this obfuscation.
e Define how file types can be discovered.

Author: Prof Bill Buchanan
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Private-key:
RC2, RC4,
DES, 3DES,
AES

Symmetric encryption

Public-key:
RSA, DSA

. (factoring prime
Hja32, - numbers)

FIPS 186-2,

ElGamal
Asymmetric encryption (Elliptic curve)

h65dfedfKKK=+1 Hashing:
>4 MD5, SHA-1

c
S
i
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L

One-way hash

Encoding:
Hex, Base-64,
ASCII, UTF-16

Hello. aGVsbG8=

Encoding

Author: Prof Bill Buchanan

Data Hiding
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o Toolkse 1.7 (Author: ProfSIMS)

File

6XzX5ASPyYIUE6K
thRc1UmA==

Metwosks | Chnt | Sever | Packetlaptuw | Winlump | Snot | Bt BrayResder || Encrpen | Cedrg | 05 L Cama
Hashing | Hash Collson) | BaeSd |M~.—u'-;ey|;ru Povabekay Decry,  Brdedorcs  Publc ey Ener Pubs by Do | Diglal Cat HMAD Mg

0ES
Enter gome text

test

Ercrypson key
[afbelnmn

Ercrypt I

Ereryption hey

Dovee

Encrypiod (hex)

EATIDT2B29DATCET

Erirypied (Easesd)

G XKynalGE=

Ererypied (hex)

[attemaon

Ereripl

ESTCDTEAMEFCEE504ESABG 145005405

Ercryptisd (Bassbd)
Bz X5ASPYIUEGKhRC 1UmA==

crimedoesntpay
finaldemand
Mypassword
celticfc

Search for key
strings

a
abilities
ability
ability's
able
about
Above
Brute-force
young
your
yours
yourself
zero
zero's

Author: Prof Bill Buchanan

Cracking the key




o5l Teolkit 1.7 (Author: ProfSIMS) == é

File
MNetwork | Clent Server | Packst Capture = WinDump | Snort Events | Binary Reader || Encyption | Codng  0S P Demo

Hashing | Hash {Colksion) | Base£4 | Privatekey Encr. |anate«eyDeuy. Erseforce | Publickey Encr. | PublickeyDecr. | DighalCet. | HMAC | LM 4
Demo

3DES
Enter encrypted (Hes) Encryption key
|aftemucm

| Decrypt

of ... Enter Basetd string
6nPXKynafGE=

Encryption key
afternoon

Decrypt

of ... Enter Basetd string
6XZX5ASPYIUEGKthRc1U

mi==

(48 Tookit 17 tuthor: Profsives) _
Fale l
Mebwork Chent. Server Paciket Caphure WinDump Srodt Everis Birary Reader Enoryption | Coadng
Hasheg | HashColsen) | Bmsest  [Povedsy Encr | FrvsteiosyDecry. | Bugeforcs | Fubboiey Enor | Pubbe iy

Encrypton key Encrypted ()
|artarnoun EA73D72BZODATCE]

F— | daDILILCY
Encrypted (Baseld) ablllty ' s

EnPXKynalGE= . able
about
Above

c
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>
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S S Brute-force

[attemoon ES7CDTEAO48FCAS504EBABE145CD5488  ~ young

: your
Encrypted (Basets) -~ Yours
6XzX5ASPYIUEBKIhRG 1UmA== > yourself

Zero
zero's

Author: Prof Bill Buchanan

Cracking the key
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File
Network | Client Server | Packet Capture | WinDump | Snort Events | Binary Reader || Encryption | Coding | OS IP Demo

Hashing | Hash (Colision) | Base-64 | Privatekey Encr. Private-key Decry. I Bruteforce | Public key Encr. Public key Decr. Digttal Cert HMAC | LM ¢ | ,|
Brute force demo

AES
1. First encrypt some AES text... Encryption key Encrypted (hex)

test afternoon EQ7CD7E4048FC88504E8AB6145CD5498 besntpay
amand

Encrypt vord
fc

Dictionary Attack

2. Next search for possible keys Possible
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Brute Force Attack Try aftemoon ftest]

Trya [ |coded [P iLU>P\IMO]
Try abilities .
Tryingin a

Try ability

[comess Try abiltys
Try able
Try about
Try above
Try absence
Try absences
Try absolute
Try absolutely
Try abuse
Try academic

Trying...

Prof Bill Buchanan

Cracking the key




Communications

Encryption/ Channel Encryption/
Decryption Decryption

Bob's private
key

c
S
i

o

>

(&)

C
L

Hash
Bob sends his

Digital cerFiﬂcate . Alice checks the hash
tc_m authenticate il using Bob'’s public key
himself R from his certificate

Author: Prof Bill Buchanan

Cracking the key
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* suspect o

7 " Certificate
Certificate - R EEKe j
General | Detais | Certification Path |

General | petails | Certification Path |

o @g Certificate Information
Ewg Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

This certificate has only This certificate has both
li i k
the public key public and private key

Windows does not have enough information to verify
this certificate.

| a!
S
-
(@)
>
(&)
(=
L

Issued to: Bob

Issued to: Wiliam Buchanan
Issued by: Bob

Issued by: AscertiaCA 1
Valid from 11/08/2008 to 11/08/2010

Yalid from 17/12/2006 to 17/12§2007 ¥ You have a private key that corresponds to this certificate.

Learn more about certificates

Data Hiding

Author: Prof Bill Buchanan

Cracking the key
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Message Hash

Authentication

- 128 bit signature

Hashing
Algorithm (MD5)

hello

Hello

Hello. How are you?

Napier

XUFAKrxLKna5cz2REBTFkg
_ 1XqZU8RhEpaoJ6v4xHgE1w
CysDE5j+Z0UbCYZtTdsFiw

J4NXH5Mkrk4j13N1IMFXHtg

Base-64

hello

Hello

Hello. How are you?

Napier

e 5D41402ABC4B2A76B9719D911017C592
B 8B1A9953C4611296A827ABF8C47804D7
e CC708153987BF9AD833BEBF90239BFOF

B 8F83571F9324AE4E23D773753055C7B6

Hex

PROCTTOT . T 10T O 0T e e

MD5 hash algorithm




Message Hash

Authentication

(=]

Algorithm (SHA-1)
- 160 bit signature

Hashing

hello

Hello

Hello. How are you?

Napier

qQVTGHdzF6KLavt4P00gs2abpQ00=
9/+e13uy4JtwklpdeF4MxdnQq/A=
Puh2Am76bhjqES5TbTwWtwsqbdFC8=

v4GXNavod2b09GR2Tqw4yopOuro=

Base-64

hello

Hello

Hello. How are you?

Napier

— -

AAF4C61DDCC5E8A2DABEDEOF3B482CD9AEA9434D
F7FFOE8B7BB2EQ9B70935A5D785E0CC5D9D0ABFO

3EE876026EFAGE18EA13995B4D6B70B2A6DD142F
BF81B135A5687766F4F464764EAC38CA8SA4EBABA

Hex

SHA-1 hash algorithm




Hashing
Algorithm (MD5)
- 128 bit signature

F94FBED3DAEO5D223E6B963B9076C4EC

+U++09rgXSI+aS5Y7kHbE7A==

allow users ~‘ cure their
data transmissions, and also
break their link with physical

connections.
Base-64

8A8BDC3FF80A01917D0432800201CFBF

Message Hash

jovcP/gKAZFIBDKAAGHPVW==

allow users SQgcure their
data transmissiBns, and also
break their link their physical
connections.

Authentication

MD5 hash algorithm



Hashing
Algorithm (MD5)
- 128 bit signature

DAECCFOAD3C1FC8C8015205C332F5B42
2uzPCtPB/IyAFSBcMy9bQg==

W (=lE s
Il

Network | Chent Server | PacketCapture | WinDump | Snort Events | Bnary Reader Encryption | Codng = OS IP Demo
Hashing Hash (Colision) = Basa-64 Privatekey Encr Privatekey Decry Brteforce Pubiic key Encr. Publc key Decr. Digtal Cent HMAC Mgl

Hash value

Hash ID.—\ECCFE.‘ADIIFCBC3015205C332F5842 Search (MD5)
__ Tymneome.. | Search (SHAT)

Base-64

Hash

Found

Searching for .. [apples apples [DAECCFOADAC 1FCEC8015205C332F 51

e

Try appearances
Try appeared
Try appearing
Try appears

Try apple

Try apples
Found... apples

Authentication [Messa

MBM Buchanan
MDS5 hash algorithm
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Hex Base-64

5e 20 e6 aa

ASCII characters

r

01000001 01000010
01000011 01000100

o
=
o
Q
&}
c
Ll

01011110 00100000

Encryption 11100110 10101010

Author: Prof Bill Buchanan

Data Hiding



Binary Hex
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101

1110
Bit stream 1111

©CoOoO~NOOO b WN -0

MMUOUOD>PrO0O0o~NOCOPR,ON-~O0O

7465737431

Author: Prof Bill Buchanan

Hex conversion




Enc Val Enc Val Enc
32 48
33 49
34 50
35 51
36 b2
37 53
38 54
39 55
40 56
41 57
42 58
43 59
44 60
45 61
46 62
47 63

3

(O(D\lmm-bwl\)-\og

011010 000110 010101 101100 011011
000110 1111

VTOZZIrMX&~~IOMMOO®>
S e e F - ol R R -

, TP Q0 TON<XXS<CHOITO
S+ OO NP WN-AONK X

Bit stream R W—

File
Netwok | Qert | Sevwe | PoketCxtrs | WeDmo | Srot | Evwts | Brary Resder | Encaston | [Codng | 05 =
ExOR  Comsarcode Fequercy insiss  Scwnbied sthatet Vigerdre code

Base-64

68656CH6CHF

TRITEeRESTRSAEY Wt

Data Hiding




D
01101000 01100101 01101100 01101100

S

ot 1.7 (Author: ProfSIMGS)

! Toolkit 1
Motwork | Clert | Serrwr | FacketCogtum | WinDump | Snct | Ewerts | By Fesder | Encrction || Codng QS\ [
Encodny [E0R | Cssswoode | Fequencysnshss | Sowmbisd sphshet | Vigende code

Irgut ded
ASCIl helle

ASCH

Base-64 COONDOd=

09 04 OD OD OE

Hex (08904 000n0E

01100001 01100001 01100001 01100001

N
Bl 01101000 01100101 01101100 01101100




- hello

L )

5;3 —

a5 Toolkit 1.7 (Author: ProfSIMS)

‘ | File

’unl Network | Chent Server | Packet Capture | WinDump | Snort Events | Binary Reader | Encryption || Coding | OS
s M' Encoding | ExOR | Caesarcode | | Frequency analysis | Scrambled alphabet | Vigenére code

i
Il Occurance
Inpat text 170

" ASCIl |[The future of the Internet, especially in 128
' expanding the range of applications, involves -
a much deeper degree of privacy, and 112
authentication. Without these the Internet 100
cannot be properly used to replace existing P
applications such as in voting, finance, and -

Try sample English I

Most prob. Least prob.

o
=
=
Q
&}
c
Ll

Stand.Eng. ST [0 a N[ [RIsH DL |c|Flump |y wiagiB|v K x|s|a]z

mﬁommellanasrhcldupmygbwfkv::QJz

>

Author: Prof Bill Buchanan

Frequency Analysis




sy Toolkit 1.7 (Author: ProfSIMS)

File

Network | Cient | Server | PacketCaptwe | WinDump | Snot | Events | Bmary Reader | Encoption |[Codng | OS
Encodng | ExOR | Caesarcode | Frequencyanalysis | | Scrambled aiphabet] | Vigenére code

Input text

ASCIl [In Chapter 1 the concept of defence-in-depth was discussed, where a
defence system has many layers of defence. Unfortunately, as in
military systems, it is not always possible to protect using front-
line defences, even if there are multiple layers of them, against
breaches in security (Figure 2.2). This can be because an intruder
has found a weakness within the security barriers, or because the

Try sample English I

Coding Generate new...
ﬂb cidleif |[gthl|i |j kil m|njofp iqir |s |t |u|v wix |y |z
BIL|IFIUIOIGIA/H|VIWQJ |IK|Y|Q|T|lI [DIEI|P|Z|X[M|N|R|C (S

+ e rr—

|- 2| 89 Toolkit 1.7 (Author: ProfSIMS)

Result s
ZHEOBZP, BQU HBMO FTQZVQADQFC IKBQP. || oo |/Ged | sever| PocksiCopums || Wb | St ||| Everda |Gy Ronder- | Encopton | [Codng | 05

TEABQVPBZVTQP HBMO QT IKBQP GTE AVMOQ Encodng | ExOR | Caesarcode || Frequencyanalysis | Scrambled aiphabet | Vigenére code

NHVFH BEO VQ YTPZ UBQAOE TG B UBYBAVQ Demo
BQ BKKVOU GTEFO NTXKU POZXI PIVOP NHT Inpust et

VQZEXPVTQP, BQU BQC FTMOEZ BFZVMVZVOP ASCIl |GTEFO NTXKU POZXI PIVOP NHTPO ZBP) VZ VP ZT A
FTQFOIZ, NHOEO VQZEXPVTQ UOZOFZVTQ BA UOZOFZ VQZEXPVTQP, BQU BQC FTMOEZ BFZVMVZVOP.

GVAXEO 2.3 VKKXPZEBZOP ZHVP FTQFOIZ, NHOEO
ZEBGGVF, BQU QOZNTEJ/XPOE BFZWMVZC ZT VQZEXPVTQ UOZOFZVTQ BAOQZP BEO XPOU ZT KVPZOQ

POFXEVZC. ZT QOZNTEJ ZEBGGVF, BQU QOZNTEJ/XPOE BF ZVMVZC
ZT ZEC BQU UOZOFZ BQC LEOBFHOP VQ POFXEVZC.

Try sample English I

3
3

Most prob. Least prob.
Stand.Eng. BT 1O 1A N1 [R[S|H[D[L C|F|u[M[P|Y [WG[B|V K|X|J a2z
ojzblplajvieilt h|f [k ijcix|ujglainiy ||l m]|} || |8 [wir |d

Data Hiding

2 | ==
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Tunnelling
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Firewall

Traffic
Internet Only
encrypted
over the
public

Intrusion channel
Detection

System

Traffic is encrypted
and cannot be —

checked by firewalls,
IDS, and so on

Tunnelling

System

Email
server

Intrusion
Detection
FTP

server .
Proxy
server

Data hiding

Tunnelling mode or transport mode



Firewall

Traffic
Internet Only
encrypted
over the
public

Intrusion | channel
Detection |

System |

|
’
Firewall blocks all TN

g
encrypted content - 75 mema=®

and any negation of
a tunnel

Intrusion
Detection

For IPSec (one of the most popular tunnelling System

methods):

. UDP Port 500 is the key exchange port. If it is
blocked there can be no tunnel.

. TCP Port 50 for IPSec ESP (Encapsulated Security
Protocol).

. TCP Port 51 for IPSec AH (Authentication Header)

Data Hiding

Blocking end-to-end encryption



Firewall .
Switch Traffic

UDP Port 500 is the key exchange port. If it is
blocked there can be no tunnel.

Protocol).

TCP Port 50 for IPSec ESP (Encapsulated Security

TCP Port 51 for IPSec AH (Authentication Header)

(89 Toolkit 1.7 (Author: ProfSIMS) =&
File
Netwok | Clent | Server |[PacketCapture | WinDump | Snot | Events | BinaryReader | Encryption | Coding | OS P Demo
| Open TCPDump | Packet Capture
Enter dump file
| Open TCP Dump I ]F:\docs\ﬁc\dlemTooklNog\apsecpcap
(@ Show tutorial  Show theory Show demo View text View with Wireshark
' No. Type Flags Time Source IP Address Source Port Dest. IP Address Dest Port Content =l
h UDP 1645  [192168.020 65340 1461762102 62515 [~ '_
2 UDP 1645 192168020 65341 146.176.210.2 500 ~7C97d e
3 UDP 1645 1461762102 500 192168020  |65341  |~7C97d7%Hm~ 7 .|
4 uDP 11645  |192.168020 65342 1461762102 4500 9P |
W E uDP 1645  |192168.020 65342 1461762102 4500 B |
6 UDP 1645  |1461762102 4500 192.168.020 65342 |7 CordrH 7.
7 uoP | 1645 192168020  |ess2 1461762102 4500 | ~———7C97d7Hm~~7——77TD.. |
s |uop | 11645 1461762102  |4500 1192168020 (65342 | ~—7COrdMHm~r—ta? .. |
9 UDP 1645  |192.168.020 65342 1461762102 4500 97 Hm 422/~ <97.. |
10 |uop 1645 192168020 65342 1461762102 4500 7 CIT M .. \
1 |uop 1645 1461762102 4500 192.168.020 | 65342 e i e anantic s )
Ll Jupe 1645 161762102 5782 192458_m__5442_1mm‘1725252mp§yu§;gr__
methods):




Application
Protocol

Application

Secure Socket SSL

Transport

Transport

Data Link

°)
=
©
c
c
=1
I_

Data Link

Dhwucirnal

Secure protocols:

Port: 443. https (HTTP + SSL).
Port: 465. ssmtp (SMTP + SSL).
Port: 563. snntp (NNTP + SSL).
Port: 995. spop (POP-3 + SSL).
Port: 993. simap (IMAP + SSL).

Data hiding

One-way server authentication. Server provides
authentication to the client, such as SSL (HTTPS,
FTPS, etc). Digital certificate required on the server.

Secure Sockets (SSL)




Application
Protocol

Application

Secure protocols:

Port: 443. https (HTTP + SSL).

85! Toolkit 1.7 (Author: ProfSIMS)

[c:u@lé‘

File
Network Client

Open TCPDump | Packet Capture

Enter dump file

Server Packet Capture | WinDump

Snort Events Binary Reader Encryption | Coding | OS

| OpenTCP Dump |

|F:\docs\src\client Tookit \log\ss! pcap

Show tutorial

Show theory Show demo View text View with Wireshark

Flags
[s—

Time
[17:13

g
@

Source Port
2099

Dest Port
443

Source P Address

Dest. IP Address
[192.168.0.20

|66.211.169.66

Content

-
(%]
0

ISA—  [17:13

66.211.169.66 443 1192.168.0.20 2099

g

17:13

192.168.0.20 2099 |66.211.169.66 443

1713
17:13

166.211.169.66

192.168.0.20 443

166.211.169.66
2099

1192.168.020

|~ RBs /U A6 7elSS..
|~ KIT222235722027 7762

17:13
17:13

|66.211.169.66

[192.168.0.20

1192.168.0.20

2099
166.211.169.66

272.@797771~=22.2a~ 177" 2chyU~L~77))...
443 '

—
o
0

1713
17:13

W | - o mhwni?
o

§ 1

Bl

: : 192.168.020
1192.168.0.20

66.211.169.66

2099
443

[ SN Sage pINE S Ene 1.

e~ KTV IR IVURYYICT,..

17:13
17:13

d
0

66.211.169.66

2099

2099

1192.168.0.20

66.211.169.66 | 227227~ m282P 27

17:13

152.168.020

1192.168.0.20 | R YN AT w22

One-way server authentication. Server provides
authentication to the client, such as SSL (HTTPS,
FTPS, etc). Digital certificate required on the server.

Secure Sockets (SSL)




|

POP3 (Port 110)

Applications use a wide range of TCP ports
to communicate. Each of these ports could
be blocked.

°)
=
©
c
c
=1
I_

FTP

VPN

Client Port 80 : Server
Remote

Email

Applications communicate for a wide range of services
through port 80 (Web port)... port 80 traffic is allowed
through the firewall ... but can cause security
problems as the firewall cannot check the usage

Data hiding

Tunnelling on Port 80



Covert Channels
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Data hiding

Start
process

‘4

process

process

Detect
process

Covert
channels

Storage covert channels are where .

one process uses direct (or Covert timing channels use the
indirect) data writing, whilst modulation of certain resources,
another process reads the data. It such as the CPU timing, in order to
generally uses a finite system exchange information between
resource that is shared between processes.

entities with different privileges.

Covert channels (Storage and timing)




IP header TCP header
Version | Header len. Type of service TCP Source Port

Total length TCP Destination Port
Identiﬁcatilon
DM Fragment Offset |
| Time-to-live (TTL) Protocdf
Header Checksum /

Source |IP Address

Window

Checksum

Sequence Number

Acknowledgement Number

Destination IP Address ;
Urgent Pointer

n
)
c
c
©
<
O
T
(]
>
Q
O

Fragment Offset .
Urgent Pointer

yime-to-live (TTL) TR
ata Offse

Identification

Forensic

Possible Covert Channel Fields

Author: Prof Bill Buchanan

IP and TCP Covert Channels




Total length

Idantifiratinn

e | H Type of service
ny 1
” lvl' "

No. Time Source Destination Protocol Info
3 0.001525 192.168.75.132 192.168.75.1 TCP afrog >
http [SYN] Seqg=0 Win=64240 Len=0 MSS=1460
Identification: 0x008c (140)

No. Time Source Destination Protocol Info
4 3.019628 192.168.75.132 192.168.75.1 TCP afrog >
http [SYN] Seg=0 Win=64240 Len=0 MSS=1460
Identification: 0x008e (142)

No. Time Source Destination Protocol Info
7 8.968288 192.168.75.132 192.168.75.1 TCP afrog >
http [SYN] Seg=0 Win=64240 Len=0 MSS=1460
Identification: 0x008f (143)
Packets missed out ..

No. Time Source Destination Protocol Info

129 30.598774 192.168.75.132 84.53.138.18 TCP dcutility >
http [ACK] Seg=4751 Ack=28096 Win=63188 Len=0

Identification: 0x00dl1l (209)

identifyi'ng fragments of an
original IP
Source: David Llamas

Data hiding

IPv4 ID Field



No. Time Source Destination
49 23,974294 192.168.75.138 192.168.75.1
Seg=134 Ack=225 Win=6912 Len=0 TSV=18845 TSER=2182534

Identification: 0x1643 (5699)

No. Time Source Destination

50 23.974900 192.168.75.138 192.168.75.1

Seqgq=134 Ack=1673 Win=9824 Len=0 TSV=18845 TSER=2182534
Identification: 0x1644 (5700)

No. Time Source Destination
51 23.975155 192.168.75.138 192.168.75.1
Seqg=134 Ack=1807 Win=12704 Len=0 TSV=18845 TSER=2182534
Identification: 0xl1645 (5701)

No. Time Source Destination
53 23.977703 192.168.75.138 192.168.75.1
ACK] Seq=134 Ack=1808 Win=12704 Len=0 TS5V=18846 TSER=2182534
Identification: 0xl1646 (5702)

No. Time Source Destination
55 23.979951 192.168.75.138 192.168.75.1
Seqgq=0 Win=5840 Len=0 MSS5=1460 TSV=18847 TSER=0 WS5=5
Identification: 0x0050 (80)

No. Time Source Destination
57 23.981798 192.168.75.138 182.168.75.1
Seg=1 Ack=1 Win=5856 Len=0 TSV=18847 TSER=2182535
Identification: 0x0051 (81)

Protocol Info
TCP 54064 > icslap [ACK]

Protocol Info
TCP 54064 > icslap [ACK]

Protocol Info
TCFP 54064 > icslap [ACK]

Protocol Info
TCP 54064 > icslap [FIN,

Protocol Info
TCP 54065 > icslap [SYN]

Protocol Info
TCP 54065 > icslap [ACK]

IPv4 ID Field



File Signatures
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O
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8
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Forensic

File Allocation Table:
1.ixt

2.doc

Test.doc

-Delete.gif [deleted]

Simple search for a graphic
file will not find the deleted
file

Deep scan of the
Disk (byte-by-byte)

Author: Prof Bill Buchanan

File name changing
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Data hiding

l

Mypic.dll

Change name from
Mypic.gif
To

Mypic.dll

BALLROOM

. Prof. PLUM

e

Wi1d ¥OS5330¥d

REVOLVER

File name changing




o5 Toolkit 1.7 (Author: ProfSIMS)

File
Network | Client Server | Packet Capture | WinDump | Snort Events |Binary Reader | Encryption | Coding | OS

| View GIFs I View JPGs View ZIPs Open Any I |-0pen Mystery File - ;I Identify file type

|F:\docs\src\client Tookit\log'\cat01_with_hidden_text gif Tutorial

Hex viewer Char viewer
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File name changing



Sig File ext File type

0x474946 gif GIF files
GIF89a gif GIF files
OXFFD8FF jpg JPEG files
JFIF jpg JPEG files
0x504B03 Zip ZIP files
0x25504446 pdf PDF files
%PDF pdf PDF files
0x0A2525454F460A *.pdf PDF file

. %HEQF . | pdf PDF file

s Toolkit 1.7 (Author: ProfSIMS)
File
Metwork | Chert | Server | PacketCaptue | WiDump | Seot | Everts |[Bnary Feader | Encnption | Codng | 05

View GiIFs | View JPGs View ZIPs Open Ay I [ Open Mystery it = = Identity file type

[Fons’ o clert ookt \F\DB00SE1 7ok

o Toolkit 1.7 (Authar: ProfSIMS)
File
Metwork | Clent | Server | PacketCapte | WnDump | Snot | Everts | [Bray Reader | Encoption | Codng | 0S
View GIFs View JPGs \iew ZIPs | Open Any I’m Identify file type

|F “docs'ane'chent Toolldt' F docsanc'chent Tookdt log arccode zip Tutoial
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Sig File ext File type
e 0x006ELEFO *.ppt PPT
P T e e ——— ) (R 0xA0461DFO0 *.ppt PPT
e e e e OXECA5C100 * . doc Doc file
— 0x000100005374616E64617264204A6574204442
* mdb Microsoft database
o| | Standard Jet DB .mdb Microsoft database
0x2142444E *.pst PST file
' BDN ® . pst PST file
0x0908100000060500 .X1s XLS file
OxDOCF11EOA1B11AEL ©.msi MSI file
OxDOCF11EOA1B11AEL “.doc DOC
OxDOCF11EOA1B11AEL *.XIs Excel
_ e () xDOCF11EOA1B11AE1l *.vsd Visio
N e (xDOCF11EO0A1BL1IAEL .ppt PPT
e 0x504B030414000600 *.docx  Microsoft DOCX
. 1 0x504B030414000600 * . pptx  Microsoft PPTX

SEEEEEE

NEEEE]

ot | Qumt | Saeer | PuckConre | Yo | St || Evete ] Bomy Ronder ”"""‘ 0x504B030414000600 * X 1sX Microsoft XLSX

Vigw GIFs View JPGs View2IPs | [ Open ay | [ Open Mystery Foe

[F-\docs s chent Took\C-ab doox godial File

Hetwok | (hert | Server | PacketCaptwe | W Everts | [Brary Reader | Encopton
Hex viewer N Char viewer

View GIFs | View JPGs I View 2 Coan Ay | [-Oven Mymtezy Fie |
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Acoess to the path
Acoass to the path T\
Acoass to the "
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(Access to the path T:\Documents and Settings i denied
| Access 1o the path T-\Documents and Settings’ is denisd
| Azegas 1o the path T\Doeuments and Semngs’ is denisd
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Sig File ext File type
0x465753 *, swf SWF file
FWS .swf SWF file
0x494433 * mp3 MP3 file
ID3 *.mp3 MP3 file
0x4C00000001140200 *.1nk Link file
0x4c01 .0bj oB] file
0x4D4D002A *.tif TIF graphics
MM ST TIF graphics
0x000000186674797033677035
N *.mp4 MP4 Video
8 Tookit 17 (uthor ProfsS) ftyp3gp5 *.mp4 MP4 Video
F el (x 300000004C664C65 *.evt Event file
LfLe *.evt Event file
0x38425053 *.psd Photoshop file
8BPS .psd Photoshop file
Ox4D5A *.0CX Active X
0x415649204C495354  *.avi AVI file
2 AVI LIST *.avi AVI file
§0x57415645666D7420 *.wav wAv file
WAVEfmt .wav wav file
- ‘BEld *.rar RAR file
38 0x526172211A0700 *.rar RAR file
¥ OxX6D6F6F76 * . mov Mov file

moov * . mov Mov file

Author: Prof Bill Buchanan

File signature




Data Hiding and Obfuscation

e QOutline obfuscation methods.
e Define methods used to encode data in order to hide the original

content.
e Understand encryption methods used to hide data, and possible

methods to overcome this obfuscation.
e Define how file types can be discovered.

Author: Prof Bill Buchanan




