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Abstract

Authentication and access control are critical in addressing IoT security and pri-
vacy issues. However, due to resource overhead, most legacy authentication and
authorisation mechanisms are not suitable for resource-constrained IoT devices
(Meneghello et al., 2019). Another significant obstacle to IoT is the centralisation of
efficient security solutions, such as Public Key Infrastructure (PKI), which presents
scalability challenges in a system with thousands of connected nodes. Additionally;,
current authentication and access control standards rely on third parties. Scalability
and deployment simplicity are advantages, but it requires trust in a third party to
store customers’ sensitive data, which is prone to misuse in the event of security
breaches (Levi and Caglayan, 1997). However, blockchain and decentralised al-
ternatives that do not rely on a third party can provide autonomous authentication
and authorisation administration. Driven by the potential benefits of blockchain
technology and the need to deliver reliable solutions that satisfy the demands of
the IoT, this thesis aims to develop blockchain-based decentralised authentication
and access control mechanisms for IoT to resolve security and privacy concerns in
the current centralised paradigm and remove the need for a third party to maintain
trust. The thesis goes further and explores the provision of decentralised identity
management services such as secure and fair exchange, delegation, and revocation
of credentials through the use of smart contracts. Additionally, the thesis looks
into the inherent issue of designing secure, lightweight, and scalable decentralised
systems that satisfy [oT needs by proposing a lightweight consensus mechanism.
The contributions of this thesis are shown over all layers of the IoT architecture.
For instance, the thesis proposed a blockchain-based two-factor authentication
mechanism enabling authentication at the IoT applications layer. For authentication
in IoT communication protocols, the thesis proposed a lightweight authentication
and authorisation mechanism for the MQTT messaging protocol. Additionally, for
authentication and access control at the devices layer, the thesis provided a decent-
ralised authentication and access control for wearable medical devices. Finally, the
thesis proposed a lightweight and scalable consensus mechanism that overcomes
the resource overhead of distributed consensus and the complexity of blockchain
in IoT. Further analysis of these approaches’ usability, mainly CPU and memory
usage, was conducted compared to the current security protocols. When subjected
to security analysis and evaluation, the proposed approaches demonstrated per-
formance improvements in data privacy levels, high security and lightweight access
control design compared to the current centralised access control models.
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em First Chapter ee

Introduction

1.1 Overview

The Internet of Things (IoT) has transformed our lives and represented a significant
step forward in how we will use technology. According to an IBM blog (Teicher,
February 7, 2018), the idea of connecting sensing devices to the network return
back to early 1980s. Before there was even a modern Internet, a group of students
in Carnegie Mellon University’s computer science department installed a board
sensing the status of a soda machine in their department to track the machine
content remotely. This was achieved by allowing a line from the board run to
a gateway for the department’s main computer, connected to the ARPANET, the
precursor for today’s Internet. However, the first concept for the Internet of things
was put forward in 1999 by Kevin Ashton (Ashton et al., 2009) as a bind between
the Internet and radio frequency identification. Technically, it refers to objects
that can be connected to each other over the Internet. These objects could be
any device embedded with software, electronics, or sensors. IoT enables real-time
sensing capabilities, empowering various areas such as agriculture, transportation,
healthcare, energy, smart homes, supply chain etc. The cause for this growth is
the rising demand for industrial automation, which supports the development
of IoT solutions. According to (Vailshery, 2021), an estimated 30.9 billion IoT

connected devices are expected to be installed worldwide by 2025. This will
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almost certainly increase the use of cutting-edge IoT applications and solutions.
However, questions and concerns regarding security and privacy have arisen due to
this technology’s adoption. Despite its various applications, rapid expansion, and
numerous far-reaching visions for the future, the IoT faces significant obstacles.
Since IoT communication is wireless, it is subject to message manipulation, message
eavesdropping, and identity spoofing. Every time a system is connected, an attacker
has a new set of opportunities to find and exploit weaknesses. The more services
provided via the Internet, the more services it can be attacked. This is referred
to as the attack surface. Reducing the attack surface is one of the first stages in

safeguarding a system (Wdjcicki et al., 2022).

1.1.1 IoT security

IoT security being a sizzling topic for researcher today, there is a myriad of publica-
tion indicating security and privacy issues in IoT. The IoT must gain users’ trust to
be broadly accepted by the industry. Serious problems regarding people’s privacy
are brought about as a result of the increasingly invisible, dense collecting, pro-
cessing, and distribution of data amid people’s private life. The lack of key security
measures in many of the initial generations of IoT systems currently available on
the market contributes to an increase in the privacy concerns posed by the IoT
(Barua et al., 2022). Digital security risks exist at every stage of the IoT journey,
and hackers stand by to take advantage of any system flaws. Without sufficient
security measures, attackers have the potential to seize control of critical elements
of our lives. For instance, if an attacker successfully breaches the security of a
smart healthcare system, it might result in the loss of many patients’ lives, whereas
a successful security attack on an intelligent transportation system can result in
financial loss and the loss of human lives (Raghuvanshi et al., 2022). As a result,
secure authentication and access control solutions are required. Authentication
and access control technologies are known as the central elements to address the

security and privacy problems in IoT (Trnka et al., 2022).




CHAPTER 1. INTRODUCTION

1.1.2 IoT security requirements

IoT architecture consists of different layers of technologies supporting IoT. Accord-
ing to (Igbal et al., 2020), the main hurdle in the centralised environment of IoT is
the inadequacy of privacy and security of sensitive data that is transmitted when
devices communicate with each other or with the cloud. The security requirements

of each layer are depicted in Figure 1.1 and further described below.

1.1.2.1 IoT devices’ layer security

Protecting the devices layer is a difficult task, given the vast number of IoT assets
and the potential vulnerabilities they include. Therefore, sensors in the IoT systems
must be able to prove their identity to maintain authenticity. Furthermore, the
integrity of the data send from devices in this layer must be signed and encrypted
to prove that is not been tampered or changed. In addition, privacy is one of the
requirements which must be considered when collecting data from sensors in this
layer as many applications can provide traceable data, which can be considered as

a privacy issue. (Qi et al., 2020).

1.1.2.2 The network layer security

This layer represents the connectivity between the devices layer and the cloud.
Secure communication between things and cloud is one of the most important
requirements. It is worth indicating that the current security technology that has
been widely used is SSL/TLS encryption. However, the issue with solutions such
as TLS and VPNs in resource-constrained IoT devices is that they consume more
resources, such as memory, due to the requirement to allocate additional buffers
and to have sufficient free heap memory to establish a TLS connection. Since
cryptographic procedures are required, the processor overhead is also increased,

especially when a certificate employs a long key length. (Ramesh et al., 2022).
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Figure 1.1: IoT Security Requirements

1.1.2.3 Application layer security

As more data is collected from various devices, guaranteeing integrity becomes a

critical concern at the application level (Jaigirdar et al., 2019).

1.1.2.4 Management layer security

This layer is responsible for managing the IoT systems by managing users and
devices access, applying rules and policies, coordinate the automation process
across different devices, manage users and devices to identify and to provide an
optimal access control based on the privilege assigned to them, and finally auditing
& monitoring data. However, when user authentication data is stored on cloud
servers, there is a risk that it may be shared or even sold to other organisations,
infringing on users’ privacy and security rights. As a result, there is scepticism
about the level of privacy provided by the current centralised authentications and

access control methods (Rasool et al., 2022).

1.2 Motivation

This section describes the main motivations behind dealing with privacy and

security issues of current authentication and access control methods applied in IoT,
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and why decentralisation matters for IoT. The following presents the fundamental
challenges with the state-of-the-art and motivate the need for further research on

this area.

1.2.1 10T security challenges

e Centralised data structure Most state-of-the-art IoT infrastructures are heav

ily centralised, prone to a single point of failure. The entire network
infrastructure risks being paralysed in the event of a failure in the cent-
ralised servers, which hinder scalability and wide adoption of the IoT.
The centralised infrastructure has also raised severe privacy and security
concerns because it relies on third party to maintain the trust. In ad-
dition, in the centralised model, users have limited control over their
personal data. Users are required to trust such entities to handle their
personal data, which is prone to the risk of being deleted or tampered
with. Additionally, the centralised infrastructure leads to higher latency
for end-to-end communications and lacks guaranteed accountability and

traceability (Wdjcicki et al., 2022).

* Resource constraints 0T devices are always resource-constrained, prevent-
ing them from implementing effective advanced security solutions. When
encryption is used for authentication, for example, certain advanced
encryption methods can result in issues such as decreased computing
performance, increased hardware power consumption, and so on (Ullah

et al., 2022).

* Heterogeneity of IoT systems Another challenge is the heterogeneity of
the IoT system’s components, as IoT systems might comprise devices
from different vendors, each having its own platform and technology.
Heterogeneity is seen in various IoT devices, communication protocols,
and data formats. The heterogeneity is also the root of other challenges

such as interoperability, privacy and security (Wojcicki et al., 2022).
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* lack of encryption To protect sensitive data saved on a device, encryption
should be employed at rest. Keeping API tokens or credentials in plain
text on a device is a common security flaw. Even when data is encrypted,
vulnerabilities may exist if the encryption is incomplete or incorrectly
set. Another issue might develop when implementing cryptography
in IoT-constrained devices, for example, when employing RSA with a
1024-bit key in a microcontroller with restricted RAM and storage (Ullah

et al., 2022).

* Complexity of networks In the Internet of Things, a variety of communica-
tion and network protocols coexist. The data collected by IoT devices
will be transmitted to server stations or other low-power devices. These
devices require a software layer to enable access to hardware function-
alities and protocols to connect these devices to other communication

protocols (Ukwandu et al., 2022).

* Poor interoperability It refers to the ability of IoT systems (including hard-
ware and software) to communicate, utilise, and collaborate on informa-
tion. Due to the distributed nature of IoT systems and their heterogeneity,
data interchange between different industrial sectors, strategic centres,
and IoT systems is hard. As a result, IoT interoperability is difficult to

achieve (Wojcicki et al., 2022).

1.2.2 The need for blockchain in IoT

Since the blockchain was first introduced in 2008 (Nakamoto, 2008), by Satoshi
Nakamoto as an open-source project for secure financial transactions, it has played
a prominent role in the cybersecurity field and opening the horizon for tackling
problems in several other domains. The second generation of blockchain and dis-
tributed ledger technology is more general-purpose. Instead of recording financial
transactions, it can record data for any other type of application. The decentral-

ised structure of the blockchain offers a secure distributed ledger to store and
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then validate transactions in a distributed manner. This will provide a secure
verifications and authentication method where data will be trusted by all nodes in
the blockchain network. In addition, blockchain can execute and deploy a script,
called a smart contract (Buterin et al., 2014), such as on the Ethereum Blockchain
platform, providing the ability to expand the usability of blockchain to include
other emerging technologies that require a high level of secure verification, such as
Internet of Things (IoT). Therefore, there is a significant opportunity for blockchain
and decentralised approaches, which exclude the use of a third party to manage the
trust. The decentralisation of trust is increasingly becoming a dominant direction,
creating opportunities to manage authentication and authorisation in a decent-
ralised and autonomous manner. Additionally, it is seen as a viable alternative to
address privacy and security issues in current centralised identity management

systems.

1.3 Thesis Objective

Given the motivations identified above in Section 1.2 and motivated by the prom-
ising advantages of blockchain and distributed ledger technologies, the main

objectives of this thesis can be summarised as follows.

* This thesis aims to develop a blockchain-based decentralised authentication
and access control mechanism for IoT by providing a reliable and privacy-
preserving authentication framework that resolves security and privacy
concerns in the current centralised paradigm and removes the need for

third parties to maintain trust.

* The thesis further looks into the provision of the self-sovereign concept,
which allows IoT clients to have full control over their own data. To
achieve this, the thesis provided a blockchain-based decentralised iden-
tity management framework for secure and fair exchange, delegation,

and revocation of credentials using the power of smart contracts.
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* Due to the complexity and resource overhead in the legacy distributed
consensus protocols, such as PoW, which hinder the development of
lightweight and scalable blockchain-based IoT applications. The thesis
further aims to develop a new hybrid blockchain consensus based on a
reduced mining algorithm combined with the Practical Byzantine Fault
Tolerance (PBFT) verification. Thus, preserving the security characterist-
ics of the PoW consensus protocol while also improving the transaction’s

finality speed and reducing its energy consumption.

1.4 Main Contributions

The main contribution of this thesis is to adopt blockchain technology to develop
a secure and privacy-preserving authentication and access-control framework sat-
isfying security requirements in all aspects of the layered IoT structure, thereby
overcoming security challenges outlined earlier in section 1.1. For users’ authen-
tication into the IoT applications layer, section 1.4.1 presents a blockchain-based
two-factor authentication mechanism for web-based access to sensor data. Section
1.4.2 provides a lightweight authentication and authorisation mechanism for the
Message Queuing Telemetry Transport (MQTT) protocol, a Machine-to-Machine
connectivity and communication protocol. For authentication in the devices layer,
section 1.4.3 provided a decentralised authentication for wearable medical devices
along with a decentralised access control mechanism for medical data together with
a decentralised identity model to manage users’ identities. Section 1.4.4 presents
the Proof-of-Notarized-Work (PoNW), a lightweight and scalable consensus mech-
anism that overcomes distributed consensus’s resource overhead and complexity

for IoT.
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1.4.1 Blockchain-based User-centric Two-factor Authentication

for IoT

Development of a blockchain-based two-factor authentication mechanism for web-
based IoT applications. The proposed method is employed to authenticate and
control users’ access to data collected from IoT sensors via the web interface. The
proposed approach addresses significant privacy concerns, eliminates the need for
a third party to maintain trust, and mitigates the risk of using weak passwords for
authentication into IoT applications. In addition, the proposed method presents
a lightweight and user-centric authentication that makes use of blockchain and
smart contracts technology. For this, we utilised a smart contract in the Ethereum
blockchain to facilitate a secure and reliable two-factor authentication process.
Blockchain in our systems is used to provide a secure independent channel for
sharing and verification of the One Time Password (OTP). Our approach allows
users to fully control their identities by utilising a blockchain-based decentralised
identity model. Based on the evaluation results, our method has proven effective

and can facilitate reliable authentication.

1.4.2 Decentralised identity and authentication mechanism for

MQTT protocol

A lightweight authentication and authorisation scheme together with a decent-
ralised identity system to manage the users’ identities. This mechanism helps
in facilitating the authentication for both subscribers and publishers by utilising
a smart contract in Ethereum blockchain to guarantee trust, accountability and
preserve user privacy. We provided a proof-of-concept implementation to prove
our work, which involves a decentralised MQTT platform and dashboard using our
approach. The usability of this approach was further analysed, particularly concern-
ing CPU and memory utilisation. Our analysis proved that our approach satisfies

IoT applications’ requirements since it reduces the consumption of resources, and
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the smart contract helps in the automation of the processes.

1.4.3 Decentralised authentication and access Control frame-

work for wearable medical sensors data

The development of a blockchain-based access control framework for managing
access to users’ medical data. This solution leverages blockchain technology’s
inherent autonomy and immutability to solve the existing access control challenges,
such as centralisation, heterogeneity, resource limitations, scalability, and privacy
concerns that arose from relying on a third party to maintain trust and maintain
customers’ sensitive data, which makes it vulnerable to misuse and attacks. These
challenges were presented in Section 3.3. This is facilitated by using a smart
contract on the blockchain, which allows for delegated access control and secure
user authentication. We have presented the solution in the form of a medical
wearable sensor prototype and a mobile app that uses the Ethereum blockchain in
a real data sharing control scenario. Based on the empirical results, the proposed
solution has proven effective. It has the potential to facilitate reliable data exchange
while also protecting sensitive health information against potential threats. As for
security analysis and evaluation, the system exhibits performance improvements in
data privacy levels, high security and lightweight access control design compared

to the current centralised access control models.

1.4.4 Proof-of-Notarized-Work (PoNW) a secure and scalable

Consensus

The development of a lightweight and secure blockchain consensus mechanism
to reduce the number of nodes that need to achieve consensus, thereby reducing
the overall energy consumption in the current PoW to meet the IoT requirements.
To achieve this, we introduced a novel hybrid consensus algorithm that strikes a
balance between the Byzantine Fault Tolerance (PBFT) and Proof of Work (PoW)

consensus mechanisms. In doing so, our mechanism promises to provide a light-

10



CHAPTER 1. INTRODUCTION

weight and scalable consensus with an immediate block finality while also main-
taining the security characteristics of the POW consensus. Our contributions will
involve proposing a ranking mechanism to resolve the chain fork based on the
Pseudo-Random Process and a permutation function to arrange selected committee
members into sequential order. In addition, we proposed a secure random model
to select participants to perform PoW to stop an adversary from concentrating
its presence in one committee and exceeding the byzantine-tolerance threshold.
We presented the suggested mechanism and its implementation aspects, as well
as security-related primitives and characteristics. Finally, we provided a security

analysis of the model together with threat models.

1.5 Thesis structure
The dissertation is structured into eight chapters, which are briefly discussed below:

* Chapter 2: Background. This chapter provides background information
on IoT, describing its architecture and its essential safety and security
principles. In addition, this chapter will also provide an overview back-
ground on blockchain technology, illustrating its principal architecture

and its unique characteristics.

* Chapter 3: Literature Review. The chapter commences through a literat-
ure review of initial findings, evaluation and hypothesis on proposals
dealing with authentication, authorisation, access control, and identity
management in IoT. The literature review summarises the most recent
developments, challenges, and open research issues in authentication
and access control for IoT. Then discusses blockchain technology and its
application to secure authentication and access control in IoT, providing

a thorough overview of current state-of-the-art efforts in this field.

* Chapter 4: Blockchain-based User-centric Two-factor Authentication for

IoT. This chapter presents a decentralised framework for a blockchain-

11
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based two-factor authentication mechanism for web-based access to
sensor data. The proposed scheme will then be implemented, and the
proof-of-concept model will be developed and evaluated to prove the

system’s effectiveness to facilitate reliable authentication.

* Chapter 5: Blockchain-based identity and authentication scheme for
MQTT protocol. This chapter will introduce a blockchain-based ap-
proach to provide secure authentication and authorisation for Mes-
sage Queuing Telemetry Transport (MQTT) protocol. This Machine-to-
Machine communication protocol is being widely adopted in current IoT
applications. It will further illustrate the proof-of-concept design and
implementation of the proposed mechanism, which involves a decentral-
ised MQTT platform and dashboard using our approach. The usability
of this approach was further analysed, particularly concerning CPU and

memory utilisation compared to the current centralised secure solutions.

e Chapter 6: Decentralised Authentication and Access Control Mechan-
ism for Medical Wearable Sensors Data. This chapter introduces a
blockchain-based access control framework and authentication mech-
anism for medical wearable sensors. The proposed solution will be
discussed and presented in the form of a medical wearable sensors proto-
type that utilises the Ethereum blockchain in a real data sharing control
scenario. Then, it provides evaluations of the empirical results of the
proposed solution to prove its effectiveness in facilitating reliable data
exchange while protecting sensitive health information against potential

threats.

* Chapter 7: PONW: A Secure and Scalable Proof-of-Notarized-Work Based
Consensus Mechanism. This chapter presents a new hybrid consensus
mechanism known as the Proof of Notarized Work (PONW). The pro-

posed consensus design, as well as its components, will be discussed.

12
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Then provided security analysis in the proposed consensus and provides

a threats model to insure an acceptable failure probability.

* Chapter 8: Conclusions. Finally, the conclusion chapter, which will discuss
the main arguments and contributions. This chapter demonstrates a
summary of the research contributions made in this thesis, and the
research outcomes will be used as a base for further development and
for the future research directions. Then, discusses the open research
questions of integrating blockchain and IoT, and provides a summary of
the future work that is intended to address those concerns with regard

to each of the key chapters of this thesis.
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Background

Before we dive deeper into our methodologies of integrating IoT and Blockchain
technology, there must be a clear understanding of IoT and blockchain technology
and its suitability to satisfy the underlying security requirements of IoT. This is
because both Blockchain and IoT are emerging technologies. To achieve this goal,
in this chapter, we aim to provide a coherent and comprehensive overview of IoT
and blockchain technology. Therefore, this chapter would serve as a background to
provide the essential knowledge on blockchain and IoT technologies required for
later sections of this thesis. The chapter starts by providing background information
on IoT, describing its architecture and essential safety and security principles in
section 2.1. Then section 2.2 looks into the IoT protocol stack, illustrating a variety
of IoT communication and network protocols. In addition, section 2.3 provides
an overview background on blockchain technology, illustrating its principal archi-
tecture and its unique characteristics. Then, the different blockchain architecture
layers are presented and discussed in more detail in sections 2.3.1 to 2.3.5. Finally,

in section 2.3.2, we present blockchain types and their characteristics.

2.1 IoT layered structure

The architecture of the IoT is a framework that outlines the physical components,
the network’s functional organization and configuration, operational procedures,

and data formats to be used (Raj and Shetty, 2021). Although there is no globally
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Figure 2.1: IoT layered structure

acknowledged IoT design, the most basic and frequently accepted model is a
three-layer architecture, combining Perception, Network, and Application. This
architecture, nevertheless, does not include new technologies like fog and cloud fog
computing because it was created during the early stages of the IoT research. As a
result, the infrastructure must be able to support the architecture of the IoT. The
ITU-T (Darwish, 2015) proposes four levels that are critical to the overall feasibility

of an IoT implementation as shown in Figure 2.1, which will be discussed below.

2.1.1 Application layer

All applications that leverage IoT technology or in which IoT has been deployed
are defined by the application layer. Smart homes, smart cities, , animal tracking,

and other IoT applications are possible. It is responsible for providing services to
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the applications (Jabraeil Jamali et al., 2020). Because services are dependent on
information collected by sensors, services may vary for each application. There
are numerous challenges in the application layer, with security being the most
important. The most common application layer security threats and issues are cross
site scripting, malicious code attack, the ability of dealing with Mass Data (Gupta

and Quamara, 2020a).

2.1.2 Application support layer

A new layer is proposed as a result of the limitation of the three-layer design in
representing the newly introduced technologies. The addition of a fourth layer is
motivated by security concerns, as information transferred directly to the network
layer in a three-layer architecture increases the risk of threats. Information from
a perception layer is delivered to a support layer in a four-layer architecture
(Darwish, 2015). The support layer is responsible for two issues. Firstly, it ensures
that information is sent by legitimate users and that it is safe from dangers. There
are numerous methods for verifying users and information. Authentication is the
most widely used mechanism. Pre-shared secrets, keys, and passwords are used to
implement it. Secondly, it is used to send data to the network layer. Wireless and
wired media can be used to send data from the support layer to the network layer.
This layer is vulnerable to a variety of assaults, including Denial of Service (DoS)
attacks, malicious insider attacks, illegal access, and so on (Gupta and Quamara,

2020a).

2.1.3 Network layer

Responsible for network connectivity-related operations such as mobility manage-
ment, authentication, authorisation, and accountability, as well as IoT transport
management data. The transmission layer is also called network layer. It serves
as a link between the perception and application layers (Jabraeil Jamali et al.,

2020). Through sensors, it carries and communicates the data collected from
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physical objects. The transmission medium can be wireless, or wire based. It is
also in charge of connecting smart items, network devices, and networks to one
another. As a result, it is extremely vulnerable to attacks. It poses serious security
vulnerabilities with the integrity and authentication of data being transmitted
across the network. The most common network layer security threats are DoS
Attack, Man-In-The-Middle (MITM) Attack, storage attack, exploit attacks (Gupta
and Quamara, 2020a).

2.1.4 The Devices layer

The elements of processors, memory, firmware, sensors, and actuators, as well as
their features, are represented by the devices and gateways. Device features include
the capacity for devices to engage directly with the communication network; they
can gather and deliver data without the use of a gateway. Support for numerous
interfaces is one of the gateway’s advantages, allowing IoT devices to communicate
through a variety of wired and wireless protocols, such as ZigBee, Bluetooth, and
Wi-Fi. However, attackers who want to use them to replace the sensor with their
own are primarily after them (Jabraeil Jamali et al., 2020). As a result, the sensors
layer is the source of most threats, such as eavesdropping, node capture, fake and

malicious node, replay attack and timing attack.

2.2 loT Protocol Stack

The Internet Engineering Task Force (IETF) has designed a possible procedure
for transmission among IoT modules employing IP because IP is adaptable and
dependable medium. The Internet Protocol for Smart Objects (IPSO) Association
has reported much research representing possible procedures and mediums for
the IP stack mediums and furthermore adding adaption layer, which is employed
for transmission among smart objects (Dunkels and Vasseur, 2010). Figure 2.2
represents the Protocol stack of IoT. New protocols have been proposed to replace

or flank the TCP/IP stack protocols due to a lack of computational resources
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Table 2.1: IoT protocol stack

Web Stack 0OSI IoT Stack
Web Applicati HTML, XML, | Applicati
€b App-ication, » AV, | Application Data, CoAP, MQTT, AMQP,
JSON, HTTP, HTTPS, DHCP, | Presentation XMPP. JSON. CBOR
DNS, TLS/SSL Session ? ’
TCP, UDP Transport TCP, UDP, DTLS
IPv6, IPv4, IPsec Network RPL, IPv6, IP routing, 6LowPAN
Ethernet, DSL, ISDN, WLAN, | 1) 2 Link IEEE 802.15.4 MAC
Wi-Fi
Physical Physical IEEE 802.15.4 PHY radio

and various devices and traffic. Instead of the TCP/IP stack’s application-level
protocols, the Constrained Application Protocol (CoAP) (Shelby et al., 2014) is
used, a lightweight version of the Hypertext Transfer Protocol (HTTP) that is
ideal for interacting with low-resource devices and sensors. At the transport level,
CoAP uses the User Datagram Protocol (UDP), which delivers fewer services but is
substantially lighter than the Transmission Control Protocol (TCP) used by HTTP.
Finally, an adaption layer is added in which IPv6 packet headers are encapsulated
and compressed using the IPv6 over Low Resources Wireless Personal Area Network
(6LoWPAN) protocol to manage them with devices minimum CPU power (Rayes
and Salam, 2019). Figure 2.2 depicts [oT Network Protocol Stack and presents
the new protocols that have been proposed to replace or flank the TCP/IP stack

protocols.

2.2.1 MAC and Physical Layer

The IEEE 802.15.4 standard is introduced to provide transmission between densely
packed and low-energy implanted mediums that require a longer battery life. It
establishes standards and measures for the IP storage’s MAC and physical media. It
is in charge of a small amount of energy transmission and low-cost and low-area
transmission. Because of the limited resources available, we want a portable struc-

ture with minimal transmit power and bandwidth. Communication uses a small
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Figure 2.2: 10T’s Security and Network Protocols Stack

amount of power, about a quarter of what is used in mobile or WiFi clusters (Rayes
and Salam, 2019). The transmission medium is therefore maximized. Because
there is a limited region, the modules must work together to enable multi-hop
routing across large areas. This resulting in the packet medium is restricted to 127
bytes and the medium of transmission is restricted to 250kbps. The programming
function in IEEE 802.15.4 has a built-in discharge, which possesses strong transmis-
sion, authorize us to identify losses and validate the recommunication of missing

packets (Rayes and Salam, 2019).

2.2.2 Adaption Layer

Because of its adaptability and stability, IPv6 is regarded as the superior method for
transmission in the IoT platform. Initially, mass IP standards like IEE 802.15.4 were
not expected to be suitable for transmission in low-energy wireless frameworks.
The 6LoWPAN is an excellent established medium for wireless transmission since
it is a composition for IPv6 across low-energy wireless unique range clusters. It

allows IPv6 transmission over the IEEE 802.15.4 1 transport and link channel. It
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may communicate with the system’s various IP components. It was chosen because
of the most extensive label range achievable in IPv6, and it is connected to the
internet through a router. IPv4 is currently the most widely used Internet protocol;
it also maintains standard maintenance for changes between IPv4 and IPv6. The
headers in IPv6 are insufficient to fit within the 802.15.4 protocol’s tiny 127-byte
MTU. To reduce transmission overhead, the adaptive layer performs the following

optimizations individually (Rayes and Salam, 2019).

2.2.3 Network Layer

For overthrow the obtained information from transport medium, the network
layer plays an important role. The routing protocol (RPL) for Low Power and
Lossy Networks has been developed by the IETF Routing Over Low Power and
Lossy Networks (ROLL) functional organisation (Winter et al., 2011). RPL is an
attainable gateway standard for these systems, installed on the different nodes. It
specifies how to create a DODAG (Destination Oriented Directed Acyclic Graph)
with the edges following the interchange distance vectors. A set of constraints
and targeted action is used to construct the representation with the superior route.
According to their specifications, the targeted function and constraints may differ.
For example, restrictions could be used to avoid battery power mediums or to
progress encrypt media. The target function aims to lower the latency or the
anticipated number of packets that desire to post. Junctions are divided into
storing and non-storing junctions based on their ability to stack gateway data to
meet their memory requirement. When junctions are on non-storage mediums,
and a descending route is created, the gateway data is attached to the next context
and sent across the source as well. The source encounters the packet throughout
and provides an information message to the target, leap by leap, with the routing

packet (Winter et al., 2011).

20



CHAPTER 2. BACKGROUND

2.2.4 Transport Layer

The transport layer’s principal protocols are TCP and UDP. TCP, on the other hand,
is not a better method for transmission in a low-energy environment because it has
a large overhead because it is a link-based protocol. As a result, UDP is preferred
because it is an unconnected standard with a short latency (Rayes and Salam,

2019).

2.2.5 Application layer

This platform oversees the configuration and presentation of information. The
internet is generally established using HTTP in this media. On the other hand,
HTTP is not fit in a constrained measure habitat because of its extremely expanding
temperament, and this experience is in desperate need of a thorough examination.
Many protocols such as MQTT (Message Queue Telemetry Transport) (Standard,
2014) and CoAP (Constrained Application Protocol) (Shelby et al., 2014) are being

implemented.

2.2.5.1 Message Queue Telemetry Transport (MQTT)

It’s a lightweight standard ideal for IoT applications. MQTT is a message-passing
protocol that works over TCP. IBM was the first to introduce it as a client/server
standard. The clients communicate with one other, while the server acts as a
bridge/broker for users who connect to TCP. A topic could be subscribed to or
published by users. This transmission connects the broker, whose job is to consider
presentations while also validating the user’s privacy. It cannot be used with all IoT
implementation methods since it works with TCP. Furthermore, it uses context for

research names, maximizing its overdue (Standard, 2014).

2.2.5.2 Constrained Application Protocol

It’s a different concept from HTTP. It is frequently used in a variety of IoT setups.

It incorporates expansion for confined implementation habitat, unlike HTTP. It
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Table 2.2: IoT protocols stack and security protocols

IoT Layer IoT Protocols Security Protocol
Application CoAP, HTTP User-defined
Transport UDP, TCP TLS, DTLS
Network IP [Psec

Routing RPL RPL security
6LowPAN 6LowPAN N/A

Data Link IEEE 802.15.4 802.15.4 seecurity

uses the efficient XML Interchange information, which is a binary data format that
saves a lot of space compared to plain text HTML/XML. Some of the different
properties are resource identification, multicast message support, header compres-
sion, congestion control, auto-configuration, and asynchronous message exchange.
Acknowledgement, reset, non-confirmable, and confirmable are the four message
types in CoAP. Sustainable packets are used in UDP for successful communication.
The acknowledgement may be returned to the sender. It also uses DTLS for security

reasons (Datagram Transport Layer Security) (Shelby et al., 2014).

2.3 Blockchain technology

Blockchain is a decentralised, cryptographically secure, immutable, transparent,
and traceable system that can only be restructured by most of the blockchain net-
work’s existing peers (Nakamoto, 2008). It is a peer-to-peer network that manage
a distributed ledger of immutable records. Through consensus procedures, all
nodes in the network maintain the blockchain’s integrity and correctness. The
blockchain’s security is enhanced by placing trust in a network of nodes. Users
connect to the blockchain and initiate a transaction using their private key as a
signature. This transaction is delivered to a transaction pool, which will remain
until a miner fetches it into a block. After aggregating transactions from the pool
and determining the block’s valid hash, the miner creates a new block. When

a miner successfully generates a new block, it is broadcast to the P2P network’s
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Figure 2.3: Blockchain Layers

nodes. The block is verified by all nodes in the network using a consensus process,
and if successful, it is updated to their copy of the chain, and the transaction is com-
plete. From the standpoint of an architecture, blockchain, linked-list information
structure that establishes a linking through using the preceding block’s hash. In the
blockchain, every block consists of their hash, a set of transactions and the prior
block’s hash; the blockchain’s connection to the previous hash makes it immutable
(Nakamoto, 2008). This section will explain and illustrate blockchain technology

and discuss various blockchain kinds and implementations.

2.3.1 Layered blockchain architecture

This section explains the layered architecture of blockchain technology, which
consists of five layers. Although, there are many other representations possible that
are presented in numerous other studies (Newell et al., 2021). However, the one
we present provides a basic overview. We will delve more into the layered structure

of blockchain illustrated in Figure 2.3 below.
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2.3.1.1 The application layer

The application layer is in control of creating blockchain solutions that may be used
in various applications and sectors. Smart contracts, chaincode, and decentralised
applications (dApps) make up the application layer. The layer is divided into the
following sub-layers: the application and the execution layers. Scripts, APIs, and
the user interface are part of the application layer. These tools allow the application
layer to communicate with the Blockchain network. Smart contracts, chain code,
and underlying rules are part of the execution layer. The execution layer receives
instructions from the application layer and executes them. For instance, directives
are sent to Hyperledger Fabric chain code and Ethereum Virtual Machine smart

contracts. The application layer’s components are listed below.

* Smart contract Smart contracts which were introduced by Sbazo (Szabo,
1996), refer to as computerized transaction procedures which imple-
ment contract conditions on a blockchain. The main objective of smart
contracts is to satisfy common contractual constraints, lessen uninten-
tional and malicious exceptions, and eradicate the necessity for trusted
intermediaries. A variety of blockchains now supports the smart con-
tract. Ethereum initially introduced the smart contracts as a publicly
accessible platform in 2014 (Buterin et al., 2014). A smart contract
is a code that contains an enterprise’s logic and is recognized by an
exclusive address on the Ethereum Virtual Machine (EVM). When a
transaction is performed against such functions, a smart contract has
executed functions. A transaction can result in a change of state in the
smart contract, depending on the smart contract’s logic. Developers can
design smart contracts in a high-level language like Solidity, compile the
code into bytecode and deploy the bytecodes to the blockchain using a
particular compiler like Remix. The bytecode is smaller and runs faster
on EVM because it is compiled. The smart contract is given a unique

address once it has been launched. Any user on the blockchain can
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utilize that smart contract to make a transaction. The code that runs
on EVM is entirely isolated and has no interface with the network or
disk. However, there are some codes that connect smart contracts to
the world, such as inter-blockchain, logic execution, and so on (Buterin
et al., 2014). Oracles and dApps are the terms for this. There is no VM
like EVM in Hyperledger Fabric (Ethereum). Smart contracts operate on
a peer node controlled by a company and are primarily written in typical
languages like Node.js, JavaScript, and Go. Chaincode (Freeman, 1961)
is deployed on network nodes, and smart contracts are mainly written in
standard languages like Java, Node.js, and Go. Each blockchain instance
has access to a secure Docker container that runs chaincode. The peer
nodes orchestrate the chaincodes, which operate as proxies, giving client
applications via REST APIs or SDK. In the chapter 3, we will review
numerous authentication and access management strategies that made

use of a smart contract.

* Chaincode (Hyperledger Fabric) It is in this environment where business
items’ life cycles are controlled by smart contracts. Before the chaincode
can be installed to the network of the blockchain, quite a few of related
smart contracts gave to be packed together in the chaincode. For the
channels to be initiated, the chaincodes have to be presented. An
endorsement policy for a chaincode can be defined by the administrator
for a specific channel. Through this, it guarantees that the chaincodes
that are packed in all the smart contracts are available for that given
channel. Depending on the endorsement policies of the configured
channels, the chaincode might follow the endorsement policy which
it was designed for the different channels. Depending on whether the
smart contracts are on the same channel or a different one, they are able
to interact with other smart contracts. In the Hyperledger Fabric, the

chaincode oversees the packaging and deployment of the smart contracts
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(Androulaki et al., 2018). Additionally, the ledger’s data’s schema,
it’s initiation, performance of ledger updates based on consensus, as
well as responding to the enquiries of the ledger’s data are all defined
by the chaincode. Events are also emitted by the chaincode, which
permits other applicants to subscribe to the events of the chaincode and
undertake subsequent processes of downstream. In the Hyperledger
fabric, unlike the EMV, standard languages like Go, Node.js and Java are
written in the chaincode and deployed on peer nodes held by various
organisations. The chaincode operates on a secure Docker container.
Through SDK or REST APIs, client applications can access the chaincode.
The administrator decides on the endorsement policy running on a

channel, once the chaincodes are initiated for the channel.

* Oracles Only when a defined logic is met can it trigger a contract state
change; otherwise, a smart contract usually operates on values. For
smart contracts, the agent whose responsibility is to securely provide
these values is called an Oracle. From third-party services, data feeds,
which are like Oracles, supply values to the smart contracts (Al-Breiki

et al., 2020).

* dApp This refers to a distributed application operating on top of distributed
technologies such as blockchain, including Bitcoin, Hyperledger and
Ethereum. However, it is a decentralized app which can communicate
with the chain code or blockchain through smart contracts. Since it
is decentralised, it is not controlled by a single entity like other apps,
once it’s deployed on the network of the chaincode. dApps are easy-to-
use applications that allow business users to transact on a blockchain
network. You can link to blockchains with smart contracts, but you can
only connect to a smart contract or chaincode with dApps (Leiponen

et al., 2022).
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2.3.1.2 The data layer

Where transactions are ordered, the blockchain data structure can be expressed as
a linked list of blocks. A linked list and pointers are two major components of the
data structure of the blockchain. The variables that refer to the location of the other
variables are the pointers. The linked list meanwhile, consists of a list of chained
blocks, whereby each block has the pointers and data of the predecessor blocks.
The blockchain, being a massively distributed ledger, is decentralized, whereby
transactions are placed and arranged in a peer-to-peer network (Newell et al.,
2021). The state of all the accounts is kept in such a manner. A private or public
network consists of many nodes; thus, data cannot be altered, without a common
consensus. Transactions, Blocks, Digital Signature, Hash function, Merkle tree,
and other elements make up this layer. Significant components of this layer are

discussed below:

* Transactions These refer to data structures that are kept in block forms,
which form a chain to be a Blockchain since transactions are often
connected to one another. Once a transaction is obtained by a miner,
they save it from incorporating it in the following block to be mined.
The transaction becomes public and immutable once this block is added
to the chain. A public key system is used to sign transactions. The
transaction’s owner must sign transactions using the private key to
establish ownership. It is critical to note the user’s public key who
will obtain the value to encrypt the transaction so that it can only be
deciphered by the private key holder that matches the target public
key. In this approach, the system can be open to the public while only
the transaction owner can access it. Once a transaction message is
received by miners, it is stored in a database of unmined transactions.
Transactions are placed in a priority queue depending on arrival time
and charge taxes until they are removed from the block to be included

in the next one. Every miner has its transaction queue and can choose
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which transactions to include in the new block. It will construct a Merkle
tree and include the value of its root in the header after picking which
transactions to include. Now it’s missing the value of the nonce that will
be included in the new block; this is the time-consuming phase of the
process, demanding a lot of processing power from the miners and, as a
result, a lot of energy. After each failure, the nonce is increased until a
valid hash is discovered. The majority of transactions include a digital
currency amount termed a transaction cost (Beck et al., 2016). This is
referred to as a fee, and it will be paid to the person who mined the
block that records transactions. This fee, or the transaction cost, will be
paid to the miner as an incentive to make the blockchain system secure
and consistent. The blockchain account or wallet calculates this charge

or transaction cost autonomously.

* Merkle tree As discussed in the preceding section, transaction records are
arranged in a Merkle tree. A Merkle tree is a binary tree structure that
allows and summarizes big data set to be examined fast and firmly. If
the transactions are not packaged into Merkle trees, each network node
will have to retain a complete copy of every transaction made on the
Blockchain (Sheth and Dattani, 2019). Figure 2.4 below illustrated the

Merkle tree architecture.

A Merkle tree sums up all transactions within a Block by providing a
digital fingerprint of the entire collection of transactions, allowing a user
to determine whether or not a transaction is included in the Block. The
Merkle tree root is likewise altered when a single transaction is. The
Merkle tree root formed while constructing the Block is one of the fields
in the Block’s header. Merkle trees are created by continuously hashing
node pairs until only one hash remains, known as the root hash or Merkle
tree root. Each non-leaf node has a hash of its previous hashes, and each

leaf node has a hash of its prior hashes. A Merkle tree provides security,
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integrity, and irrefutability for blockchain technology. The blockchain
system is built on Merkle trees, cryptography, and consensus algorithms
(Sheth and Dattani, 2019). The Ethereum blockchain, for instance,
stores data in a Patricia tree database. Patricia tree is a Merkle tree that
functions similarly to a key-value store. Patricia trees, like Merkle trees,
have a root hash. This root hash can refer to the entire tree. As a result,
you can not change the tree’s content without altering the root hash.
Each Block comprises a list of transactions that have occurred since the
previous Block, and the Patricia tree’s root hash represents the new state
after those transactions have been applied (state tree). Because it is
the first Block in the chain, the genesis block (the first Block) does not

contain the pointer (Buterin et al., 2014).

* Data block The public record of all transactions carried out in a blockchain

system is the blockchain. After a block is formed, it is added to the
blockchain as a permanent database from which new blocks can be
constructed. Blockchain systems are made up of a chain of blocks that

are sorted and timestamped, with each block containing the previous
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block’s hash as shown in Figure 2.5. The hashes are created through the
SHA 256 hashing technique, and the headers of every block refer to its
parent hash and link them back to the genesis block, which is the first
block in the blockchain (Buterin et al., 2014). As a result, all validated
Blocks in the chain can be traced back using cryptographic hash codes;

no change or alteration of Block data is possible.

* Block’s Structure The header and transactions are the two most important
sections of a block. The data recorded in the block is known as transac-
tions. The header, in turn, comprises various fields, the most essential
of which are the hash of the preceding block, nonce, difficulty, and
Merkle tree root for its operation. Apart from that, two metadata must
be understood: header hash and block height used to categorize the
block and its location in the chain (Buterin et al., 2014). These fields
will be described in detail below. In general, the Block header contains

the following information:

Height: In the chain, the blocks are added in chronological sequence, and
each new block is assigned an order number. The height is the difference
between the last block’s number and the first block’s number. This field
is not always utilized to identify a block because there could be two or
more blocks with the same height at any given time. A fork in the chain

occurs in this situation.

Header hash: It’s the block’s primary identifier. The block header is used
as input for a cryptographic digest process. It is not part of the data
structure of the block and is not sent over the network. Upon receiving
a new block, each full node computes it. They then store it as part of the
block metadata in a separate database. Unlike the height, the header

hash can identify a block.
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Figure 2.5: Transactions’ Chain (Nakamoto, 2008)

Hash of the previous block: This field is in the header to allow the block to
connect to the one before it. Block 2 has the hash of block 1 in its header,
as seen in Figure 4. The metadata of the block is stored in the full nodes.
As a result, all nodes have the hash of block 1. When a complete node
receives block 2, it checks this field and determines that block 2 is the

child of 1.

Nonce: This is an integer used as a variable to change the output of the
header hash. It is used in conjunction with the difficulty field to demon-
strate that a miner has completed a task. If the difficulty requires that the
header hash begins with a series of three zeros, the miner will iterate the
nonce until it matches that condition. The full nodes will only calculate
the header hash once they get a new block to determine if the nonce is

legitimate.

* Hash function A hash is a mathematical function that turns an arbitrary-
length input into a fixed-length encrypted output. As a result, its unique
hash will always be the same size, regardless of the original quantity
of data or file size involved. A cryptographic hash algorithm (such as
the SHA 256 algorithm) can provide a data hash value with a specified

length. These hashes aid in the easy identification of blocks and the
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detection of any changes made to the blocks. Blockchain is simply a
chain of hashes because each block has a previous block’s hash. In a
blockchain system, hashes are employed in various places. First, each
block includes a hash of the previous block’s block header, ensuring that
nothing has been tampered with when new blocks are added (Nakamoto,
2008). As a result, the security of hash functions is critical to blockchain
security. If the hash function is compromised, the entire system’s security

is compromised.

* Digital Signature Transactions are digitally signed to protect the security
and integrity of the data recorded on the Blockchain. It uses asymmetric
cryptography to secure information about the block, transactions, and
transacting parties, among other things. A private key is used to sign
transactions, and anyone with the public key may verify the signer.
The digital signature is tamper-proof. Because the encrypted data is
also signed, digital signatures ensure data integrity. As a result, any
manipulation will render the signature invalid. The data cannot be
identified because it is already encrypted. It cannot be tampered with
even if it is detected. A digital signature also protects the sender’s
(owner’s) identity. Owners (users) are linked to private keys: As a
result, signatures are legally connected to the owner and cannot be
revoked. The electronic signature associated with the original material
is verified by the receiver’s signature algorithm in two steps: 1) creating
the message’s hash or digest 2) using the sender’s public key to decrypt
the attached digital signature (Cachin et al., 2016a). The data has not
been modified if both digests are identical. Otherwise, the message or
signature has been tampered with, or the digest has not been encrypted

using the associated public key’s private key.
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Figure 2.6: Blockchain consensus mechanisms

2.3.1.3 The consensus layer

The consensus protocol is essential for blockchain platforms to exist. A con-
sensus algorithm is a means of obtaining an agreement between several
insecure nodes on a particular data block in the Blockchain setting (Cachin et
al., 2016a). This layer is responsible for enforcing network rules that specify
what nodes should do to establish consensus on broadcasted transactions. It
also has to do with block generation and verification. Different varieties of
Blockchain have other consensus processes (Ferdous et al., 2020). Consensus,
for example, is known as probabilistic consensus when it is obeyed by a per-
missionless blockchain network like Ethereum, Bitcoin, and so on. Although
there is a chance that different participants have different perspectives of the

blocks, such a consensus ensures the ledger’s consistency.

As a result, they are still vulnerable to ledger forks [36]. The longest chain is
consistently chosen as the one to which the new block is always appended. De-

terministic algorithms are used in permissioned blockchains like Hyperledger
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Fabric. Ordering nodes are specialized nodes in blockchain networks, and
blocks validated by these ordering nodes are regarded as final and authentic.
As a result, there is no chance of a fork (Pahlajani et al., 2019). Figure 2.6
presents various consensus mechanisms, such as Proof of Work (PoW), Proof
of Stake (PoS), Byzantine Fault Tolerance (BFT), Proof of Authority (PoA),

and Proof of Elapsed Time (PoE) (PoET).

2.3.1.4 The Network layer

The network layer also referred to as the P2P layer, is in charge of inter-node
communication. It handles block propagation, transactions, and discovery.
Propagation layer is another name for this layer. The P2P network ensures
that all nodes can discover and connect to one another, allowing blocks to be
propagated throughout the network and the blockchain’s valid, current state
to be synchronized. A peer-to-peer (P2P) network is a computer network
in which computers (nodes) are distributed and share the workload of the

network to achieve a common purpose (Nakamoto, 2008).

* Nodes Nodes are an integral part of the blockchain system which represent
clients or computers that connected to the blockchain network. Nodes
have been used to achieve various tasks such as mining, routing and
serving as a wallet by storing a copy of the blockchain data. Also,
nodes are responsible of discovering the directly connected peers to the
blockchain network. Moreover, nodes are also responsible of stablishing
and maintaining connection with their discovered peers. All nodes
involved in the verification process and propagation of transactions
(Nakamoto, 2008). In addition, nodes work as distributed ledger by
saving a copy of the blockchain which contain information about all
the transactions that have been maintained in the blockchain system,
thereby replaces the uses of centralised server to store the transactions

details with decentralised and distributed ledger. Finally, nodes can
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also work as miners and can be awarded cryptocurrencies for verifying
and validating the transactions that have been made by all users in
the blockchain system. Full nodes and light nodes are the two types
of nodes. Full nodes are responsible for transaction verification and
validation, mining, and enforcing consensus rules. They are in charge
of maintaining network trust. Light nodes merely keep the blockchain’s

header (keys) and can send transactions (Gao et al., 2019).

* DAG A directed acyclic graph (DAG) is a graph that is directed and has no
cycles linking the other edges in computer science and mathematics.
They are made up of edges and vertices (the spheres and the lines con-
necting them). They are guided since they all go in the same direction.
They are acyclic because the vertices do not loop back on themselves,
which means you can not go back to the same spot if you start at one
point and follow the graph (Ben¢i¢ and Zarko, 2018). This approach
led to the creation of a new type of database structure that connects
disparate types of data. Vertices and edges make up directed acyclic
graphs. Unlike a blockchain, transactions are recorded as vertices that
are stacked on top of each other. Transactions are added to the DAG by
nodes, which function similarly to nodes on a blockchain. A node must
finish a Proof-of-Work task before submitting a transaction. Every new
transaction in a DAG, like blocks on a blockchain, must reference prior
transactions in order to be accepted onto the network. A transaction is
confirmed when it is referenced by another transaction. That transaction
must be referenced by another transaction in order to be confirmed, and
so on. The tip on which a new transaction will be built is determined
by an algorithm. Tips with more confirmations have a higher chance of
being chosen. DAGs are said to have a variety of advantages. Transaction
speeds, for example, are rapid because processing is not constrained by

block formation. Because there are no miners, there are no transaction
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fees. There are, however, some substantial disadvantages. The fact that,
unlike blockchains, they are not entirely decentralized is maybe the most

crucial (Ben¢i¢ and Zarko, 2018).

* Sharding Sharding is a distributed database-inspired approach that has
become one of the most often used blockchain consensus scaling options.
Sharding divides the state of the whole blockchain network into separate
databases known as "shards", making it easier to administer than having
all nodes maintain the entire network. The network processes these
network shards in parallel, allowing for sequential work on multiple
transactions at the same time (Chow et al., 2018). Furthermore, instead
of retaining a full copy of the blockchain, each network node is assigned
to a specific shard. Individual shards offer proofs to the mainchain
and communicate with one another using cross-shard communication
protocols to share addresses, balances, and general statuses (Dang et al.,
2019). Along with Zilliga (Team and Barrett, 2018), Tezos (Goodman,
2014), and Qtum (Dai et al., 2017), Ethereum 2.0 (Buterin et al., 2020)
is one high-profile blockchain system that is researching the use of

shards.

2.3.1.5 The infrastructure layer

In this section we discuss the Blockchain infrastructure layer for two enter-

prise BCs: Ethereum and Hyper-ledger Fabric.

* Ethereum By running client software such as Geth, Parity, or Pantheon on
a user’s PC, they can participate in the Ethereum Blockchain. There
are two types of nodes in Ethereum: light nodes and full nodes. The
light node executes the client software and keeps track of the Ethereum
state. Additionally, the light node verifies transaction execution, whereas
full nodes download the entire ledger to their local storage, participate

in full consensus enforcement, validate signatures, transactions, and
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Block formats, and check for double-spending. The Ethereum Virtual
Machine (EVM), which is similar to Java Virtual Machines (JVMs) that
run byte code, is operated by the Ethereum nodes. EVM, which operate
as sandboxes, provides a smart contract execution environment. EVM is
a Turing complete software, a stake-based virtual machine that manages
smart contract internal state and processing. Virtualization is included in
this layer (creation of virtual resources such as storage, network, servers
etc.) (Buterin et al., 2014). Nodes are the most important part of this
layer. A node is a device that connects to a blockchain network and is
referred to as such. These nodes are decentralized and dispersed over a

blockchain network.

* Hyperledger There are three types of nodes in the Hyperledger Fabric: 1)
endorsers, 2) orderers, and 3) peer nodes. As mentioned in section
2.4.1.1, peer nodes host ledgers and chain code, commonly known as
smart contracts. Fabric Software Development Kit (SDK) APIs allow
users’ applications and administrators to always communicate with peer
nodes in order to access the chain code or distributed ledger. The
Hyperledger Fabric manages a number of channels, each of which refers
to a separate private sub-network with a number of peers (member).
Each channel has its own ledger, which is kept by each peer on the
network. Channels allow a limited number of applications and peers to
communicate with Hyperledger. In the Hyperledger Fabric, transactions
are processed in three stages (Androulaki et al., 2018). Because peer
nodes are in charge of hosting the ledger and chaincode, applications
and administrators must communicate with them. In Hyperledger Fabric,
a node can host many ledgers. A peer node can sometimes only host
a ledger and not the chaincode (it is rare, but possible). To update
or access the node’s ledger, most nodes have at least one chaincode

installed. Multiple chaincode and ledgers can be hosted on a single node,

37



CHAPTER 2. BACKGROUND

all of which are driven by channels. Applications and administrators
(through admin applications) will always connect with peers via Fabric
software development kit (SDK) APIs to access the chaincode or ledger.
These APIs enable apps to carry out transactions on the blockchain
network and get events relating to the process’s confirmation. The query
and update transactions are the two types of transactions. Consensus
is not required for query transactions because the peer will return the
result instantly from its local copy of the ledger. For update transactions,
however, no one peer may update the ledger because other peers must
agree before the ledger can be updated. Consensus is the process of
achieving an agreement to update the ledger. Because a channel is a
partition (a communication pathway) between a given application and
a peer, it can communicate with that set of apps and peers (Androulaki
et al., 2018). Hyperledger Fabric is a private-permissioned (consortium)
and private-permissionless blockchain platform for businesses. There is
no VM like EVM in Hyperledger Fabric (Ethereum). Smart contracts run
on a peer node controlled by an organization and are mostly written in
standard languages like Java, Node.js, and Go. Chaincode is deployed
on network nodes, and smart contracts are mostly written in standard
languages like Java, Node.js, and Go. Each blockchain instance has
access to a secure Docker container that runs Chaincode. The peer nodes
orchestrate the chaincodes, which operate as proxies, giving access to

client applications via REST APIs or SDK (Cachin et al., 2016b).

2.3.2 Blockchain types

Depending on whether the membership is permissioned or not, blockchains

can be classed as public, private, or consortium (Guegan, 2017). Any user

can become a member of a public blockchain. There are no limitations

on membership, and they are just pseudo-anonymous. Public blockchains
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such as Bitcoin and Ethereum are suitable examples. On the other hand,
private blockchains are those that are owned and managed by a company
or organisation. In this type of blockchain, users who wish to join the
network are required to obtain permission beforehand. The underlying
mining model is a fundamental difference between these two categories that
can be examined. Permissionless blockchains adopt the PoW model, in which
the power of hashing is donated to establish trust. To reach a consensus,
permissioned Blockchains do not require computational energy-based mining.
Because all players are known, they use consensus algorithms like Practical
Byzantine Fault Tolerance (PBFT) to obtain consensus without utilizing PoW
mining, resulting in a block processing time that is substantially faster than
blockchain’s time permissionless and can be termed real-time. Compared to
public blockchains, private and consortium blockchains process transactions
faster. Hyper Ledger and Corda are two examples of permissioned blockchains.
Besides, a group of organizations or a private community owns and operates

consortium blockchains (Guegan, 2017).

2.4 Conclusion

Both Blockchain and IoT are emerging technologies that have recently at-
tracted a great deal of attention from academic and business communities.
Therefore, a thorough grasp of IoT and blockchain technology and their un-
derlying components are required to demonstrate their viability for meeting
the IoT’s underlying security requirements. This chapter provides an over-
view of IoT and blockchain technology in order to accomplish this objective.
The chapter provides a comprehensive overview of the Internet of Things,
detailing its architecture and fundamental safety and security principles. In
addition, the chapter examines IoT networks and protocol stacks to illustrate

the diversity of IoT networks and communication protocols. In addition, an
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overview of blockchain and distributed ledger technologies, including their
architecture, primary characteristics, and technical working principles, is
provided. The chapter also discussed the various blockchain types, includ-
ing permissioned, permission-less, and consortium. Therefore, this chapter
provides the necessary baseline knowledge of blockchain and IoT technologies

for further chapters of this thesis.
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Literature review

3.1 Introduction

This chapter presents a literature review on blockchain and the decentralised
authentication and access control in IoT providing a coherent and comprehensive
picture of the current state-of-the-art efforts in this direction. The goal is to
provide an evaluation methodology for acquiring a better knowledge of blockchain
and distributed ledger technologies and their applicability for providing secure

authentication and access management in [oT.

3.2 Access Control in IoT

Authentication and access control are critical in the IoT to ensure that users and
devices can be trusted to be who they claim to be. Access control allows controlling
access to data and resources within the IoT systems. Thus, access control can
regulate which resources may be accessed and how they will be used and in which
context, hence reducing the risk of unauthorised access. It ensures confidentiality
in such a way as to ensure that information is only accessible to those authorised
as well as the integrity of the data. Despite the fact that authentication and
authorisation issues have been widely discussed in the literature, they are still at an
early stage for IoT (Gupta et al., 2022a). Most of recent proposals have addressed

the problem of access control using centralised approaches where a central entity
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is responsible for managing the authorisation mechanisms, allowing or denying
requests from external entities. However, traditional centralised access control
models do not meet the requirements imposed by IoT scenarios, introducing lack of
flexibility, scalability and usability in environments with billions of devices. Various
access control mechanisms exist (Alnefaie et al., 2021). The following are the most

well-known methods:

3.2.1 Access control List (ACL)

System resources are assigned permissions by use of the access-control list. An ACL
describes which users or system processes are authorised access to objects, as well
as what operations are permitted on such objects. Access control mechanisms are
applied in the cloud in ACL, which allows for easier administration and tracking of
actions, but is limited by a centralised infrastructure (Xiong et al., 2020) (YOSHII
et al., 2020). As the number of IoT devices grows, the complexity of access
regulations results in chaotic duty issues. ACL lacks granularity and scalability, and
its centraliced architecture makes it vulnerable to a single point of failure (Qiu

et al., 2020).

3.2.2 Discretionary access control (DAC)

This type of security access control known as discretionary access control, or DAC,
gives or restricts object access based on an access policy that is set by an object’s
owner group or subjects (Al-Shaboti et al., 2018). This technique takes into account
object administration based on the owner. In other words, the object’s owner will
set the access restrictions and policies. Access Control Lists (ACLs) or access control

matrixes can be used to implement DAC (Langmead, 2022).

3.2.3 Mandatory access control (MAC)

This type of access control limits the ability of system users to get access to or

conduct any operations on a particular object or target by implementing mandatory
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access control (MAC) (Heydari et al., 2019). The categorization of objects and
subjects is the foundation of this concept. It signifies that only subjects with a
higher level than the item has access to it. The access decision will be decided by a
central authority rather than the owner in this technique. MAC can be effective in
circumstances where strong access control restrictions are required (Aftab et al.,

2022).

3.2.4 Role-based access control (RBAC)

This method controls subject access based on their role in the system and the rules
that define what kinds of access are permitted for subjects in specific roles (Bisma
et al., 2020) (Jaikla et al., 2019). Because of the nature of this access control
architecture, a small number of roles can represent a large number of users, making
it easy to audit which users have which permissions and what permissions have

been granted to each user (Gupta et al., 2022b).

3.2.5 Attribute-based access control (ABAC)

This approach is a logical access control model that restricts access to things by
comparing the attributes of the subject, object, actions, and environment relevant
to a request or a combination of these attributes to some established control rule
or policy. ABAC is useful for access control with finer granularity (Vijayalakshmi
and Jayalakshmi, 2022). Subject characteristics are associated with identifiers that
specify the subject requesting access to an information asset, such as user roles,
user IDs, group memberships, management level, and certifications, in the ABAC
approach (Ameer et al., 2022). Object attributes distinguish the resources that
the subject wishes to access, such as files, folders, and applications. The action
attributes define the subject’s action on the object. These actions include but are not
limited to reading, writing, executing, and viewing. Environment attributes provide
the circumstances in which access is requested, such as the time and location from

which access is requested, the type of communication channel used, and so on.

43



CHAPTER 3. LITERATURE REVIEW

However, in a widely distributed network environment, these solutions do not fully
match the needs of access control mechanisms and inter-device communication.
Traditional access control models have flaws that make them inappropriate for
usage in an IoT environment, necessitating the implementation of Capability-Based
Access Control (CapAC) systems. The ABAC paradigm directly associates attributes
with subjects to address the role explosion problem in RBAC. The user attribute
certificate is used to give access rights. The ABAC model becomes more complex as
the number of 10T devices grows and policy administration becomes a significant

concern (Vijayalakshmi and Jayalakshmi, 2022).

3.2.6 The Capability Access Control (CapAC) model

For large-scale IoT-based systems, a capability model is implemented. The capability
list is associated with each subject in this model, and it determines the subject’s
access privileges to the target objects (Xu et al., 2018). Despite its widespread
success, CapAC poses several issues regarding the propagation and revocation of

access permissions (Sivaselvan et al., 2020).

3.3 Access Control Challenges in IoT

Current access control methods are centralised, requiring a centralised trust for
them to work successfully. And different service providers maintain and manage
the authentication data. The following are the key issues of implementing existing

access control systems in the IoT environment:

3.3.1 Centralisation

One of the concerns is that centralised security solutions, such as Public Key
Infrastructure (PKI), may cause scalability issues due to the hundreds of nodes
connected. Furthermore, using a central authority comes with threats such as

single-point failure (Dramé-Maigné et al., 2021).
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Table 3.1: Access control methods for IoT
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3.3.2 Third-party

Relying on a third party to offer data backups is a common solution. Using a
third party to gather and analyse such data increases the risk of being exposed

(Al-Turjman et al., 2022).

3.3.3 Privacy

The difficulty with relying on third parties to manage trust is that the cloud

server will gain personal information, resulting in major data leakage concerns.
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Furthermore, individuals have little to no control over the personal data collected

from them (Al-Turjman et al., 2022).

3.3.4 Resource limitation

It has been demonstrated that these devices will always be resource constrained
devices with low resources, preventing them from implementing advanced security
solutions. When encryption is used for authentication, for example, some complic-
ated encryption algorithms might cause issues such as low computing performance,

increased hardware power consumption, and so on (Thakor et al., 2021).

3.3.5 Heterogeneity

IoT infrastructure is distributed and consists of several heterogeneous, networked
devices that use various underlying technologies and come from various disciplines.
These systems have separate underlying authentication and authorisation proced-
ures for each domain, making heterogeneity a major impediment to establishing a

scalable, robust, and secure IoT environment (Al-Turjman et al., 2022).

3.3.6 Scalability

The number of linked devices is rapidly expanding, which increases their man-
agement effort. A decentralised and distributed access control mechanism must
enable scalability to accommodate the ever-growing number of homogenous and

heterogeneous IoT devices (Gupta and Quamara, 2020b).

3.4 Authentication in IoT

IoT authentication is a methodology for establishing trust in IoT technologies and
systems’ identities to safeguard data and manage access as it travels over an insec-
ure network. Authentication is used in the IoT to identify users, devices, and applic-

ations, as well as to restrict access to only authorised users and non-manipulated
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devices or services (Liyanage et al., 2020a). Additionally, authentication helps
prevent attackers from posing as IoT devices to gain access to data on servers, such
as recorded sensor reading, medical health data, and other potentially sensitive
data. There are numerous approaches for achieving robust authentication in IoT.
However, when it comes to deploying authentication and access control mechan-
isms in an IoT environment, many aspects need to be considered. The common
needs for all IoT applications are high flexibility, scalability, collaboration with
multiple stakeholders, and the necessity for lightweight security procedures (Mehta

and Patel, 2020). The following are four primary authentication methods.

3.4.1 Knowledge-based authentication

This is an authentication method that attempts to prove the identity of someone
using IoT apps. As the name implies, these elements are based on the user’s
knowledge, such as their ID and password. It needs the individual to know private
information in order to establish that the person supplying this information is the
identity owner. There are two different kinds of knowledge-based authentication,
namely static and dynamic. Static knowledge-based authentication is based on a set
of agreed-upon held secrets. In contrast, dynamic knowledge-based authentication
is based on questions made up of an extensive pool of personal information (Kim

and Park, 2019).

3.4.2 Possession-based authentication

This element is based on the user’s ownership of credentials, RFID, or other

identifiers available to the principal user (Sharma and Agrawal, 2021).

3.4.3 Inherence-based authentication

These are biometric traits such as fingerprints, iris data, etc (Sulaiman et al., 2021).
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Table 3.2: IoT Authentication Mechanisms

Auth — o
Study Objectives Advantages Limitations
method
An authentication .
. . | safer CCTV surveil-
Knowledge- | model for intelli- . .
. .. | lance environment | High overhead due
(Kim and | based gent closed circuit | . . .
. .. . in the future imple- | consuming more
Park, 2019) | authentica- | television in mo- .
. . mentation of smart | resources
tion bile personal com- | . .
. cities
puting
. user-friendly, eas
. Personal authentic- v v . .
(Sharma Possession- . to enrol, con- | require a high data-
ation based on vas- .
and based . tactless, highly | base and storage to
. cular pattern using ..
Agrawal, authentica- ! . hygienic and has | store enrolled tem-
. finger vein biomet- ;
2021) tion i universal accept- | plate
ance
Inherence- Online Voting Sys- | remotely  reach- . .
. . . require additional
(Sulaiman based tem using Face Re- | able, convenient, )
. .\ devices and tech-
et al., 2021) | authentica- | cognition for Cam- | and reduces the | . ..
. . . nical complexities
tion pus Election voting time
can prevent
multi-factor  au- | several attacks, | centralisation,
thentication and | including sensor | fuzzy extractors
(Alsahlani Multi factor | authorization and user imper- | cannot be reused
and Popa, | authentica- | scheme for real- | sonation as well | multiple times for
2021) tion time data access | as man-in-the- | the same biometric
in IoT cloud-based | middle, reply, | due to their low-
environment and traceability | key entropy
attacks.

3.4.4 Multi factor authentication

The previous procedures are combined in this method. Authentication using MFA

necessitates the submission of two or more verification factors by an individual in

order to obtain access to a particular resource (Alsahlani and Popa, 2021).

3.5 Encryption and authentication services

Two of the most critical security services provided in any network system are

authentication and encryption. Generally, public-key cryptography, one of the

most well-known security frameworks, can be used to provide these services. The
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entities must have private and public information to use public-key cryptography
techniques. They will need a system in place to generate, revoke, manage, dis-
tribute, use, and store the generated keys or information (Al-Naji and Zagrouba,
2020). The public key cryptography and its applicability in today’s applications are
first explored in this section. In the following section, an overview of public key
management approaches and the issues associated with them is presented. After
that, there is a discussion and comparison of the ways in which blockchains can be
utilised to address these issues, and an overview of several management techniques

that are based on blockchain technology.

3.5.1 Public Key Cryptography and its Services

Asymmetric cryptography, often known as key cryptography, is a cryptographic
technique that employs a pair of keys: public keys that are circulated across the
system and private keys that are kept secret. Diffie and Hellman first proposed it
in 1975 (Whitfield and Hellman, 1976), and it is still commonly used today. The
essential concept is to employ one of the keys to perform one task (encryption or
signature) and the other to perform the opposite duty (decryption or validation). In
this approach, every entity can use the public key of a specific user to verify a mes-
sage sent by that user. Before sending the reply message, it can also be encrypted.
Only that unique user may sign or decrypt the communication with its private key.
Many security services, such as entity authentication and secrecy, can be provided
through public-key cryptography. The entity authentication service can be given
through the signature/verification technique. Everyone can verify/authenticate
an entity by confirming the signature with the entity’s public key after it sends a
message signed with its private key. Because the private key is kept private, no
one other than the entity or someone with access to the private key can sign the
communication. The public keys, on the other hand, are used for verification.
As a result, anyone with access to the user’s public information can verify and

authenticate the user. On the other hand, encryption/decryption, a comparable
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operation, can be used to provide confidentiality services. The sender encrypts the
message using the receiver’s public key. The receiver, using his private key, decrypts
the message. The data can only be decrypted and understood by the receiver or
someone who possesses the receiver’s private key. As a result, confidentiality is

assured (Hanaoka et al., 2022).

3.5.2 Cryptography and its importance for the current applica-

tions

Entity authentication and message confidentiality are vital in practically all current
network applications. A smart healthcare environment is an excellent example of
how important these services are. The system must encrypt sent data to protect
patients’ privacy from outsiders. Furthermore, it is critical to identify the correct
doctor, hospital, and pharmacy and secure their data access. Many techniques
have been proposed to produce the system’s private/public keys, such as RSA
(Rivest et al., 1978), elliptic curve (Miller, 1985). The scope of this study does not
allow for a discussion of these algorithms. However, these are complicated and
require infrastructure to generate and manage public/private keys. The certificate
authorities (CA), the web of trust (WoT), and the entity-based cryptosystem were
introduced to create, manage, utilise, store, and distribute keys (Khalaf and Kadi,
2017). The following section discusses traditional and blockchain-based key man-
agement systems, such as CA and the web of trust. We will address the entity-based
cryptosystem in a later paragraph, a contemporary development that extends the

CA methods to better use public-key cryptography.

3.5.3 Key Management by the Public Key Infrastructure (PKI)

One technique to provide key management for public-key cryptography is through
the public key infrastructure (PKI). PKI has traditionally been achieved in two ways:
centralized by a Certificate Authority (CA) or decentralized WoT. The most widely

used technique is the CA-based PKI, specified in the X.509 standard (Albogami
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et al., 2021). The CA is a third-party entity that all members of the system trust in
this technique. The CA provides "certificates," which connect each user to a public
key and authenticate them. A signed certificate that connects a user to their public
key verifies that it belongs to that user. Web of Trust (WoT), introduced by Phil
Zimmerman in 1992 (Zimmermann, n.d.), is the other traditional technique. This
method employs a decentralised approach, in which the keys are generated locally
and confirmed by at least one other trustworthy person in the system (Chenchev
et al., 2021). Traditional PKI Systems have several challenges as both standard
procedures face several difficulties, which will be explored in this section. Three
significant issues confront the CA-based PKI: a trusted third party, a single point of
failure, and expense. Users of the systems must trust the CA to generate and manage
their public keys, posing significant security risks if the CA is hacked. Because the
entire system collapses if the CA fails, this architecture has a single point of failure.
Moreover, the administration of public keys by a single centraliced CA can be costly
and inefficient, especially in today’s massively dispersed applications involving
many users (ITU, n.d.). On the other side, Trustworthiness must be established
by IoT-based PKI signers. Users can only join the network if they have the trust
of a "trusted" party. In other words, new members must first establish trust with
existing members before joining the network. This makes it challenging for new
members to join the network (ITU, n.d.). Furthermore, neither the CA-based nor
the IoT-based PKI can enable identity retention. A user can spoof the identity or
public key of another user who has already registered. Some solutions have been
proposed to this problem; however, they are generally log-based, which could be

quite complex, especially given the global dispersal of users.

51



CHAPTER 3. LITERATURE REVIEW

3.6 Identity management in IoT

3.6.1 Digital identity

In the Internet era, the digital identity remains the keystone of online services
and upon which security mechanisms (i.e., authentication, authorization, secure
exchanges) and protocols are built. As defined by the International Telecommu-
nication Union (ITU), an identity refers to a set of information used for uniquely
identifying an entity in a given context (ITU, n.d.) whereas an Identity Manage-
ment System (IdMS) refers to the management of identity information through
a set of operations, including registering, updating, revoking and looking-up di-
gital identities. However, existing identity management systems in the context
of the Internet could not be directly transplanted to IoT environments due to
some native IoT characteristics like scalability, interoperability, mobility, limited
computational and storage resources. Traditional centralized identity management
systems, relying on the so-called trusted third parties, raise many privacy concerns
(Rey, 2021). The proliferation of online identity providers also leads to fragmented
identities scattered all over the Internet, which makes us be overwhelmed by mul-
tiple accounts and expose personal information retained by identity providers to

vulnerabilities and data breaches.

3.6.2 Identity Management System (IdMS)

IdMS are in charge of handling user identification data, which includes identifiers
(UserID, Email, URL), credentials (Certificates, Tokens, Biometrics, etc.), and
characteristics (Roles, Positions, Privileges, ...) (ITU, n.d.). IdMS has long been
recognized as the cornerstone for accessing Internet services and resources since
the dawn of information technology. IdMS have progressed from isolated to
centralized, and finally to federated models during the previous three decades.
Identity providers have played a key role as dependent parties (service providers)

in the Isolated IdM paradigm, providing subjects (users) with access to Internet
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services and resources managed by a single security domain. When subjects
intend to use Internet services, they must first register with service providers and
receive digital identities based on their security domain credentials (Nur and Wang,
2021). Nonetheless, identity bloating results from the rapid proliferation of internet
services in numerous security fields. Following the isolated IdM model makes
managing many digital identities (e.g., memorizing their matching passwords)
impractical for humans. To address this issue, the centralised IdM approach tries to
decouple identity management from a service offering, allowing multiple service
providers to use the same identity provider (Nur and Wang, 2021). Users still need
access to distributed services governed by different centralised IdM systems and
security domains, even if the centralised IdM architecture decreases the number of

user IDs.

3.6.3 Federated IdM

The federated identity management paradigm establishes trust connections amongst
identity providers so that consumers in one security domain can access services
from another. The federated identity allows information about users to be shared
between security domains within the federation. This means that services sup-
plied by another domain in the same federation can be accessed using credentials
provided by its domain, regardless of whose identity is validated in one domain.
However, phishing attempts could spread due to the access of many unauthentic-
ated third-party service providers to the detached identity providers. The emer-
gence of centralized and federated identity management systems has reduced
the complexity of managing multiple identities from various security domains.
However, when the number of apps per domain grows, all agreements, protocols,
standards, and processes (such as authentication and authorization) across these
domains become highly complicated, compromising identity usability (Aldosary
and Algahtani, 2021). Furthermore, while centralized and federated IdM systems

are created with service providers in mind, they are inflexible due to a lack of user
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concern. To improve user experiences while also ensuring security and privacy,

user-centric identity management approaches have been developed.

3.6.4 User-centric identity management

An efficient user-centric consent management system was introduced in the study
that was presented in (Marillonnet et al., 2021). Users of this system would be
able to access online services offered not only by the Territorial Collectivities and
Public Administration (TCPA), but also by third parties that have been authorised
by the user. OpenID (Recordon and Reed, 2006) is a decentralised, user-centric
identity system for web applications. To authenticate users, it introduces ID token
(JSON Web Token) based on the OAuth 2.0 authorisation protocol. Thanks to the
decentralised framework, the identity providers are more resilient to DDoS (Distrib-
uted Denial of Service) assaults. However, identity providers who use the OpenID
standard may see all linked web login information, making cross-site tracking easier.
Furthermore, OpenlID’s URL-based identifiers frequently endanger users’ privacy.
Although user-centric identity management systems provide better solutions for
managing subjects’ and service providers’ identities, the trust assumption that users
must place their whole trust in third-party identity providers persists. Users must
continue to rely on "trusted third parties" Identity providers to access services
across domains, although these identity providers have access to all transactions
between users and service providers. Current identity management solutions need
users to consider all IoT entities and coordinate different application domains
to join the IdMS, limiting scalability and making it more difficult to establish an
interoperable system in such a diverse environment. Although some initiatives,
such as OpenlD, are expandable to some level because of their decentralized nature,
the IoT IdMS still need a robust, extensible system to manage all entities in the [oT
context (P6hn and Hommel, 2020). Furthermore, in the context of omnipresent
IoT devices or services, the mobile IdMS is crucial. The mobile IdMS should ensure

that user identities are accessible no matter where they are or how they move.
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Finally, the majority of efforts take security and privacy into account. However,
as previously stated, they are based on the idea that all users, including subjects
and dependent parties, should trust their IdPs because the corresponding IdPs are
invariably involved in every transaction, compromising user privacy. Even though
many systems use a user-centric identity management paradigm, they can still not

meet the IoT identity management needs (P6hn and Hommel, 2020).

3.6.5 Challenges of IdMS in IoT

Despite multiple promising principles and methodologies presented during the
Internet era, important difficulties such as access controls, privacy, trust, and
performance remain unaddressed when it comes to developing successful IdMS for

IoT.

3.6.5.1 Access controls centralisation

The purpose of building identity systems in the IoT is to facilitate communications
while also ensuring that the authorisation procedure for devices and resources
is appropriately regulated. Due to the rapid growth of roles and policies, many
classic accesses control models, such as Access Control Lists (ACLs) and Role-based
Access Control (RAC) models (Houhamdi and Athamena, 2020), that were built
for centralised systems, have become obsolete with the onset of the IoT era. In
addition, more and more elements and parameters, such as time and location,
should be considered when creating access control solutions. Despite the fact
that the Attribute-based Access Control (ABAC) model tries to solve this problem,
the presence of centralised identity providers in the ABAC model still poses a
scaling challenge. Existing solutions have a similar disadvantage: they rely on
centralised administrative parties (such as administrators or identity providers)
to give access rights, responsibilities, and attributes, making them unsuitable for
scalable decentralised IoT systems. Because of its versatility, the Capability-based

Access Control (CAC) approach has gotten a lot of attention (Houhamdi and
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Athamena, 2020). However, the basis remains the same, customers who seek
services must rely on third-party authentication, such as that provided by identity
providers or certificate authorities. This appears to be problematic in trustless IoT
contexts because each topic could form users without the approval of other third

parties (Dramé-Maigné et al., 2021).

3.6.5.2 Privacy

The term "privacy preservation" refers to safeguarding users’ sensitive data, such as
their identity, location, mobility traces, and habits, from third parties. In terms of
users’ privacy, there are two elements to consider. Firstly, the protection of personal
information from identity providers, secondly, securing of sensitive application data
from service providers (Wang and Meng, 2021). Many academic articles and IT
industry experts have advocated that sensitive application data be preserved rather
than identification information kept in identity providers. In most cases, identity
providers and service providers are linked, and to verify users; they need some
personal information. Users can, for example, disable the location service to protect
their location information from map service providers, but they overlook the risk
of their personal identification information being leaked by identity providers with
security flaws. Even though these recommended methods in partially alleviate the
privacy challenges, their data is still available to identity providers. Due to the
existence of centralised identity providers, privacy protection before blockchains
was insufficient. Service accessors and owners must have complete faith in their
identity suppliers. Put another way, centralised identity providers keep track
of service accessors and owners and can track all transactions between them
(Thilakarathne, 2020). Blockchain technology unites all user identities that are
spread across several identity providers and are under the control of the users.
Users determine to who their sensitive personal information can be revealed (from
the user’s perspective), rather than trusting identity providers to manage their
personal information, which affects the design of identity solutions. Furthermore,

including zero-knowledge proofs in blockchains allows for the selective publication
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of sensitive personal data (Patil et al., 2021).

3.6.5.3 Third party

Users and service providers trust and rely on the same identity provider within
the same security domain, acknowledging that their personal information will not
be compromised or misused by the identity provider or third parties. In many
circumstances, identity providers are vulnerable to attacks that allow for the theft
of personal information repositories by malicious attackers. The implicit faith
in identity providers is called into question, rendering the centralised identity
paradigm outmoded in terms of privacy preservation and long-term viability in
the IoT era, which aims to link everything. Although firms (such as Google or
Facebook) strive to create universal identity providers for all cyber-users and service
providers, the growing number of online service providers and identity providers
isolates and fragments digital identities across the Internet. Furthermore, the
cost of communication and mutual authentications between different security
domains is quickly increasing. Different identity providers must also negotiate
to create trust relationships with federated identities across security domains
(Thilakarathne, 2020). Without a doubt, blockchain-based identity management
solutions remove unwanted information exposure to third parties and offer several
beneficial properties such as immutability, neutrality, and secure timestamping that
can be utilized to establish trust relationships (Patil et al., 2021). For instance, a
blockchain-based privacy-preserving and rewarding private data sharing system
(BPRPDS) for the Internet of Things (IoT) has been proposed in (Li et al., 2022a).
The work presented addresses the prevention of behaviour profile construction
and non-frameability of BPRPDS using the deniable ring signature and Monero.
Then, they use smart contracts to limit access to multi-sharing by using licencing
technologies. However, these decentralised or distributed approaches confront
numerous challenges in developing a reputation system or feedback mechanism for
aggregating trust relationships amongst all parties, including subjects and service

providers. The applications should be redesigned in a decentralised manner and
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self-contained (Dapp).

3.7 The need for blockchain in IoT authentication

The lack of privacy and security of sensitive data that is sent when linked devices
speak with each other or with the cloud, according to (Dramé-Maigné et al., 2021),
is a fundamental barrier in the centralised environment of IoT. Due to a lack of
computational power and energy to run encryption methods. The introduction
of Blockchain has opened the door for further investigation into its possibility
of meeting some or all of the security requirements for IoT systems outlined in
section 3.7.1. Decentralisation of trust is quickly becoming a dominating trend,
opening up possibilities for decentralized and autonomous authentication and
authorization management. Each device can be considered a blockchain user when
using blockchain technology to safeguard IoT devices. As a result of implementing
a consensus mechanism, IoT items do not need to trust each other, allowing
nodes connected to the Blockchain to operate securely. To conduct transactions,
blockchain users use a pseudonym (address). Because blockchain is an immutable
transaction log, it may be used to track millions of IoT devices and offer highly
secure communications and coordination amongst them. Furthermore, attaining
consensus among peers is a fundamental requirement in a distributed setting
like blockchain, detecting assaults and preventing further harm. DDoS attacks,
device spoofing, impersonation, inserting malicious code, side-channel attacks,
and other threats would be eliminated if Blockchain was implemented in the IoT.
Another reason is that when we utilise blockchain to assure trust in IoT data, we
get much-needed security services like confidentiality, accountability, integrity, and
availability. Authentication of M2M communication between IoT devices is possible.

Malicious nodes can be recognised and segregated (Dai et al., 2019).
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3.7.1 Blockchain characteristics

Several features and advantages of blockchain technology which can benefit IoT

are discussed below.

3.7.1.1 Integrity

Certainly, the data has not been tampered with, except by those who have the
authority to do so. In the context of the Blockchain, integrity ensures that trans-
actions are unchangeable. Cryptographic procedures are frequently employed to

verify integrity (Wang and Zhang, 2019).

3.7.1.2 Availability

It assures that users of a system may access it whenever they need it. In other
words, the service is always available when a legitimate user requests it, which
necessitates the communication infrastructure and database. Even if some nodes go
offline, blockchain systems cannot jeopardize the network’s availability or security.
On the other hand, traditional databases rely on one or more servers and are more
vulnerable to cyber-attacks and technological failure. Furthermore, Blockchain’s
peer-to-peer architecture gives all network participants fair validation rights to
evaluate the accuracy of IoT data and ensure immutability (Abdelmaboud et al.,

2022).

3.7.1.3 Confidentiality

It ensures that unauthorized individuals will not obtain information. Only those
with the appropriate rights and privileges will have access to the data, whether in
processing or transit. The Blockchain employs pseudo-anonymization mechanisms,
like hash functions, which obscure users’ identities to ensure this concept (Fan

et al., 2022).

59



CHAPTER 3. LITERATURE REVIEW

3.7.1.4 Authentication, authorisation, and auditing

This seeks to verify the identity of who performs a specific function in a system,
check what rights that user owns, and store usage information for that user. The
structure of the Blockchain ensures these three functions since only users who
have the private keys can perform transactions, and all transactions are public and

auditable (Li et al., 2022b).

3.7.1.5 Immutability

On the Blockchain, transaction data is immutable over time. Technically, after
being validated by the Blockchain network, transactions are timestamped and
then inserted into a Block that is cryptographically protected by a hashing process.
Hash mechanisms connect blocks and create a sequential chain. The hash value of
metadata from the preceding Block is always stored in one field of a new block’s
header, making the chain highly immutable. After it has been validated and stored
in the Blockchain, the block data cannot be modified, edited, or erased in this
manner (Al-Naji and Zagrouba, 2020). The cryptographic link between successive
blocks thwarts any attempts to edit or modify transactions. Even if a transaction

changes, it will be immediately identifiable.

3.7.1.6 Nonrepudiation

It ensures that a person cannot deny a system’s operation. Nonrepudiation es-
tablishes that a user took a specified action, such as giving money, authorising a
transaction, or sending a message. Because all transactions are signed, a user can’t

say he didn’t do them (Al-Naji and Zagrouba, 2020).

3.7.1.7 Decentralisation

With its decentralised character, Blockchain is a viable solution for effectively
tackling bottleneck and one-point failure concerns in IoT networks by removing

the requirement for a trusted third party. The functionality of the BCIoT network is
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unaffected by the failure of a Blockchain node. The data on a blockchain is often
stored in numerous nodes on a peer-to-peer network, and the system is highly

resistant to technological failures and vicious attacks (Wang and Zhang, 2019).

3.7.1.8 Smart contract

Blockchain in conjunction with smart contract technology reduces the need for
central servers to ensure that transaction parties are treated fairly. Every linked
entity on the blockchain network will have a copy, giving them equal power over
all contract processes. Furthermore, Blockchain-based IoT can provide users with
trustworthy access control using Blockchain-enabled smart contracts, automatically
authorizing all IoT device functions. Furthermore, smart contract services provide
users with data provenance. This gives data owners control over how their data is
exchanged on the Blockchain. Users can specify access rules for self-executing smart
contracts on the Blockchain, ensuring personal data protection and ownership.
With smart contract-based authorization, malicious access may be confirmed and

disabled (Lone and Naaz, 2021).

3.7.1.9 Enhanced Security

In numerous ways, Blockchain is more dependable and secure than traditional
record-keeping methods. Prior to being documented by the network participants,
transactions must be agreed upon. When a transaction is approved, it is encryp-
ted and connected to the initial transaction. Furthermore, rather than storing
information on a single server, information is distributed throughout a network of
computers, preventing hackers from gaining access to transaction data. The use
of PKI (private/public key infrastructure) is the most important security aspect in
Blockchains. Blockchain systems employ asymmetrical cryptography to safeguard
transactions between participants. These keys are produced using random numbers
and strings, making it impossible to calculate the private key from the public key.
This prevents future assaults on Blockchain documents, minimizes data leakage

issues, and improves the security of a Blockchain network. Furthermore, Blockchain
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has the potential to change how personal information is shared to avoid fraud and
criminal actions in any industry where sensitive data from several applications
is crucial, such as financial services, government, and healthcare (Miraz and Ali,

2020).

3.7.1.10 Transparency

Access control utilising Blockchain may effectively solve data leaks and give trace-
ability by achieving transparency. Because all network users have access to the
transaction histories in Blockchain, they are more transparent. In contrast to
individual copies in a traditional network, Blockchain is a distributed network
where all members share the same documents. This shared document can only
be changed by agreement, implying that everyone must agree. Put another way,
the identical copy of Blockchain data is distributed throughout a large network
for public verification. As a result, all Blockchain users have equal access to the
network, allowing them to link, verify, and trace transaction activities. To change
a single transaction record, all subsequent records would have to be changed,
necessitating network-wide collusion. As a result, data on a Blockchain network
is more accurate, reliable, and transparent than data on a traditional network.
By decreasing the risk of illegal data changes, such transparency also helps to

safeguard the credibility of Blockchain-based systems (Hellani et al., 2021).

3.8 The rise of blockchain-based identity solutions

With cyber security concerns becoming more prevalent in IoT, blockchain techno-
logy is gaining traction as a viable option for developing IoT security solutions
in decentralised and trustless environments. Blockchain-based IdM systems are
garnering much attention in academic research to provide new solutions for digital
identities (Liu et al., 2020). For instance, the work presented in (Al-Bassam, 2017)
provided a blockchain-based public key infrastructure (PKI) and implements it

using Ethereum smart contracts. It outlines several identity-related actions in his
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work, including adding characteristics, signing attributes, and revoking signatures.
More crucially, they evaluate the cost of various Ethereum platform processes.
Another interesting work was presented in (Liu et al., 2017) uses Ethereum smart
contracts to create an identity management system that binds the public key and
the user’s entity information. They also redefine the token to meet their suggested
reputation model, such that it reflects the reputation of users and the identity
management aspect. The authors in (Axon, 2015) examined privacy needs and
proposes a blockchain-based PKI with privacy awareness when creating decentral-
ized PKI systems. They introduce the notion of a neighbourhood group to improve
the performance of privacy preservation in addition to a set of activities such as
registration, revocation, and recovery.

Maintaining identity privacy and providing identity anonymity solutions are
presented in (Augot et al., 2017), which alter the Bitcoin stack to create an iden-
tity management system and provide a zero-knowledge proof dubbed the Brands
selective disclosure method to ensure identity anonymity while doing so. In a per-
missioned blockchain system, the work in (Hardjono and Pentland, 2019) proposes
ChainAnchor, a blockchain-based privacy-preserving identification solution that
uses zero-knowledge proof. Verified nodes in ChainAnchor can write and process
transactions, while others can only read and verify them. To provide privacy protec-
tion services to consumers, all confirmed nodes are constructed on tamper-resistant
hardware and form the privacy preservation layer. Another work is presented
in (Halpin, 2017) which proposed NEXTLEAP, a federated identification system
that uses blind signatures to maintain anonymity. Furthermore, they construct a
more secure messaging application using authentication services supplied by their
identity solution. Similarly, the authors of (Azouvi et al., 2017) also suggest blind
signatures as a privacy-preserving identity solution. They create a threat model, do
a security study, and then deploy their solution in Ethereum.

In addition, various startups and IT players, such as Uport (Naik and Jenkins,
2020), Showcard (ShoCard, 2020), Bitnation (Bitnation, 2018), Civic (McCabe

and Kennedy, 2014), Jolocom (Decentralized, 2021), Sovrin (Khovratovich and
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Law, 2017), and ID2020 (Alliance, 2018), are concentrating on creating identity
systems. Uport, a key component of the Consensys Ethereum ecosystem, intends
to tackle the digital identity problem by developing decentralised applications.
It primarily employs smart contracts to create digital identity models, and it
provides identity dependability and usability through a set of actions (i.e., keys
revocation and identities recovery) (Azouvi et al., 2017). Sovrin proposes a
different approach, offering a full-stack solution for managing identities, from the
distributed ledger to devices. It acts as a global public utility that provides an
identity layer to every entity on the Internet and serves as a permanent, private,
and trustworthy identity provider (Khovratovich and Law, 2017). Sovrin creates
a public permissioned blockchain in a peer-to-peer network with nodes divided
into authenticated validator nodes and observer nodes to ensure high performance
and scalability. More crucially, the sovrin token is incorporated into their system to
generate incentives for their transactions. In general, a blockchain-based identity
is a self-sovereign identity, which refers to a method of shifting access control
rights and identity management from traditional identity providers to the edge,
where identity owners have power. In other words, only the owners of identities
have the authority to dispose of them, preventing attacks from malevolent third-
party identity suppliers (Khovratovich and Law, 2017). Although a self-sovereign
blockchain identity provider could eliminate superfluous third parties, the most
difficult element is generating trust in a trustless IoT context rather than eliminating
trust requirements on these third-party authorities. To put it another way, even if
people could verify one other’s true identities due to privacy issues, they still don’t

trust (or know) each other.

3.8.1 Blockchain Distributed PKI

Traditional PKI’s certificate authority (CA) is particularly vulnerable and prone to
compromise and operational failure because to its central position in the system.

Keeping track of CAs and revocation lists can be time-consuming, especially in big,

64



CHAPTER 3. LITERATURE REVIEW

disjointed systems. Although log-based PKIs have been presented as a solution, their
effectiveness has not been proven. A generic concept and solution for decentralised
and dynamic PKI built on blockchains and webs of trust was offered by the authors
of (Toorani and Gehrmann, 2021), which does away with traditional CAs and
digital certificates entirely. Everything is recorded on the blockchain in their model.
As part of a consensus-based system, the registration, revocation, and updating of
public keys are done by a group of entities that are already members of the system.
Auditing and revocation procedures can be initiated by any system node, as long as
the node is part of it. No longer are revocation lists necessary because any node
can easily validate the public keys through witnesses. Similarly, the work presented
in (Shi et al., 2022) suggested a novel distributed authentication model as a secure
approach for supporting public-key cryptography. The proposed model creates a
decentralised public key infrastructure by combining blockchain smart contracts
and optimised zero-knowledge proof-verifiable presentations via the DID project,
which enables the management of public-key certificates via blockchain and ensures
the authenticity and availability of public keys in decentralised infrastructure. The
proposed approach fundamentally resolves existing schemes’ security and feasibility
difficulties while also providing a more scalable alternative for verifying data
sources. Despite the fact that the paper did not include any implementation-related
aspects, it did introduce the possibility of blockchain-based PKI, which was later

implemented in many other works, as will be discussed next.

3.8.2 Self-sovereign Identity (SSI)

Rather than using servers like those found in traditional centralised identity man-
agement systems (IdM), users in SSI utilise Dapps to access their wallets and
regulate who has access to their sensitive data. As a result, system users are
empowered and can govern their identity and credentials (Shi et al., 2022). Or-
ganisation resources are restricted to authorised individuals in traditional identity

management systems. Traditional identity management methods include Open
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Authentication (OAuth) and OpenID Connect. There would be an identity supplier,
a service provider, and users in an effective identity system. Users and service
providers can rely on identity providers for authentication, registration, and other
identity-related services. An identity provider can be a service not affiliated with
the service providers. The identity provider, or validation and authentication of a
user’s claimed identity, is usually requested by the service provider (Preukschat and
Reed, 2021). An example of the blockchain-based identity management solutions
that manifest a digital identity without relying on a centralised server are Sovrin
(Khovratovich and Law, 2017), uPort (Naik and Jenkins, 2020). The storing of
identification information is handled by peer nodes rather than a central server, a
major aspect of blockchain-based identity management systems. They should also
ensure that authentication, trust, and privacy are maintained. In addition to an
SSI system, several suggested blockchain-based identification systems keep users
anonymous and rely on an attribute reputation model. The identity provider, or val-
idation and authentication of a user’s claimed identity, is usually requested by the
service provider. The storing of identification information is handled by peer nodes
rather than a central server, a major aspect of blockchain-based identity manage-
ment systems. They should also ensure that authentication, trust, and privacy are
maintained (Khovratovich and Law, 2017). In addition to an SSI system, several
suggested blockchain-based identification systems keep users anonymous and rely
on an attribute reputation model. A lost or forgotten password in a password-based
system can be quickly reset. Losing the private key in blockchain-based SSI systems,

on the other hand, results in asset loss (Laatikainen et al., 2021).
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3.9 The need for Blockchain in IoT authentication
and access control

Using blockchain for authentication in IoT will provide a viable solution. Because
blockchain is a distributed ledger with a list of related data records or blocks, each
block contains a collection of new data records or transactions and the preceding
block’s hash value and a timestamp that verifies the transactions at the moment
of the block’s creation, which makes record change impossible because they rely
on previous records. The fact that data can’t be changed because it’s replicated
and stored in a distributed and reliant manner characterises blockchain (Ourad
et al.,, 2018a). In addition, blockchain is a highly transparent access control
solution that offers end-to-end decentralised security while lowering the chance of
human mistakes. Thus, it provides strong protection against hacker attacks and is
critical for access control systems. Blockchain can provide a decentralised solution
that uses a consensus process to ensure the integrity of authentication data. To
provide secure distributed transactions in a trustless environment, no third-party
intermediary is required, but trust is built through a public ledger recorded in
a decentralised manner. Due to its decentralised infrastructure and anonymity
maintenance, the blockchain protocol can bring some evolutionary modifications
to established IT security methods (Ourad et al., 2018a). Traditional security and
access control systems necessitate using a centralised trusted entity, which degrades
end-to-end security features. Applying a centralised access control mechanism to
an ever-increasing number of IoT devices might make trust management more
difficult and limit the system’s scalability. The construction of a fair authorisation
framework to meet the IoT as mentioned above access control concerns can be

aided by blockchain.
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3.9.1 Blockchain-based authentication and authorisation

Based on our findings, the existing research on blockchain-based authentication
and access control systems can be summaraised as follow. Authentication methods
can be classified based on the type of authentication and the application envir-
onment. Knowledge-based, possession-based, biometric-based, and multi-factor
authentication is the main authentication types used in various contexts such as
cellular networks and telecommunication, IoT devices and smart cities, healthcare
and medical data records, cloud computing, and resource sharing as previously
mentioned. Some techniques are general-purpose methods that can be used in
any environment, regardless of the application (Esposito et al., 2021). There are
three categories of blockchain access control mechanisms based on the technology
employed, the application, and how the blockchain network is used. The three
fundamental categories of access control techniques are referred to as ABAC, RBAC,
and ACL-based approaches such as DAC. Blockchain technology is used in two
different ways in these strategies. Although some employed blockchain as a secure,
immutable, and distributed database for access rules and policies, others used
blockchain and smart contracts to control the entire access management process
(Alilwit, 2020). Such solutions, like authentication mechanisms, can be general-
purpose or used in specific domain (i.e., cellular network and telecommunication,
IoT devices and smart cities, healthcare and medical data records, cloud computing,

and resource sharing).

3.9.2 Blockchain-based authentication methods

In this section, we will describe and talk about the many existing authentication
mechanisms that make use of blockchain or smart contracts. In summary, table 3.4,
shows the taxonomy-based classification of the approaches. The authors of (Zhang
et al., 2017) developed a general-purpose architecture that keeps a user’s identity
in the blockchain and uses a smart contract to manage different permissions for

different websites based on the user’s relevant data. This method has four primary
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actors (i.e., users, websites, blockchain, and off-chain storage). A user’s identity
is stored on the blockchain, but his encrypted personal data is stored off-chain.
A smart contract will be tied to the user’s identity in the blockchain to prepare
different web pages with different and related user data. When a user submits
a login request to a website, the service provider verifies the user’s identification
and extracts the user’s data from off-chain storage using the smart contract’s
rules. In addition, the work presented in (Deep et al., 2019) suggested a cloud-
centric database authentication technique for application in cloud and healthcare
environments. Both insiders and outsiders can use this strategy. It first verifies the
user’s credentials and validates the blockchain node specifications. If the cloud
database does not have the user’s credentials, they can either try again or create a
new account. For storing credentials, the proposed solution uses blockchain as a
distributed database. SAMS is another authentication method introduced in (Kim
and Jeong, 2018) in the cloud context. This technique employs a master node as
a coordinator, which is in charge of the system’s security. The master node first
creates and saves its block on the blockchain for user authentication. When a new
client node wishes to connect, he produces a new block and sends his data and the
newly formed block to the master node. The master node produces a block with
the information received from the client and verifies its authenticity. If the client
block and the server block are the same, the connection will be made. Blockchain
is employed as an immutable database for credentials in this manner. Another
work was presented in (Huh and Seo, 2019), which introduced a fingerprint
authentication and verification method for mobile phones utilizing blockchain
to create an automatic door locking system. A person authenticates himself via
fingerprint recognition on a mobile device. The hash value of a user’s fingerprint
will be recorded to the blockchain to prevent forgery, tampering, or leakage. This
solution requires the cell phone to use a PoW consensus mechanism, which would
be extremely resourced intensive for these devices.

Additionally, the authors of (Widick et al., 2019) provided another blockchain-

based authentication and authorization system for controlling user access to IoT
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device resources. Two smart contracts make up this strategy. One is responsible for
digital certificates and operations, while the other is in charge of access control.
These contracts are both managed by an agent node. The Ethereum blockchain
is used in this system to offer a tamper-evident, auditable log of all steps and to
decentralize specific functions (e.g., evidence review). For the IoT environment,
the authors of (Hammi et al., 2018) developed a decentralized blockchain-based
authentication mechanism dubbed bubbles of trust based on the user’s ID and
token. This paper’s key issues are data integrity and availability. This technique
uses Ethereum’s security benefits to construct safe virtual zones (bubbles) where
items may identify and trust one another. Bubbles of trust confirm transactions
in roughly 14 seconds, which is a lengthy time for real-time applications, and it
also uses public blockchain, which requires fees to be paid for each transaction.
Another noteworthy application conducted by the authors of (Lin et al., 2018) for
Industry 4.0. This form of mutual authentication consists of four tangible levels
that unite vertically inter-organizational value networks, manufacturing factories,
and the engineering value chain. This conceptual framework enables the effective
implementation of a smart factory that is adaptable and reconfigurable. This
approach employed a one-time public/private key combination for each request
for mutual authentication. This pair can be used to encrypt and decrypt messages
and calculate message authentication codes. FairAccess in (Ouaddah et al., 2016)
proposed an AAC system for the Internet of Things. It generates tokens for users
based on their credentials in the authentication section. The next section of the
paper will go through this strategy in further detail. FairAccess only supports token-
based authorization and does not have a mechanism for renewing expired tokens.
It takes longer for a token to become available and useful (at least two blocks
must be mined). Similarly, the work presented in (Niu et al., 2017) presented
an authentication mechanism for Wi-Fi hotspot access. The service provider,
hotspot APs, users, and the blockchain are all part of this method. All users’
credentials are recorded in the blockchain, and when a user requests to connect

to the network, the service provider and Wi-Fi hotspot connect to the blockchain
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to obtain valid credentials and establish the connection. This strategy can enable
both accountability and anonymity at the same time. The Colored Coins as well as
CoinsShuffle were two factors that had an impact on the design of this scheme. And
in (Sanda and Inaba, 2016) the authors proposed adopting Bitcoin 2.0 as another
authentication technique in a telecommunication setting. The user installs "Auth-
Wallet" in this manner, which allows him to obtain authorization by exchanging
"Auth-Coins" instead of user information. The goal of this strategy is to improve
user privacy (Mohsin et al., 2019). The two basic protocols for implementing
the desired authentication solution are registration and authentication. When a
user first logs in, the Registration Protocol is used to submit user information to
the Auth-Wallet server. The procedure of connecting to the internet is done via
the Authentication Protocol. The user connects to the access point by entering
its unique ID. The access point initiates a transaction that sends the user Auth-
Coin. The mail is verified and signed by the user. If the access point’s verification
procedure succeeds, the token will be published to the blockchain, and the access
point will allow users to connect to the internet. Furthermore, the authors of (Lee,
2017) offered an authentication management solution for telecommunications and
the Internet of Things. This method created a blockchain-based ID for each user,
then registered on the blockchain. This system is only used to register users as a
distributed database. The mutual authentication is the most noteworthy security
technique that can be found in this study.

By combining blockchain, smart contracts, and the cloud, the authors of (Manzoor
et al., 2019) created a hybrid architecture for [oT data sharing. Cloud storage was
used to overcome the Blockchain storage challenge. Only the owner and individuals
named in the smart contracts had access to the data; hence the proxy-encryption
technique was utilized as the security mechanism. A testbed was set up to determine
the viability of a platform in terms of scalability and performance. For ensuring
hierarchical IoT access restrictions, the authors of (Ma et al., 2019a) proposed a
Blockchain-based distributed key management architecture that integrates Fog and

Cloud computing. The Fog network, which includes a security access management
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(SAM), is split into zones. To conserve storage for IoT applications, they split the
blockchain into many side blockchains. Each SAM is in charge of a domain-specific
side Blockchain. The cloud collects all side Blocks from each SAM and hosts
multi-Blockchains to support cross-domain interactions. The suggested scheme
was tested in OMNet+ + to see how secure it was and how long it took to execute
transactions. On behalf of IoT devices, the authors of (Almadhoun et al., 2018)
introduced Edge servers to execute authentication using a smart contract on the
blockchain. To relieve IoT devices of the effort of conducting an authentication
procedure, the Fog nodes have an interface with the Ethereum Blockchain’s smart
contract. IoT devices can be accessed by Blockchain-enabled Fog servers linked
to Ethereum smart contracts. Smart contracts were introduced in (Nguyen et al.,
2018) to ensure that authorized users may access data without the involvement
of other parties. The authors also proposed a Blockchain-based firmware update
system for IoT devices to prevent fraud and data tampering. Furthermore, the
authors of (Bao et al., 2018) presented an IoT Chain that is made up of three layers,
namely, authentication, Blockchain, and the application layer. The architecture
supports several services, including identity verification, access control, and storage
integrity, without imposing significant overheads or delays. They claimed that
the architecture had a lightweight characteristic and DoS attack fault tolerance.
However, most of the presented approaches were just conceptual proposals without
providing proof of concept or evaluation. There are providing a brief general
overview of system design. Rather than that, we intend to provide a proof of

concept to demonstrate our approach.
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Table 3.4: Blockchain-based authentication and authorisation
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3.10 Blockchain-based Access control

Access control systems for the Internet of Things are also designed using blockchain
technology. In restricted IoT devices, blockchain-based access controls reduce the
requirement for a centralised authority to create access control policies. They use
blockchain transaction data models to execute access control actions in IoT contexts,
such as granting or denying access requests. Another advantage is auditing access
control settings, which can produce immutable blockchain transactions (Riabi et al.,

2019).

3.10.1 Blockchain Based IoT Access Control Methods

IoT research has exploded due to the explosion of expanding items in commu-
nications and networking technology. Data sharing, ease of access, and remote
monitoring are just a few of the benefits of connecting diverse smart devices over
the internet (Riabi et al., 2019). One of the most serious problems with IoT is
its centralised structure based on the client-server architecture. Because a lack
of trust between different participating devices might lead to network failure, a
reliable solution is required to avoid this problem. Several techniques have been
presented in recent years, with blockchain gaining traction due to its decentralized
nature, security, and immutability. This section will explain and discuss existing
authentication methods that employ blockchain or smart contracts. In summary

table 3.5, show the taxonomy-based classification of the approaches.

3.10.1.1 Attribute Based Access Control (ABAC)

The Attribute-Based Access Control (ABAC) architecture has been developed to
make access control in the Internet of Things (IoT) easier (Ding et al., 2019).
Blockchain technology is used in this project to append and retain the distribution
of attributes, such as user attributes, resource attributes, and object attributes,

based on users’ needs. ABAC converts uniqueness or representations into a set of
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attributes that the attribute authority publishes. Each collection of characteristics
is represented by a series of Boolean equations, each of which has its own set of
access regulations. Valid and allowed access is granted using these access policies.
It takes care of distributing roles and creating an access control list for all system
devices. According to the performance analysis presented in this work, the ABAC
scheme provides a high level of confidentiality, robustness, flexibility, and scalability.
Authors suggested an Attribute-based Access Control technique in (Zhang et al.,
2020), which consists of five primary components: Consortium Blockchain Network,
Authority Nodes (AN), IoT Devices, Chaincode, and Public Ledger, and Access Tree.
The Consortium Blockchain Network’s authority nodes handle all interactions with
the Blockchain Network on behalf of IoT Devices. When a requester sends an
access request to a target, it forwards it to the AN. The AN check the legitimacy of
the requesters’ uniqueness and the target’s access rule by querying Chaincode and
retrieving registered access credentials. After that, AN creates an access tree to do
authorization. The final access information is recorded on the blockchain, together
with the authorization outcome, after which AN sends the results to the requester.
Attribute-based Access Control is performed by keeping three key-value databases:
Device database, Attribute database, an Access database, all of which are closely
related. After the attribute is registered, it is given a name, and individual owner
lists are kept for each attribute when assigned to a device. Due to reduced storage
and computation overhead, performance analysis reveals that the proposed system

is lightweight and efficient.

3.10.1.2 Fair Access

In (Ouaddah et al., 2016) a completely pseudonymous technique with no central
governance is presented to allow users to own their data. To achieve pseudonymity;,
all interacting entities are identified using bitcoin-like addresses, and access control
policies are set in the smart contract and then preserved in the blockchain. Permis-
sion tokens are used as unique identification and to demonstrate the connection

permission for access to a certain resource, are also distributed by blockchain.
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Transaction integrity checks and a double-spending detection mechanism are in
place to identify forgeries and token reuse. The suggested approach alleviates the
burden of managing a large amount of admittance control data on restricted IoT

devices.

3.10.1.3 Blockchain-based access control hub/Distributed Access Control

Oscar Novo (Novo, 2018) suggested a new method for decentralized access control
in sensor networks that are geographically scattered. Wireless Sensor Networks,
Manager Nodes, Agent Nodes, Smart Contracts, Blockchain Networks, and Manage-
ment Hubs are all part of it. The authors used blockchain to store and distribute
access control information in this technique. To represent all of the actions certified
in the admittance regulatory system, a single exclusive and non-destroyable smart
contract is used. The managers contact smart contracts to specify the structure’s
admittance rules. The key benefit of this strategy is enhanced scalability, as dif-
ferent systems can be linked to the blockchain setup at the same time via special
nodes known as management hubs. In (Hwang et al., 2018), Hwang, D. et al.
described a mechanism for exchanging data between geographically dispersed IoT
devices. Rather than sending information requests straight to the device, they are
forwarded to the management center, verifying access permissions stored in the
blockchain. If the request is approved, the management hub retrieves data from
the device and delivers it to the requesting device. This method is appropriate for
devices located far apart and cannot communicate directly with one another. In
addition, dynamic policy generation is proposed for devices that do not have access
control rules registered. As a result of this method, increased scalability has been

attained.

3.10.1.4 Blockchain-based Distributed Key Management

The authors of (Ma et al., 2019b) proposes a distributed key management approach
based on blockchain for privacy-oriented IoT applications. Different side block-

chains are established in the fog layer based on the deployment fields to speed
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up the verification and conserve storage space. Fog computing is used to reduce
wait times, and communal blockchains are used in the cloud layer to provide
cross-domain access. Extensibility is higher, coupled with higher communication

and processing costs compared to hierarchical methods.

3.10.1.5 Token Based Access Control

The authors of (Fotiou et al., 2019) describes designing a large event-based Internet
of Things (IoT) control system utilizing tokens and smart contracts. Smart contracts
provide a mapping between device operations and functionality. A smart contract
generates a blockchain event whenever a client calls any function. The events are
received by the appropriate IoT gateways, which eventually result in an action in
the appropriate IoT equipment access. This technique has concerns with fluctuating
monetary costs and transaction delays. Direct interaction between the client and
the IoT gateways can help. A smart contract-based blockchain system based on
Ethereum is deployed (Ourad et al., 2018b). The access control and authentication
mechanism comprise a smart contract that verifies the client’s identity using their
Ethereum wallet address. The sender’s access token and Ethereum address made
public via the smart contract are only genuine if the client is genuine. The client and
IoT devices receive this published information. The client creates a combination
that includes the ethereum public key, the user’s IP address, the access token,
and the duration of access. The ethereum private key endorses this combination,
followed by the transmission of the associated public key. To safeguard the integrity
of the combination, it must be endorsed. After verifying the information, the IoT
equipment assigns the admittance to the client against the sender’s IP address for
the specified interval. When any verification checks fail, the appeal or investigation
is terminated. The evaluation of the proposed system revealed improved availability
and scalability. In addition, the work presented in (Al Breiki et al., 2019) provide
a permission authorization mechanism for IoT data using trusted oracles and
blockchain. Oracles are gateways, serving as a connection point between the

blockchain, service providers, and remote clients. The interface and permission to
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utilize IoT data are governed by multiple smart contracts. They also keep track of
reputation and enlist new oracles. Users can request access to IoT data by sending
a request to a smart contract. After evaluating the access control policies, smart
contracts validate the right of access to IoT data. Smart contracts authenticate the
right to access and provide Access tokens to oracles and end-users after verification.
Oracle-based access control allows heterogeneous storage and provides distributed

access control with dynamic policy administration.

3.10.1.6 Access authorisations/Control Chain

For IoT access authorizations, the Control chain (Pinno et al., 2017) architecture,
a fusion of four separate blockchains, is presented. All people’s public recom-
mendations and dealings are recorded in the relationship blockchain. Context
blockchain is used to record environmental data such as refined data, physical
inputs, and sensor reports, which can be utilized to make permission decisions. The
confirmation of admittance acceptance or denial is maintained in the accountable
blockchain. Endorsement regulations defined by device owners or devices are kept
on a blockchain dedicated to rules. This architecture is more scalable, user-friendly,

and well-suited to a wide range of IoT admission control representations.

3.10.1.7 Blockchain-based Attribute updates

Because of its contradiction with revocation of ABE or attribute updates, the
blockchain’s immutable nature is the main barrier to adopting Attribute-Based
Encryption (ABE) in fine-grained access control. Chameleon Hash algorithm, (Yu
et al., 2020) proposes a novel multilayer blockchain-based IoT system to simplify
attribute updates in fine-grained access control. The technique can prohibit revoked
members or miners from accessing impending as well as previous data without

jeopardizing the blockchain’s integrity.
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3.10.1.8 Cloud-based access control

The authors in (Bera et al., 2020) designed an access control method with block-
chain implementation to address confidentiality and security problems on the
Internet of Drones (IoD) network. It allows access control between two neighbor-
ing drones in similar flying region as well as between the drone and its Ground
Station Server (GSS). Ground Station Server gathers instantaneous data from
drones and organizes it into blocks containing transactions. After that, the blocks
are sent to the cloud server. Using the Ripple Protocol Consensus Algorithm, the
cloud server that serves as the leader among other cloud servers will verify the
block and add it to the blockchain (RPCA). The proposed system is safe against

both "replay" and "man in the middle" assaults, according to simulation reports.

3.10.1.9 Access control based on multiple smart contract

The authors of (Sultana et al., 2020) uses the Ethereum blockchain to achieve
permission-based service sharing, and authorized access control. To provide ef-
ficient access control administration, Access Control Contract (ACC), Register
Contract (RC), and Judge Contract (JC) are three different forms of smart con-
tracts. Setting different permission levels to enable permissioned access privileges
for IoT users allows for secure service sharing. According to the results, the method
is more cost-effective and less complex for access management and data sharing
across IoT devices. Tables 3.5 shows a summary of Blockchain-based IoT access

control solutions and a study of their performance.

3.11 Conclusion to this chapter

To sum up, this chapter reviewed the literature on blockchain and the decentralised
authentication and access control in IoT, providing a coherent and comprehensive
picture of the current state-of-the-art efforts in this direction. Thus, it provided

an evaluation methodology for acquiring a better knowledge of blockchain and
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distributed ledger technologies and their applicability to improving the privacy
and security of the existing authentication and access management solutions for
IoT. We first discussed the fundamental concepts of the current access control
in IoT and summarised various access control mechanisms, such as ACL, DAC,
MAC, RBAC, ABAC and CapAC. Then, the key issues of implementing existing
access control systems in the IoT environment are discussed. After that, a sum-
mary of the key authentication factors is presented, including, Knowledge-based
authentication, Possession-based authentication, Inherence-based authentication or
Biometric-based authentication, and Multi-factor authentication. Then, it discusses
the challenges of the existing authentication for IoT. In addition, we provided a dis-
cussion and comparison of the ways in which blockchains can be utilised to address
these issues, including the need for blockchain in IoT and the blockchain character-
istics. Finally, this chapter went further and provided an overveiw and classification
of several techniques that employ blockchain or smart contracts technologies for

authentication, authorisation, identity solutions and access control.
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Blockchain-based Lightweight and

User-centric Two-factor Authentication

for IoT

4.1 Introduction

Two-factor authentication is commonly used in Internet of Things (IoT) authentica-
tion to provide multi-layer protection. Tokens, often known as One-Time Passwords
(OTP), are used to offer additional information. While this technique provides flex-
ible verification and an additional layer of security, it still has a number of security
issues. This is because it relies on third-party services to handle tokens or OTPs,
which leads to serious information leakage issues. Additionally, relying on a third
party to provide authentication tokens significantly increases the risk of exposure
and attacks, such as man-in-the-middle (MITM) attacks, as many services after the
first authentication, use a session token saved on the user’s local system (Cekerevac
et al., 2017). In trying to rectify this issue, this chapter proposes and develops a
blockchain-based two-factor authentication method for web-based access to sensor
data. The proposed method provides a lightweight and user-centric authentication
that makes use of the Ethereum blockchain and smart contracts technologies. Then

the performance of the proposed system will be investigated, and the system’s
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security will be analysed and discussed. Based on the evaluation results, the pro-

posed method has proven to be effective and has the ability to facilitate reliable
authentication. The remainder of this chapter is organised as follows. Section
4.2 provided an overview of the IoT and its data security, summarising different
authentication methods, such as single and multiple-factor authentication. Section
4.3 looks at the problem statement and section 4.4 reviews the related work. Then,
this chapter elaborated on our proposed solution in section 4.5 and illustrated the
system’s design in section 4.6. Subsequently, described the technologies used and
the implementation process of the developed system in section 4.7. Then, section
4.8 presented the evaluation of the proposed approach, including performance and

security analysis. Finally, concluded the chapter in Section 4.9.

4.2 1IoT applications security

IoT and its applications were initially introduced as a concept encompassing cooper-
ating and interacting of multiple components, such as wireless sensor networks and
radio frequency identification (RFID). However, IoT is hampered by the gap that ex-
ists between the physical and information worlds, limiting the proper processing of
data gained from the interaction of people with electronic equipment (Pefia-Lopez
et al., 2005). Thus, virtual and physical accessibility must be available for these
devices, and content must be accessible from any location. Thanks to developments
in hardware technology and embedded devices, IoT devices can now consume web
services directly by contacting REST APIs to interface with physical devices via
local bridges or direct wireless communications. Using sensors, you may collect
data such as humidity or temperature, which can then be recorded in a server-side
database or shown in a user-friendly application interface. The common needs
for all IoT applications are high flexibility, scalability, collaboration with multiple
stakeholders, and the necessity for lightweight security procedures (Nizeti¢ et al.,
2020). Digital security concerns exist at every level of the IoT journey, and hackers

stand ready to take advantage of any system weaknesses. Without proper security
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measures, attackers will have the opportunity to gain control of users’ credentials.

As a result, secure IoT requires authentication and access control solutions.

4.2.1 1IoT applications and users authentication

Authentication is used in the IoT to identify users, devices, and applications, as
well as to restrict access to just authorised individuals and non-manipulated objects
or services (Liyanage et al., 2020b). One-factor authentication, often known
as password-based authentication, is a type of authentication that is commonly
encountered in web applications (Duncan, 2001). However, one disadvantage of
employing password-based authentication is that it is prone to brute force attacks,
making the users’ data open to theft. To save time, users frequently reuse passwords
across platforms. This strategy is vulnerable. Hackers who gain user passwords
from one platform have the ability to steal data from other platforms. As a result,
password-based authentication cannot assure the security of account data. In this
context, access control mechanisms such as single sign-on (SSO), Multi-Factor
Authentication (MFA), Open Authentication (OAuth), open ID connect, and other
forms of authentication are key alternatives. For instance, SSO allows an entity to
be authenticated using a single set of login credentials and granted access rights
to multiple applications and services in a cloud platform, eliminating the need
for additional prompts when the user switches applications or services during
the same session (Koundinya and Baliga, 2020). However, several businesses
have chosen to implement multi-factor authentication to authenticate a user’s
identity, necessitating the usage of multiple identification and access management
credentials (Duncan, 2001). As a result, MFA might be viewed as a feasible method
of enhancing security. However, these models necessitate security evaluation and
scalable security management systems.It is called two-factor authentication when
the first-factor authentication and the second-factor authentication are both used
in conjunction. Two-factor authentication is most commonly accomplished through

the use of an email address or a username and password combination. When using
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two-factor authentication, the user must provide additional information in order

to be authenticated. In order to offer additional information, tokens or one-time
passwords (OTPs) can be utilised. As long as a third party deliver two-factor
authentication tokens, they are vulnerable to attack because a MITM can steal
tokens and find that all generated tokens are equal, as revealed by the attacker

(Mail and Box, 2017).

4.3 Problem statement

Increased privacy and security concerns have arisen as a result of the Internet
of Things’ extensive use and implementation (Sezer, 2018). Due to the lack of
human interaction, wireless communication makes IoT more open to assaults such
as message manipulation, message eavesdropping, and identity theft. As many
devices have limited resources, they may not be able to implement more advanced
security measures. In addition, centralised architecture is increasingly adopted in
current [oT solutions, which connect to cloud servers via the Internet. This strategy
provides amazing elastic computation and data management capabilities for IoT
systems as they become more complex, but it still faces a number of security and
privacy concerns. For instance, the cloud-based design could lead to high expenses
and latency, as well as a single point of failure due to its centralisation (Sezer,
2018). Scalability is another concern with the centralised IoT data paradigm, given
that hundreds of nodes are involved. In addition, current authentication and access
control standards are predicated on trust, compromising user transparency and
privacy by introducing a centralised trusted authority. We can deduce that a more
user-driven access control paradigm provides users complete control over their
identities with their own distinctive granularity is essential in light of the previously
discussed concerns and the sensitivity of the data obtained by IoT devices. A
significant amount of potential exists, on the other hand, for blockchain and other
decentralised alternatives that do not rely on a third party to manage the trust.

Increasingly, decentralisation of trust is becoming the dominant trend, opening the
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door to decentralised and autonomous access control and authentication in the

Internet of Things applications. The benefits of blockchain and distributed ledger
technologies motivated this chapter to propose that blockchain and smart contract
technologies be used to create a secure and reliable two-factor authentication
solution. In order to accomplish this, a smart contract is implemented on the
Ethereum blockchain, which serves as an independent, secure channel for the
transmission and verification of OTP. Our approach gives consumers complete
control over their identities by allowing them to utilise the uPort identity mobile

app to store their private keys in a secure location.

4.4 Related work

Blockchain technology has been employed in a variety of contexts recently for two-
factor authentication systems. For instance, the authors of (Amrutiya et al., 2019)
presented a two-factor authentication system based on blockchain technology. The
work proposed a use case for adding an extra layer of protection to the OpenSSH
server, a commonly used application for the Secure Shell (SSH) protocol. However,
their system’s token does not meet the standard for a token, which is to be a
one-time use password. The proposed framework in (Alharbi and Alghazzawi,
2019) is also utilising Blockchain technology to complete the 2FA process. The
proposed framework sends an encrypted OTP generated by a smart contract and its
hash value to the application website. However, this system continues to deliver the
token through SMS using OTP-SMS. If the phone is lost and the attackers manage to
take control of it, they can obtain the token and gain access to the system. Similarly,
the work proposed in (Danish et al., 2019) provided a blockchain-based two-factor
authentication solution for LoRaWAN join procedures. However, the initial joint
request experiences a significant delay owing to the mining process carried out
in the blockchain network. In addition, it is imperative to make alterations to
the firmware of end devices to enable the successful implementation of the two-

factor authentication, as these devices are required to process particular data. This
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modification of firmware enhances the interdependence between the LoRaWAN

and blockchain networks (Ribeiro et al., 2020).

The proposed blockchain-based framework adds an additional layer of security
to the LoRaWAN join operation and fosters trust among LoRaWAN network com-
ponents. Compared to earlier proposed alternatives, the proposed approach in this
chapter utilises blockchain as an independent layer for generating, sharing, and
verifying access tokens. The proposed technique uses a smart contract to generate
random challenges that must be signed using the users’ mobile wallet private keys.
Thus, represents users as real people who can fully express themselves using their

mobile.

4.5 The proposed solution

This section presents the proposed solution, which uses the blockchain and its
smart contract functionality to provide a secure authentication and access con-
trol mechanism in a secure and decentralised manner. The proposed approach
addresses significant privacy concerns, eliminate the need for a third party to main-
tain trust, and mitigate the risk of using weak passwords for authentication into
IoT applications. The proposed model aims to develop a Lightweight Two-factor
Authentication scheme that takes advantage of the decentralised trust given by
smart contracts and blockchain technology. This will satisfy the National Institute
of Standards and Technology’s (NIST) security criteria for two-factor authentication
(Burr et al., 2006). According to the NIST guidelines, to avoid the issue of storing,
protecting, and exchanging a secret between prover and verifier, it is critical to
have two channels for the transmission of second-factor authentication (disposable)
secrets that are as independent as possible. Consequently, in our approach, the
blockchain will be employed as a second independent channel to exchange the
second factor. We will rely on the Ethereum blockchain (Buterin et al., 2014),
which will allow us to use smart contracts to accomplish our goals. The smart

contract will be used to perform on-chain access control decisions and any process
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Figure 4.1: The architecture of the proposed 2FA system

related to authentication. The smart contract will also generate tokens that are
utilised by the resource owner to acquire data from the IoT sensors layer. The
access token will function as an OTP that users must sign in order to prove their
identity. We no longer require a centralised trustworthy authority with our method.
Our scheme allows users to save their identities directly on their mobile devices,
which can then be accessed throughout the validation process. The decentralised
web application will request users’ credentials by requesting signing transactions

from their mobile apps.

4.6 System design

This section goes through the primary components of the proposed model as well
as their functions. Our system consists of five main components, as detailed below.

Figure 4.1 illustrates the authentication scheme and its accompanying processes.

4.6.1 Users identity

We leverage Blockchain-based identification characteristics in our system, enabling

more secure management and storage of digital identities. Users of our system
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are Ethereum clients, each of whom has a public and private key pair to have

access to the system. Users can sign transactions with their private key, whose
hash is used to represent the user’s address and is linked to their access token.
Therefore, users will be able to maintain and store their own identities rather
than rely on a third party to do so. The primary difference between our proposed
system and the existing method utilised by Ethereum clients is that we employ
Ethereum addresses or secp256k1 publicKeys as fully self-managed Decentralised
Identifiers (ID) and wrap them in a DID (Decentralised IDentifier) Document in
our proposed system. The distributed ledger can then be used to store the DID.
In addition, we use a DID resolver, which takes the Ethereum address, examines
contract events, and generates a DID document based on the ERC1056 Events
associated with the address. This can function as a piece of information that
serves as a pointer to a specific identity. This makes DIDs globally unique, highly
available, and cryptographically verifiable. Therefore, decentralised identifiers
can be associated with various entities, such as individuals, organisations, and
government agencies. This is the concept known as Self-sovereign identity, which
employs a similar combination of blockchain and cryptographic technologies.

In addition, signing with a mobile wallet allows smart contracts to validate users’
credentials. Users can save their credentials directly on their devices, eliminating
the need for a centralised authority to handle the data. We will use uPort (Naik and
Jenkins, 2020) decentralised identity function to securely share and communicate
information between the user’s mobile application and our application. With
uPort, the crucial issue of storing private keys can be addressed via blockchain. To
accomplish this, uPort employs the blockchain as an identity certification authority;,
where a smart contract represents a user’s digital identity and permits the revocation
and replacement of that user’s keys. Users have full authority over their identities
and private information thanks to uPort’s mobile self-sovereign identity wallet.
Users on the Ethereum blockchain can make a new identity with uPort. Therefore,
unlike other systems that treat users as hex-encoded addresses that communicate

with the smart contract, our system treats users as real people who can fully express
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themselves using their mobile.

4.6.2 Smart contract

In our system, we employ the public Ethereum-based blockchain because it fa-
cilitates the development of smart contracts. The proposed architecture makes
use of smart contracts to provide two-factor authentication for data access from
IoT devices. Our system’s smart contract will be used to authenticate users and
interact with data stored on the blockchain. Additionally, they provide resiliency
through the execution of smart contract code across all blockchain nodes. The
smart contract will be used to implement regulations such as decision-making
regarding on-chain access restriction. Smart contracts will assist in the issuance
of tokens that system users will use to authenticate to the IoT application. The
smart contract issues the access tokens that are needed to authenticate and access
the system. The access token will serve as a one-time password (OTP). This token
indicates a challenge value that a user must sign to successfully authenticate to
the system. In this scenario, our smart contract will help to manage, store, deliver
and securely generate this challenge value. Since smart contracts can interface
with data stored in the blockchain, so will utilise some random values that are
produced during the block generation process, such as the block’s timestamp and
the block difficulty to perform as a source of entropy to facilitate the generation of
the random challenge (Token).

By utilising smart contracts, users are relieved of the need to keep their tokens
locally, as they assist in the generation of access tokens and management of their
authentication process. Therefore, this will reduce risk associated with generating,
storing, and sharing randomness between different parties. In addition, the access
token integrity and authenticity, which serves as a one-time password, can be
verified via a simple lookup in the distributed ledger. The web3 JS library, which
communicates with the smart contract via RPC, will be used to access all of the

smart contract’s services.
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4.6.3 10T end devices

This component consists of a variety of resource-constrained devices, including
microcontrollers capable of communication and data storage, as well as processors
equipped with temperature and humidity sensors. These sensors assist in converting

sensor readings to a readable format and syncing them with a user account.

4.6.4 Data base

Because blockchain technology is not designed to handle huge transaction data
payloads, alternative data storage technologies are required to handle massive
amounts of IoT data. Our system employs a different software solution based on
the Mango database to support big file storage and minimise duplication across the

entire blockchain filesystem.

4.6.5 Decentralised web interface

4.6.5.1 Registration

First, users need to visit our decentralised web interface and create an account by
registering an e-mail address and password. Before it is accepted and a user account
is created, the e-mail address and password are verified. E-mails are verified for
proper formatting, and passwords must be at least eight characters in length and
contain uppercase letters, symbols, and numbers. If e-mail and password being
registered do not satisfy these requirements, an error notice will be presented. If
the user’s e-mail address is already registered, they should register using a different
e-mail address. Additionally, the user must supply a public Ethereum address that

will be utilised for second-factor authentication.

4.6.5.2 User login

For the first factor verification, user required to enter email and password that

they registered on the registration menu. An error notice will show if the email
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and password entered do not match. The blockchain will be used as a second

independent channel to exchange the second factor (token) if the first factor and
prerequisites are met. As part of this, the decentralised web app (web server) will
call TokenGeneration() function in the smart contract and give the user public
Ethereum address associated to this user account in the registration menu. This
function will receive the user’s decentralised identity (public Ethereum address) and
then generate a random challenge, which will be associated to the user Ethereum
address. The smart contract makes use of some random values generated by the
blockchain network, such as the block’s timestamp and difficulty, which are not
known until the block is mined. These variables will serve as a source of entropy,
facilitating the random challenge generation. The smart contract will then emit
event that containing the produced random challenge, which need to be signed
by the user’s private key in order to prove their identity. Then the user will be
directed to the two-factor authentication page which will present a signing request
in form of a QR code that need to be scanned by the user’s mobile wallet in order to
sign the received token back to the smart contract and authenticate to the system.
Following that, the web server will call a function that contain the user Ethereum
address parameter in the smart contract. The function will return the value of the
token in the array with the index corresponding to the user’s Ethereum address in
the session struct. The web server will next verify that the token obtained via the
smart contract function call matches the token stored in the session struct, and if it
does, the user will be granted access rights. In the event that the token value is not
identical, an error message will be displayed. Our two-factor authentication system
that does not rely on third parties to produce and distribute tokens. Additionally,
users authenticating in the IoT system do not need to enter tokens because all
checks are performed automatically by the dApp. Additionally, users will retain

complete control over their authentication information.
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Algorithm 1 User login process

1: Signup
2: username: = readusername();
password: = readpassword();
Ethereumadd: = readEthadd();
If username and password = Exist
return: user already registered
If username and password = invalid
return: invalid
else
register userl and passwordl and usrlgthertumaddress
1: login
2: username: = readusername();

: password: = readpassword();

If username = userl password = passwordl
return: userlEthadd

1: 2FA via Smartcontract

Call function in smart contract: TokenGeneration(user1Ethadd);
prove: msg.sender;

If approved

Token: unit256(unit256(keccak256 (abi.encodePaked (Block.timestamp,
Block.difficulty)));

return: userltoken=Token;

request signing from user1l

require web3 require abiEth

Contract=contractaddress &API

10: Tx=transaction.sign(userltoken);

11: call.proveToken(userltoken);

12: If userltoken = Token)

13: return: True

14: else

15: return: False

PN R

Y N

4.7 Implementation

This section explains the technologies used and the implementation process of our
system. The prototype is made up of two main components, the smart contract and

the decentralised web application.

4.7.1 Smart contract implementation

We used the Ethereum blockchain to create our proof-of-concept prototype. Our

key motivation for selecting the Ethereum blockchain is the amount of support
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available due to its popularity and the ability to implement smart contracts on its

network. Our smart contract was written in Solidity, a contract-oriented high-level
programming language that is used in Ethereum blockchain systems to construct
smart contracts. We used the Ethereum web browser-based IDE Remix (Remix n.d.)
to build, test, and deploy the smart contract on the Ethereum network. Additionally;,
we measured gas consumption using the debugging tools included with the Remix
IDE. The IDE also includes a compiler for testing smart contract functionality. Our
contract uses a token-indexed mapping data structure to map the client’s public
key to its access token. The smart contract’s unique address (a 40-characters
hex string) can be used to access it. The blockchain API allows our software to
communicate with the smart contract. The smart contract was accessed via a
REST API endpoint on an Ethereum node run by Infura (The world’s most powerful
blockchain development suite n.d.) rather than our own Ethereum node. We used the
web3.js Ethereum JavaScript Application Programming Interface to interface with
the Ethereum blockchain and our application (API). The APIs and developer tools
provided by Infura enabled rapid and scalable access to the Ethereum networks.
The web3 JS library, which communicates with the smart contract via RPC, will be

used to access all of the smart contract’s services.

4.7.2 Decentralised web app

Our decentralised web app will present data obtained from sensors into the web
interface. The decentralised web app allows for account creation, login, and
communication with Ethereum smart contracts. There is a backend and a frontend,
both of which use node.js servers, and they are hosted on an Apache server. Multiple
interfaces are created using web front-end technologies, including HTML5, CSS,
Bootstrap, jQuery and JavaScript, to facilitate user-to-blockchain interaction. All
the blockchain functionality and services are available as representational state
transfer application programming interfaces (REST APIs) that web clients or [oT

devices may access. The client will communicate with the REST server, which
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allows the end-user to execute appropriate APIs and submit transactions using

HTTP GET or POST requests. The backend is implemented using the node js
framework, which includes a server that reads data from a digital temperature
and humidity sensor. We'll need a way to dependably store the flows that each
user produces because container file systems aren’t persistent. We took advantage
of Node-RED, which provides an API that allows us to specify how and where
things are shown. We wrapped the collections in MongoDB and used the passport-
local-mongoose plugin to handle the password hashing. Finally, to develop the
sensors prototype, a DHT22 sensor and an ESP8266 NodeMCU were used to read
temperature and humidity measurements and then communicate them to a remote

Nodejs application.

4.8 Evaluation

This section presents the evaluation findings of the performance of the proposed
IoT blockchain platform. The evaluation system runs Ubuntu Linux 20.04 LTS
on an Intel Core i5, 3.00GHz processor, and 8 GB RAM. Several experimental
tests were conducted utilising various performance measures in order to present a

comprehensive picture.

4.8.1 End to end delay

The service execution time comprised the time it takes to send a transaction request
as well as the time it takes for the web client to receive confirmation. We calculated
the overall duration of establishing a secure connection using our system’s internal
timing function. We note that Two major transactions must be performed in order
for a user to complete the authentication process, invoking features in the smart
contract that assist with authentication. The TokenGeneration() function is used
to produce the client’s access token. Second, we have the SetToken function ().
Other smart contract operations, such as RetrieveTokeen(), which our application

uses to retrieve users’ signed tokens, are defined as view functions, which have
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no CPU overhead, delay, or cost because they just read the state of the blockchain

without altering it. Our testing revealed that the authentication process takes up to
22 seconds to finish, which is a significant amount of time. This is a well-known
risk associated with the open Ethereum blockchain. This is because transactions
take an average of 15 seconds to complete. However, when this is compared
with realaworld applications that depend on a third party for implementing two-
factor authentication, it has also shown a considerable delay. For instance, Reports
showed that SMS can fail to get to the end-user about 15% to 25% of the time
(BrankoviA, 2021). SMS centres can become obstructed as a result of the huge
amount of data sent over SMS obsolete channels, including government organisa-
tions, which frequently causes disruptions and delays in regular data transmissions
(Thatha, 2012). It has also shown a considerable delay in email-based 2FA, which
experiences significant delays on congested networks.

As a result, this would only be an issue for programmes that require argent
access to the public ledger. Additionally, by applying our approach in a private
permissioned blockchain, we may considerably improve its effectiveness. Along
with the private chain, switching from the PoW consensus method to a less compu-
tational mechanism such as Proof of Stake (PoS) (Siim, 2017) or Proof of Authority
(PoA) (Wood, 2015) greatly reduces the time required to mine the block and also

speeds up transactions.

4.8.2 Transaction’s cost

The gas cost of each event in the system will then be calculated. We tested our
proposed technique on the Ropsten Ethereum test network. The most significant
cost, according to our findings, is the cost of deploying the smart contract. This
action, however, will only be performed once when the system is first configured.
The cost of deploying our smart contract was around 0.000101ETH Ethers, which
equated to $0.03732657 on October 17, 2020, average Ether price of $369.57 (Coin

Market Cap, n.d.). In comparison, the cost of calling a smart contract function
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was around 0.000041ETH, or $0.01515237 per transaction. However, due to

the financial considerations involved, our version is not dependent on the main
Public Ethereum network. Instead, we constructed our implementation on the
Ropsten test net, which offers a faucet to request free Ethers to this testing network.
Our approach showed up to 0.000041 ETH (41000 gas units) per transaction
compared to GnosisWallet (ConsenSys, 2019), which requires 275k gas units,
TrezorMultisig20f3 (Capital, 2019) requires up to 95k gas units, and SmartOTP

(Homoliak et al., 2020), which requires up to 150k gas units per transaction.

4.8.3 Security of our system

This section will highlight our proposed approach’s security against security attacks.

We'll start by assessing our model’s security margin against various threats.

4.8.3.1 Man in the Middle attack

The proposed architecture will make use of the blockchain’s cryptographic signature
to assist prevent MITM attacks. The user will be required to sign the challenge
using their private key in order to gain access to the system. The system will stay
secure against such attacks due to the fact that authentication is performed via a
smart contract on the Ethereum blockchain. The main difference between our work
and the other existing 2FA that are using encryption is that some of the approaches,
such as the work presented in (Amrutiya et al., 2019), which proposed a use
case for adding an extra layer of protection to the OpenSSH server, a commonly
used application for the Secure Shell (SSH) protocol. However, their system’s
token does not meet the standard for a token, which is to be a one-time usable
password. Another similar work was presented in (Alharbi and Alghazzawi, 2019),
which proposed a framework that utilises Blockchain technology to complete the
2FA process. The proposed framework sends an encrypted OTP generated by a
smart contract and its hash value to the application website. However, this system

continues to deliver the token through SMS using OTP-SMS. If the phone is lost
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and the attackers manage to take control of it, they can obtain the token and gain

access to the system.

In contrast to previously suggested alternatives, our methodology incorporates
the use of blockchain as a separate channel for facilitating the dissemination of
the second factor (Token). The methodology employed in our study involves the
utilisation of a smart contract to generate, distribute, and authenticate the access
token. The smart contract will generate challenges of a random nature, which
necessitate the signing process through the utilisation of the private keys associated
with the users’ mobile wallets. Therefore, users are portrayed as real persons who

can completely express themselves through their mobile devices.

4.8.3.2 Cryptographic attack

Our system is reliant on the Ethereum test network, which is open to the public. The
cryptographic design of Ethereum is broadly acknowledged among cryptocurrency
systems that use the KECCAK-256 hash algorithm, which is used by Ethereum. As
a result, our approach, like other Ethereum keypairs, is immune to brute-force

attacks.

4.8.3.3 Attacker on the network

Because our system is based on the Ethereum public test network, transactions
will be exposed to all nodes participating in the blockchain system and to any
users performing a simple blockchain lookup. As a result, further care must be
taken to prevent attackers from compromising the system by authenticating to the
web server using an existing token. Our system is immune to such attacks since
our smart contract generates and maps a unique challenge to a particular user.
Additionally, we demand that the user sign this challenge using his or her private

key in order to complete the process and allow system access.
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4.9 Conclusion to this chapter

This chapter provided a proof-of-concept design and implementation of a blockchain-
based two-factor authentication system for web-based access to sensor data. The
proposed method provides a user-centric and lightweight authentication solution.
The proposed approach makes advantage of the Ethereum blockchain’s smart
contracts scripting capability. The proposed solution excludes the use of a third
party to maintain the two-factor authentication process or OTP generation and
validation. We employed the use of blockchain decentralised identity features to
allow users to have full control of their authentication information rather than have
it managed by a third party. In addition, our approach will enable users to store
their identities straight in their mobile wallet app. This will allow users to represent
them-self as real people. This chapter goes further and provides performance and
security analysis to prove the feasibility of the proposed solution. Based on the
evaluation results, our method has proven to be effective and has the ability to

facilitate reliable authentication.

99
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Decentralised identity and authentication

mechanism for MQTT protocol

5.1 Introduction

The publish and subscribe messaging model has proven itself as a dominant mes-
saging paradigm for IoT systems. An example of such is the commonly used
Message Queuing Telemetry Transport (MQTT) protocol. However, the security
concerns with this protocol have presented vital security challenges in most [oT
applications. For example, the MQTT protocol does not have secure authentication
mechanisms implemented and leaves that task to the developer as all the included
native security services are fragile. To improve the security of MQTT, this chapter
proposes a decentralised solution involving a lightweight authentication and au-
thorisation scheme together with a decentralised identity system to manage the
users’ identities. The proposed mechanism helps in facilitating the authentication
for both subscribers and publishers by utilizing a smart contract in Ethereum block-
chain to guarantee trust, accountability and preserve user privacy. We provided a
proof-of-concept implementation to prove our work, which involves a decentralized
MQTT platform and dashboard using our approach. The usability of this approach
was further analysed, particularly concerning CPU and memory utilization. Our

analysis proved that our approach satisfies IoT applications’ requirements since it
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reduces the consumption of resources and that smart contracts help in the auto-

mation of data management processes. The remainder of this chapter is organised
as follows. Section 5.2 provided an overview background on the MQTT protocol.
Section 5.3 identify the problem with current MQTT protocol, and the related
work is presented in section 5.4. The proposed approach is presented in section
5.4.1. The whole authentication process and system design are described in section
5.5. The decentralised identity model is discussed in section 5.6. In section 5.7,
we described the implementation of our mechanism. To evaluate our work, we
provided an intensive performance evaluation in section 5.8. and security analysis
in section 5.9. Finally, we concluded the chapter and provided a suggestion for

future work in section 5.10.

5.2 Overview of the MQTT messaging protocol

The HTTP is currently used in a request-reply messaging model to facilitate web
data exchange and handle data acquisition from the hardware. However, it has
proved unsuitable for use in resource constrained IoT systems (Yokotani and Sasaki,
2016). Since IoT is mainly used in resource-constrained devices, its protocols
mandate that it uses low energy, gives back a real-time response and less bandwidth.
The use of CoAP (Shelby et al., 2014) provides a temporary fix as a lightweight
request-reply protocol that is ideal for resource-constrained IoT systems due to its
low level of consuming resources. However, it lacks the portability and scalability
required by most functions. Over the past several years, various messaging models
have emerged known for their resource efficiency and low communication overhead
(Jaikar and Iyer, 2018). This includes NesC (Gay et al., 2003), LooCI (Hughes
et al., 2009) and MQTT (Standard, 2014). The MQTT messaging protocol is a
lightweight publish-subscribe messaging protocol popular for key advantages over
others, such as low energy consumption. It can also be used from smartphones, a
functionality that other models such as the COAP fail at.

Compared to the HTTP protocol, MQTT has superior features when used on
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android devices by slowing down energy consumption. Most IoT devices will often

depend on the MQTT protocol to exchange data. MQTT, which is now registered
under the standard ISO/IEC 20922:2016 is specifically created for IoT and requires
low energy, offers real-time response and less bandwidth (Standard, 2014). MQTT
relies on TCP/IP, Bluetooth or UDP, thereby a lightweight protocol that requires
constant connection and minimizes messages. The use of MQTT offers various
benefits such as low energy use and can be used across all smartphones. The MQTT
session is separated into four parts: connection, authentication, communication,
and termination (Standard, 2014). Each of these steps is described in more detail

further into this chapter.

5.2.1 The Publish-Subscribe Messaging Model

A publish-subscribe communication model is made up of three main components.
These are the subscriber, the publisher and the broker, as shown in Figure 5.1
below. The broker receives messages from the publishers, which are in the form of
topics. The topic in this case is the metadata that has the information about the
data in string format. Under the MQTT protocol, the process starts by the creation
of the TCP/IP connection by the client to the broker. The client then moves to the

authentication phase.

5.2.2 Users’ identities

User identities are determined using identity management methods. Most current
systems have their user’s identities controlled and maintained by third-party ap-
plications or protocols such as single-point services or identity providers. However,
the main issue with this approach is that identity is owned by the mentioned
providers rather than the rightful owners. As blockchain technology grows the
use of self-sovereign identities (SSI) (Tobin and Reed, 2016) has increased, which
utilised the benefits associated with decentralisation. The use of SSI allows users to

control and own their personal identities and other benefits such as decentralised
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Figure 5.1: MQTT messaging protocol

control and privacy. For SSI to be realized, there is a need for the implementation
of two key standards, such as Verifiable Credentials (VCs) (Longley et al., 2019)
and Decentralized Identifiers (DIDs) (Reed et al., 2020). VCs are instrumental in
facilitating the authenticated attribute disclosure and the privacy-aware while DIDs

focus on cryptographic identification.

5.3 Problem definition

Currently, the large-scale deployment and adoption of IoT have increased privacy
and security challenges. IoT remains vulnerable to attacks because: a) being that
communication is wireless, the system faces increased risks of attacks such as
message tampering, message eavesdropping and identity spoofing. b) most devices
will often have access to limited resources that will prevent them from effecting
advanced security solutions (Samaila et al., 2018). These resources include pro-
cessing capacity, memory and energy. Another key challenge faced by IoT is the

centralisation of efficient security solutions such as Public Key Infrastructure (PKI),
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which Ileads to scalability issue owing that there are thousands of nodes connected

in such an environment. IoT is also plagued by integrating new scenarios or services
since each component relies on a different type of architecture, deployment and
security approach. In addition, IoT related issues such as privacy and security
remain the most critical issues that plagued the use of IoT systems. For instance,
there are a number of issues and vulnerabilities that arise from different scenarios
in both the devices and protocols. An example of a potential source of vulnerability
to IoT systems is the use of the Message Queueing Telemetry Transport (MQTT),
which only comes with a weak security mechanism. The authentication system uses
a connect message to transmit the username and password in plain text. The choice
of the security approach is left to the application designer. The Transport Layer
Security (TLS) (Dierks and Rescorla, 2008) is not mandatory while most real-life
applications will rely on it, which increases the likelihood of bad or incomplete
implementations of security approaches and protocols. This creates the need for
new approaches to enhance the security of MQTT.

In Turing to rectify the previously issues, the main contributions of this chapter
can be summarised as follows. Firstly, it introduces a decentralised and light-
weight weight approach, which embodies a methodology to achieve authentication
of remote IoT devices without relying on any third party. Secondly, proposed
a blockchain-based authentication and authorisation mechanism for the MQTT
protocol. Thirdly, developed a decentralised identity system to manage the users’
identity. In addition, the development of a smart contract in the Ethereum block-
chain to facilitate the publisher and subscriber access to the MQTT broker without
the need for a centralised trust. Finally, provided a proof-of-concept implementation

to verify the feasibility of our solution.

5.4 Related work

The security of the Internet of Things has received significant interest from the

scientific society. A significant of current researches are focused on the authen-
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tication and authorisation in the IoT messaging and communication protocols.

An example of such researches, the works presented in (Patel and Doshi, 2020)
(Pahlevi et al., 2019) (Lohachab et al., 2019) (Bali et al., 2019) (Cruz-Piris et al.,
2018) which provided authentication and authorisation solutions for the MQTT
messaging protocol. However, the main issue with these approaches is central-
isation. The problem with the centralised authentication approaches is that it
requires to store authentication data on a centralised local server, which is prone to
a single point of failure. Similar to our approach, the work presented in (Buccafurri
and Romolo, 2019) has a similar focus as it is presenting a blockchain-based OTP
authentication approach for resource-constrained IoT devices. The implementation
is based on MQTT protocol. The Ethereum blockchain is being used to provide an
independent channel to manage the second-factor authentication through the use
of a smart contract. Similarly, the authors in (Buccafurri et al., 2020) proposed a
blockchain-based OTP authentication scheme for the MQTT messaging protocol.
The proposed approach utilises Ethereum blockchain to provide an out of band
channel for implementing the second-factor authentication. Our approach advant-
age in comparison with other approaches is that it provides an integrated solution.
In addition to authentication, our smart contract is also responsible for managing
the user’s policies and the authorisation. Therefore, our mechanism works as access
control to prevent unauthorised access to the IoT systems. Besides, storing and
sharing a secret between entities remains a challenging task as it requires a secure
channel before it can be proven via blockchain. Therefore, the random challenge
generation process in our approach is also based on the smart contract. The smart
contract uses the blockchain-based random values to act as the source of entropy,
facilitating the random challenge generation. This will help in reducing the risk
associated with storing, protecting and sharing a secret between a verifier and a

prover.
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5.4.1 The proposed solution

To resolve significant privacy concerns that arose from relying on a third party to
maintain trust and maintain customers’ sensitive data, which makes it vulnerable to
misuse and attacks, and remove the need for remembering passwords and prevent
weak passwords from being used for authentication, we proposed using blockchain
technology to facilitate decentralised authentication and authorisation in the MQTT
messaging protocol. We will rely on Ethereum blockchain, which allows us to use
smart contracts. We rely on smart contracts to implement on-chain access control
decisions and other policies. We rely on smart contracts to implement on-chain
access control decisions, set the users’ policies and register the client’s remote
devices. We will also use smart contracts in our approach to storing a trusted
mapping between the authorised access’s public key and its access token. The
smart contract is responsible for any operations involved with the authorisation and
authentication process such as the whitelisting of all addresses that authorised the
access token, generating the users’ tokens, and retrieving access tokens issued for
the authorised users. The smart contract will also be responsible for authenticating
users by receiving signed challenges from users.

The smart contract issues the tokens used by the subscribers and publishers to
connect to the MQTT broker. The users can interact with the smart contract by
issuing transactions signed by their private key. The hash of the used key is taken
to be the user’s address and will be used to associate the user to their access token.
Our proposed approach will reduce the entropy required and storage requirements.
As the smart contract will generate access tokens and manage the authentication
process; therefore, there is no need for users to store their tokens locally. The access
token will serve as a one-time password (OTP). A simple lookup in the distributed
ledger will help verify the authenticity and integrity of all the tokens. Our solution
further looks into the provision of decentralised identity management services
such as secure and fair exchange, revocation and verifiable credentials by using

the power of smart contracts. During the programs preliminary phase, users are
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prompted to register their remote devices, assign users to specific topics, set policy

for the users and get back a verifiable claim. The smart contract helps in assigning
the users’ policy, after which we implement a decentralised identity model, which
will be tasked with managing the users’ identities. The users will have the ability to
control their identities. This will be made possible through the use of self-sovereign
identity (SSI). For this, we will utilise Uport decentralised identity functionality,
which will help us to securely share and communicate information between the
user’s mobile application to our application. With our approach, we no longer need
a central trusted authority. The application allows user to store their information
straight on their mobile devices, which can be accessed during the validation phase,
which makes use of our decentralised web application to retrieves users’ credentials

and request signing from the user.

5.5 The System designs

Before we can proceed to the authentication procedure and formalise the required
concepts, it is important that we extract our solution’s model. Our system estab-
lished a link between the blockchain system and the MQTT components (broker,
publisher and subscriber). Our system has three main entities: the Blockchain,

MQTT system, and the decentralised identity system.

5.5.1 The blockchain system

Blockchain in our model is used to store information in a distributed manner
while maintaining consistency. For this, we used Ethereum blockchain, which
allows smart contracts to be deployed in their blockchain system. The smart
contract is used in our approach to interfacing with data stored on the blockchain.
We developed our smart contract to set the users’ policies and register the client’s
remote devices. We will also use smart contracts in our approach to storing a trusted
mapping between the authorised access’s public key and its access token. The

smart contract is responsible for any operations involved with the authorisation and
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authentication process such as the whitelisting of all addresses that authorised the

access token, generating the users’ tokens, and retrieving access tokens issued for
the authorised users. The smart contract will also be responsible for authenticating
users by receiving signed challenges from users. It works similar to the PKI, as
the client identity denotes the public part of the asymmetric key pair. This will
guarantee that anyone has access to the blockchain can verify the authenticity of

the message signed by the owner of the keypair.

5.5.2 Subscriber/Publisher

Our system’s subscribers and publishers will be the Ethereum clients, all who have
a public and private key that facilitates transactions with the Ethereum blockchain.
When looking to distinguish subscribers and publisher authentication in MQTT,
our system’s subscribers represent clients who need to connect to the broker and
subscribe to a specific topic to receive data published from the publishers on that
topic. In contrast, Publishers are the resource-constrained IoT devices, mainly
the sensors which need to authenticate to connect to the MQTT broker to publish
their sensor reading in a specific topic. Anytime a publisher or subscriber initiates
a connection with the broker, they will receive a challenge back from the smart
contract. This will work as the first step towards security as the only authorised
addresses can receive a challenge to sign it. The subscribers and publishers rely
on the private key to sign a transaction and send the challenge back to the smart
contract, enabling them to interact with the smart contract and cryptographically
prove their identity. The challenge will serve as a one-time password to access to

the broker.

5.5.3 The MQTT broker

The MQTT broker is similar to publishers and subscribers as all are on the Ethereum
blockchain and have a public and private key. When the MQTT broker receives a

connect request from a client, it will first extract the client ID, which is the public
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Figure 5.2: The proposed solution for authentication

part of the client key pair. Then the broker will send the client’s public key to
the smart contract. The smart contract will verify the user’s permissions in the
blockchain. If it is allowed access, the smart contract will generate a challenge
and assign it to the client. Then the client signs the challenge using the private
key and authenticates to the smart contract. This challenge will serve as a one-
time password to access to the broker. The broker will authenticate the client
through the smart contract and verify the procedure’s correctness. The broker is no
longer needed to reside in a specific physical location when using our MQTT-based
architecture. That is, the broker can reside on the cloud or run on a specific host. A
general overview of our proposed approach is illustrated in Figure 5.2 below.

1) The user first registers remote devices and set users’ policies. 2) Publisher
or Subscriber send a connect request to our MQTT broker using their public keys
as a client ID. 3) The MQTT broker signs a transaction and sends the client ID to
the smart contract to be authenticated. 4) The smart contract verifies the user’s
permissions and generates a challenge to be mapped to the client public key. 5)
Publisher/Subscriber signs the challenge using their private key. 6) The broker

verifies the procedure’s correctness and connect the client.
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5.6 The decentralised identity model

This section presents our decentralised identity model. For this, we proposed a
self-sovereign identity model to preserve the privacy of our users. Therefore, giving
them more control over their personal data rather than have it managed and stored
by a third party. We utilised Uport identity (Lundkvist et al., 2017) to help with
storing the identity data on the user’s mobile wallet, which allows for the enhancing
of MQTTs security. Our system recognises users as real people with the flexibility
to express themselves fully when interacting with the smart contract compared to

having them as abstract hex-encoded addresses that interact with each other.

5.6.1 Registration

A new user needs to download the Uport identity mobile app. The users will
then have public/private keys, which will be stored on their mobile devices. The
user’s private key will be stored securely in the client’s mobile device and used
to sign transactions from the client’s account. First, the owner is supposed to
associate his/her user’s identity with the Ethereum public key. For this to happen,
the resource owner has to access our decentralised web application. The users need
to register to our decentralised web application by clicking "Register Using Uport"
on our website. The application will then redirect the user to a new QR code page.
The user needs to scan the QR code using his/har Uport mobile app in order to
allow the web application to receive the user’s credentials from the user’s mobile
wallet. Then the user will be redirected to a form that needs to be completed by
the resource owner. The user requires an IoT device that can communicate with
the broker and the blockchain to help authenticate the owned remote IoT device.
The user needs to submit the required information, such as the remote device ID
(public address), the user’s roles and topic name. The web application will proceed
and calls functions on the smart contract that set the users’ policies and add the

remote IoT devices to the user’s web of trust. After that, the user will receive a
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Figure 5.3: The registration model

verifiable claim in their Uport mobile app. Each claim has to have a corresponding
security token, which helps with requesting the proof of the claim when a client
needs to login to the web application. The registration process is shown in figure

5.3.

5.6.2 Login to the user’s dashboard

The subscriber needs to login to the user’s dashboard and gets authenticated
through the smart contract to access the broker. When a subscriber requests access
to the broker from the web interface, it first needs to click "Login with Uport"
button on our website. The web application will begin by requesting a verifiable
claim from the client before it requests access to the MQTT broker. The verifiable
claim will be requested via a QR code, which needs to be scanned by the user’s
Uport mobile app. The web application will extract the client ID, topic name
and the action requested (publish or subscribe) from the verifiable claim. The
application will then send a connect request to the broker to request access and
pass this information to the broker. The broker will then start the first step toward
authentication by querying the smart contract to verify the user’s permissions. This

done by sending the client ID, a topic and the requested action (subscribe/publish)
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Figure 5.4: The user’s login and verification

to the smart contract. The smart contract will verify the user’s policies. If it is
permitted, the smart contract will generate a challenge. The users can then use the
Uport app on their mobile to sign the challenge using their private key. The user
will get notified of the request on their Uport app and will be asked to either deny
or approve. The approval needs to be confirmed using the user’s fingerprint or pin
code of their mobile, allowing users to present themself as real people. The final
step in the authentication involves retrieving the verification result by the broker
from the smart contract to establish an authorised connection with the client. The

user’s login and verification process is presented in Figure 5.4 below.

5.7 Implementation

This section describes the implementation of our system and explaining the techno-
logies that were used. For the purposes of the implementation of our framework,
we will rely on MQTT with the Ethereum blockchain framework. Our prototype

contains three main components, the decentralised web application, a smart con-
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tract for interfacing with data stored on the blockchain, and the MQTT application,

which contains the broker, subscriber and publisher. We relied on Ethereum block-
chain, the most prominent cryptocurrency measured by the market capitalisation.
The primary impulse behind our choice of Ethereum blockchain is the amount
of support that is provided due to its popularity and the ability to deploy smart
contracts to their network. We implemented our smart contract in Solidity, the
Turing complete language that designed to develop smart contracts in the Ethereum
blockchain system. To write, evaluate and deploy the smart contract in Ethereum
network, we utilised the Ethereum web browser-based IDE Remix (Remix n.d.).
The role of the contracts in our implementation is similar to the ones of self-signed
certificates. It implements any function that carries out operations in the author-
isation and authentication process and generates access tokens for authorised
users. To implement the MQTT broker, we adapted the open-source Mosca MQTT
broker (Collina, 2013). The MQTT broker helps with data exchanging between
the publishers and subscribers, or between devices and the web and mobile applic-
ations. We also built a publish/subscribe client application in JavaScript, which
uses MQTT library called PAHO (paho n.d.). We relied on the JavaScript API to
bridge the block chain’s framework to the MQTT application. We then considered
the need for a user dashboard to allow the subscribers to connect to the broker
from the web interface. It additionally helps subscribers with reading the data
detailed regarding specific topics. Our web application consists of various types
of resources. These include the HTML templates, JavaScript files, CSS files and
server-side implementation code. CSS and images files are used as static resources
and particularly influence the display of our application. We implemented our
web-server to host the website on ubuntu using apache server. The web-server is
built to demonstrate how our decentralised web-based solution can allow users
to communicate with blockchain to set users’ policies and managing their iden-
tity to subscribe to the broker securely. The user interface communicated to the
MQTT broker through a Web Socket. Therefore, the exchange of data will occur in

real-time. Running the MQTT over a WebSocket to allow implementing MQTT in
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the user interface. To allow the communication between our application and the

Ethereum blockchain, we have relied on the web3.js Ethereum JavaScript API, to
interact with an Ethereum node run on Infura. We will then use Ethereum-based
Uport identity mobile application as an Ethereum user’s wallet. We have provided
an open-source code implementation of our project in GitHub (BC-of-Every-Thing,
2021). The project’s root directory contains three main components. The first
folder is the web app folder, which stores the source code for the front end and the
back-end implementation of the web application, including the registration web
page and the login web page. Secondly, the smart contract folder, which hosts the
solidity programming code for our implemented smart contract. Finally, the MQTT
folder, which contains the Broker and publishers’ JavaScript implementation, which

are based on the open-source Mosca MQTT broker.

5.8 Evaluation

5.8.1 Performance analysis

To evaluate our system’s performance, we have implemented the MQTT broker
and clients based on our proposed scheme. We compare our approach with the
build-in authentication of the MQTT and the authentication over a secure TLS
channel. Compared with TLS, our approach’s memory utilisation is around 200 MB
less than the TLS, as shown in Figure 5.5. This is a significant factor for efficient
IoT applications. From our evaluation, we observed that the current TLS, which
is being used widely to secure authentication on the MQTT, is consumed a higher
RAM than our approach because it requires to allocate additional buffers. TLS will
also cause more overhead for each MQTT message sent. However, the overhead is
varied at runtime depending on the cypher suite used for the TLS connection.
Moreover, we observed that the computational overhead of the TLS scales up
to 81% of the CPU, while the CPU overhead of our approach is around 24%. Our

approach is around 57% less in CPU overhead compared with the TLS. Our analyses
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Figure 5.5: Memory Utilisation

Figure 5.6: CPU Utilisation

unveiled that the initialisation of the authentication is the heaviest operation, as
shown in Figure 5.6 below. TLS handshake has shown significant CPU overhead
when the clients connecting to the MQTT broker, particularly with a certificate that
uses a large key length. It has also shown a high drop in processor usage after the

publishers and subscribers have connected.
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5.8.2 Transactions cost

In this section, we are going to evaluate the gas cost of each event that happens in
the system. We used the Rinkeby Ethereum test network for testing our proposed
system. For reliable results, we will rely on using a public test network compared
to a private one. Our result showed that the highest cost is the cost associated
with the deployment of the smart contract to Ethereum network. However, this
action will only be performed once when setting up the system for the first time.
The cost of deploying our smart contract was around 0.000101ETH Ethers, which
corresponding to $0.03732657 using the average quotation of $369.57 per Ether on
October 17, 2020 (Coinmarketcap, 2022). In contrast, the cost of calling a function
in the smart contract was around 0.000041ETH, which equates to $0.01515237 per
transaction. Nonetheless, this cost is variant, as it depends on the time expected
for sending the transaction and the storage and computational resources required.
However, it is necessary to stress that our implementation is not based on the main
Public Ethereum network because of the financial costs included. Instead, we built
our implementation based on Rinkeby test net, which provides a blockchain testing
environment with similar characteristics to the Ethereum’s main public network,
and without financial cost as Rinkeby provides a faucet to request free Ethers to

this testing network.

5.8.3 End-to-end delay

We observe that in order for a user to complete the authentication and get au-
thorised access to the broker, two main transactions need to be performed, which
call functions in the smart contract to facilitate the authentication process. The
first function is the acessToken (), which is called from the broker to authenticate
the user through the smart contract. The problem with this function is that the
values that need it to perform as a source of entropy to facilitate the generation
of the random challenge are depending on the block mining process because it

needs values such as block’s timestamp and the block difficulty, which will not be
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available until the block is mined. Therefore, for a user to get authenticated via a

first factor and receive a challenge to be signed by the user, it needs around 13-15
second. Furthermore, it will also need another 13-15 seconds to sign a challenge
to be sent back to the smart contract. Besides, other functions are defined as view
functions, in that they incur no CPU overhead, delay or cost as they only read
the state of the blockchain without doing any forms of modification, such as the
getClientToken(), which is used by the broker to retrieve the token that submitted
by the user. However, the issue of blocks being mined too slowly will not be a big
problem for two-factors authentications and similar approaches. In comparison
with real-world applications that depend on a third-party for implementing two-
factor authentication, it has also shown a considerable delay. For instance, emails
and SMS experiencing a considerable delay at the busy networks. Therefore, this
would only be a problem for applications that need argent access to the public
ledger. Moreover, our approach can be significantly improved by implementing it in
a private permissioned blockchain. In addition to the private chain, replacing the
PoW consensus mechanism with another less computational mechanism such as
PoS or PoA will significantly reduce the time needed to mine the block and would

also improve the transactions speed.

5.9 Security analysis

5.9.1 Compromised Website

A common threat that will affect any website is the attackers who have gained
access to a website where a user has an account. Therefore, attackers might gain
access to the user’s password and other accounts that use the same password.
In our system, we eliminated using a user password to gain access to the user’s
dashboard and authenticate to the MQTT broker. Instead, we rely on verifiable
credentials, which refer to the assigned DID. Our approach assures a high level of

confidentiality and integrity. It is backed with the issuer’s DID and its cryptographic
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proof to secure data transfer between users and our web application.

5.9.2 Cryptographic attack on the user’s keypair

The cryptographic schema used by Ethereum is being widely accepted within the
cryptocurrency systems, which based on the KECCAK-256 hash function. The
probabilities of guessing a randomly produced Ethereum private key are 1/(22°9),
which is equal to 1 in 115 quattuorvigintillions (ABDELRAZIG ABUBAKAR et
al., 2021). This is approximately around the number of atoms in the universe.
We sustain the same brute-force resistance similar to other Ethereum keypair.
Therefore, if this a potential attack in our users’ keypairs, it would can then be

possible in any other Ethereum wallet.

5.9.3 Physical access to a user’s device

Our solution will guarantee strong security against an attacker who gained physical
access to a user’s device, as Uport client application on the user’s smartphone stores
the user’s private key securely in an encrypted file. The application decrypts the
user’s private key once the user has provided their fingerprint or device pin code.
However, in a situation where the attacker possesses the user’s mobile device and
their pin or fingerprint, the attacker will have total control over the identity linked
to it. The attacker can then add new subscribers and publishers to the user net of
trust. The attacker will also be able to sign a transaction from the victim account to
the smart contract and get authorised access to the MQTT broker. To overcome the
risks of such an attack, we proposed the use of the recovery mechanism provided by
Uport identity. Uport addresses problems such as this with a delegation mechanism,
which built into special contracts called the controller contract and the proxy
contract. This allows Uport users to recover their identities in the event of such an

attack.
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5.9.4 Attacker on the network

Our system relies on Ethereum public test network, it therefore, transactions will
be available for all nodes involved in the blockchain system and other users who
perform a simple lookup in the blockchain. Therefore, more attention needs to be
considered to ensure that attackers do not compromise the system by authenticating
themself to the MQTT broker using an existing token. Our system remains resistant
against such attacks as our smart contract ensures that a unique challenge is
produced and mapped to a single user. We further require that a user sign this
challenge using his/her private key in order to complete the process and grant

access to the system.

5.10 Conclusion to this chapter

This chapter has presented a proof-of-concept design and implementation of a
blockchain-based authentication and authorisation schema. The provided solution
relied on Ethereum blockchain. Our solution further provided a decentralised
identity model that allows users to have full control over their identity and data
without the need for centralised authority to manage identity. In this chapter,
we described the implementation of our approach and the specific technologies
that were needed for the implementation. We have also provided analysis on the
performance together with the associated costs that our system uses. We observe
that our approach will provide a lightweight approach to facilitate authentication
of MQTT protocol in a distributed and secure way. However, our approach has
shown a high delay since the transactions require to be added to the blockchain but
still within an acceptable range compared with similar two-factor authentication
approaches that use a third party to maintain authentication like SMS and Emails.
On the contrary, our approach performs much better in the computation and storage
overhead as it has shown a negligible CPU and memory usage compared with the

TLS, which allows resource-constrained IoT devices to work in parallel with other
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applications without suffering from the overloading problem. It is feasible that our

approach satisfies the security requirements for IoT applications and meet future
demands. Overall, we hope our design provides advantages in the area of user

authentication compared to current alternatives.
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em sixth Chapter e

Blockchain-based Decentralised
Authentication and Access Control

mechanism for Medical Wearable Sensors

6.1 Introduction

Recent years have seen an increase in medical big data, which can be attributed
to a paradigm shift experienced in medical data sharing induced by the growth
of medical technology and the Internet of Things. The evidence of this potential
has been proved during the recent covid-19 pandemic, which was characterised
by the use of medical wearable devices to help with the medical data exchange
between the healthcare providers and patients in a bid to contain the pandemic.
However, the use of these technologies has also raised questions and concerns
about security and privacy risks. To assist in resolving this issue, this paper proposes
a blockchain-based access control framework for managing access to users’ medical
data. This is facilitated by using a smart contract on the blockchain, which allows
for delegated access control and secure user authentication. This solution leverages
blockchain technology’s inherent autonomy and immutability to solve the existing
access control challenges. We have presented the solution in the form of a medical

wearable sensor prototype and a mobile app that uses the Ethereum blockchain in
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a real data sharing control scenario. Based on the empirical results, the proposed

solution has proven effective. It has the potential to facilitate reliable data exchange
while also protecting sensitive health information against potential threats. When
subjected to security analysis and evaluation, the system exhibits performance
improvements in data privacy levels, high security and lightweight access control
design compared to the current centralised access control models. The remainder
of this chapter is organised as follows. The remainder of this chapter is organised as
follows. Section 6.2 provided a background on the EoHT. Blockchain for e-health
is discussed in section 6.3. The problem statement is discussed in section 6.4, and
the related work is discussed in section 6.5. Then, in section 6.6, we looked at
the proposed solution along with the system design in section 6.7. In section 6.8,
we described the implementation of our solution. The evaluation of the proposed
method is presented in section 6.9. Finally, we concluded the chapter in section

6.10.

6.2 Background

There have been reports of a dramatic rise in the number of medical patients across
different parts of the globe, making it difficult for patients to access healthcare
services. However, the healthcare industry has experienced significant growth
and changes in E-health applications, which have been attributed to the rise
of innovative technologies such as wearable medical devices and mobile cloud
computing (Javaid and Khan, 2021). The rise of the Internet of Things and
wearable technology has brought opportunities to help solve such challenges in the
healthcare domain. Such technology is facilitated by big data analytics and cloud
computing, which collect data from numerous individual devices and pool them
into big health data that can be used to derive valuable insights. This data can be
used by hospitals and medical institutions to link to other Electronic Health Record
(EHR) Data in a bid to facilitate disease diagnoses, disease treatment, and health

monitoring. This data can also be useful to insurance companies in coming up
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with strategic and detailed policies guided by individual characteristics, which will

be more beneficial to customers since they will get to choose insurance plans that
fit their medical needs (Tariq et al., 2020). The availability of wearable sensors
and mobile devices have enabled patients to handle their health data at home and
share it with a healthcare provider, facilitating timely medical access and support
from healthcare personnel. With the Internet of Health Things in place, healthcare
providers can monitor their patients and offer them care remotely, which helps in
healthcare delivery and is also economically beneficial to patients. The Internet of
Health Things also allows the tracking of patient health by healthcare providers,
who can, in turn, advise the patients and offer them the required medical services.
However, there are cases where patients will be unable to track and manage their

health records shared with the healthcare provider or even find it default to do so.

6.2.1 Blockchain and e-health

The advanced blockchain technology developments were first applied in crypto-
currencies such as Bitcoin (Nakamoto, 2008) and Ethereum (Buterin et al., 2014).
While blockchain technology remains significant in cryptocurrencies, it can also
be used on any application requiring secure authentication, such as IoHT. This
is because blockchain technology comes with a secure cryptographic technique,
which can be used to identify and authenticate systems and users, thus facilitating
access control in a secure, distributed, and scalable manner. Using blockchain
in such a system is critical for data control. E-health can rely on new security
features of the blockchain-based access control, which are more advantageous
compared to traditional access control solutions. One such advantage is creating
immutable ledgers containing transactions to be used in a data-sharing system,
thereby guaranteeing high system integrity and trustworthiness. Therefore, once a
transaction has been recorded, it cannot be altered or modified by anyone since
blockchain only records transactions and does not permit recovery actions to its

records (Tariq et al., 2020). Blockchain-based smart contracts have also proved
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critical in user verification and authentication (Ghaffari et al., 2020). The strict

access control policies in smart contracts are essential in the authorisation of users
and in detecting and preventing potential threats to IoHT systems. Finally, the
use of smart contract technology with blockchain eliminates the need for a central
server, therefore maintaining fairness among transacting parties. Since all the smart
contracts in the blockchain are public, all connected users will have a copy of the
smart contracts, getting equal rights to exercise control over contract operations

(Ghaffari et al., 2020).

6.3 Problem Statement

A secure data sharing infrastructure is needed to handle the sharing of health
data between institutions. However, this is marred by several changes regarding
interoperability, security, and privacy. Health data is categorised as highly privacy-
sensitive and storing it in a public cloud increases the risk of unauthorised access
and exposure. The current use of a centralised architecture in healthcare requires
a centralised trust for it to function properly. There is also the challenging task of
effective health data integration and healthcare systems operability, in addition
to users having little to no say regarding data collected on their health. To help
achieve self-sovereignty and increase the adoption of wearable devices and mobile
platforms, there is a need for improved versions of IoHT systems that protect user
privacy and provide user-centric access control. Operating on a central authority
has its own share of risks, such as single point failure, which is often solved by using
third parties to provide data backups, effectively increasing the risk of exposure
(Ometov et al., 2021). This necessitates the need to develop efficient access control
solutions for medical data sharing. On the other hand, there is considerable
potential for blockchain and decentralised technologies, which exclude the use of a
third party to manage the trust. Decentralisation of trust is increasingly becoming a
dominant trend, creating opportunities to manage authentication and authorisation

in a decentralised and autonomous manner. Therefore, blockchain technology can
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revolutionise healthcare applications by providing promising solutions that promote

healthcare security and performance. Through this research, we have worked on

designing a secure access control framework for medical wearable devices.

6.4 Related work

The global Electronic Health Records (EHR) market is predicted to expand from
around 30 billion in the year 2020 to 40 billion by 2025. However, the security
of the EHR remains a major challenge in managing EHR data (Al-Sarawi et al.,
2020). A significant of current researches are focused on security and privacy in the
IoHT. For instance, the literature in (Newaz et al., 2020)] (Xue, 2019) (Nahapetian,
2016) analysed the side-channel attacks that may be influenced by devices such
as wearable medical devices and smartwatches. Similarly, the authors in (Zhang
et al., 2014) (Nguyen et al., 2016) discussed the security issues of key negotiation,
data encryption and integrity during transmission. There have been several efforts
(Wu et al., 2017) (Joshitta and Arockiam, 2017) (Diez et al., 2019) to address
these security issues by proposing access control mechanisms for loHT. However,
the issue with these solutions is that they are centralised. The authentication data
needs to be stored in a centralised local server, prone to a single point of failure. In
addition, when encryption is used for authentication, some complex encryption
algorithms will also bring some problems, such as low computational efficiency,
increasing hardware power consumption, etc. Lately, several research efforts were
geared towards finding solutions to the key challenges of access control on IoHT by
proposing integrating blockchain technology with IoHT to meet the IoHT security
needs. For instance, the work presented in (Hammi et al., 2018) investigated the
blockchain applicability to overcome various security issues in IoT and proposed a
blockchain-based authentication mechanism. The main issue with the proposed
approach is that one system’s devices cannot interact with the devices in other
systems. Hence, it is not suitable for many distributed IoT applications that require

interaction with devices in different systems. Another approach was highlighted
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in (Guo et al., 2019), which proposes a hybrid architecture that provides decent-

ralised access control to the e-heath data by utilising both blockchain and edge
nodes. The proposed architecture uses blockchain to manage users’ identities and
access control policies. The e-health data is stored on the off-chain edge nodes
and implement policies defined in Abbreviated Language For Authorisation (ALFA)
to apply attribute-based access control that relies on the blockchain-based access
control logs. The proposed system was implemented using Hyperledger Fabric
blockchain. Similarly, the authors in (Yue et al., 2016) proposed an approach to
allow patients to grant access to their health information stored on a blockchain to
assigned individuals. In the previously proposed blockchain-based approaches, the
users’ health information is stored on the blockchain. However, the blockchain’s
ability to securely keep data has been questioned because of its complete trans-
parency, which is in conflict with the concept of confidentiality. Moreover, a key
feature of the blockchain is its ability to maintain data integrity while also making
it almost impossible to alter. Nevertheless, this feature may have both advantages
and disadvantages. The reason for this is that errors in data that are submitted to
the distributed ledger cannot be fixed, and in the event that individuals need to
delete their personal health data, they are unable to do so. In addition, solving the
privacy issue by placing the entire health records into a private blockchain would
considerably enlarge the entire chain size, demanding more storage at each node.

Our proposed solution differs from other existing solutions in that it does not
record users’ sensitive data on blockchain. However, blockchain is used in our
proposed method to provide decentralised authentication and access control for
wearable medical devices and its data. The smart contract in our system use
to manage user access. Furthermore, unlike the previously stated techniques,
our solution provides a decentralised identification system and introduces the
concept of self-sovereign identity. Furthermore, our system enabled decentralised
identification for IoT sensor devices, and the smart contract is used to manage the
identities of users and devices in a decentralised manner.

The main contributions in this chapter can be summarised as follows. First,
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proposed Blockchain-based authentication and authorisation mechanism for med-

ical wearable devices. Second, the development of decentralised access control
and data access delegation approach for sensitive medical data propagated from
the users’ health wearable devices. In addition, demonstrated a proof-of-concept
implementation of the proposed solution along with performance evaluation and
security analysis, which obviously proves the viability of our system to satisfy the

IoT security requirements.

6.5 The proposed solution

This study aims to adopt blockchain technology to design a secure framework for
medical wearable devices. To solve privacy and security challenges in IoHT systems,
we propose a blockchain-based decentralised identity system and privacy-preserving
data access control method to facilitate data sharing with the authorised people.
This will ensure that users have full control over their personal data instead of
having it stored and managed by a third party. The system’s architecture will adopt
a public blockchain structure. The proposed solution exhibits the effectiveness of
a blockchain-based access control mechanism, which allows for delegated access
permissions facilitated through a distributed ledger for information, services, and
any devices within the Internet of Health Things systems. To achieve secure data
sharing, users will have access permissions managed via a smart contract. This
means that the resource owner can set access rules and eliminate the need for a
third party to manage the data and determine who can access the data. To ensure
users’ health information security and privacy, it will be stored on a database
hosted on a trusted platform rather than on the blockchain. The use of blockchain
technology in this system remains for delegated access control and secure user
authentication. The proposed solution can be applied to various IoT applications
since it is suited to meet specific IoT requirements regarding defence against
attacks, lightweight, distributed nature, and scalability while also meeting the CIA

(Confidentiality, Integrity, and Availability) security triad requirements.
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6.6 System design

The proposed blockchain-based IoT platform will comprise four layers, as depicted
in Figure 6.1 : the users’ application layer, the healthcare IoT sensors layer, the

connectivity layer, and the blockchain service layer.

6.6.1 Users’ application layer

The application layer will provide a user interface for presenting data collected
from wearable devices into the users’ application interface. Wearable devices, such
as body temperature sensors and ECG, will collect health data from the users and
then upload them to a secure database hosted by our application. Once the data is
recorded, the users will remain the sole owner of their health data. Additionally,
this layer allows users and resource owners to manage their accounts and set users’
policies by communicating with the smart contracts on the blockchain. Only the
owner can grant, revoke or deny access to data to third parties such as medical
personnel. The users can grant the health providers access to their data when
seeking medical treatment or record data relating to a certain treatment to help

the professional monitor their health and improve or adjust treatment.

6.6.2 Healthcare IoT sensors layer

This layer is made up of different medical wearable devices that are capable of
communicating, storing data, and computing. Wearable devices help transform
original health data into an understandable format and sync it to an online account.
A user account can have either a single wearable device or multiple wearable

medical devices.

6.6.3 The connectivity layer

The connectivity layer offers routing management and is responsible for network

management, message brokers and security management, etc. The communication
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is made through the Message Queuing Telemetry Transport (MQTT) protocol

(Standard, 2014) which allows the transmission of sensors data from the wearable
device to the users’ application layer. MQTT is a publish/subscribe protocol where
the broker has to push information to the client, as opposed to the request/response
model that is currently used in the HTTP protocol, which requires a client to request
data. Once the medical sensors layer collects raw data, it is sent to a master MQTT
broker, which it works as a messaging broker to aggregate and distributes the data
to the resource owner or any other individual granted access by the data owner

(Standard, 2014).

6.6.4 The blockchain layer

We use an Ethereum-based blockchain on the proposed model to help store inform-
ation in a distributed manner. The reason for using an Ethereum-based blockchain
is because it allows the deployment of smart contracts in their blockchain system.
Smart contracts will be responsible for any authentication and authorisation pro-
cesses. Since using smart contracts would make interfacing data stored on the
blockchain possible, we developed them in such a way that they register the client’s
remote devices and can set the users’ policies. The smart contracts used in the
system will also store a trusted mapping between a public key authorised by the
user and its access token. The client’s identity will have the public part of the
asymmetric key pair and will be able to verify that the user accessing the blockchain
is using an authentic message signed by the key pair’s owner.

(1) Send connect request to the broker. (2) The broker sends the user ID to the
smart contract for authentication. (3) Smart contract generates a random value
(challenge) (4) the users receive the random value and sign transaction using the
user’s private key to be sent to the smart contract. (5) The smart contract sends
back the result of the process to the broker (6) The broker will then grant the user

access and connect the users.
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Figure 6.1: The proposed system design

6.6.5 System Entities

The proposed system is comprised of a number of entities such as clients, an MQTT
messaging server, and a smart contract. The clients include health wearable devices,

healthcare providers, and resource owners.

6.6.5.1 Resource owner

The system’s resource owners are the Ethereum clients, who have both a public
and private key. Users issue transactions signed by their private key, whose hash is
taken to be the user’s address and associated with their access token. Before using
the system, the users will be required to set user policies, assign users to specific
topics and register their remote devices. After registration, the users will be able to
control access to their health data. This will be achieved through the mobile app,
which can share and communicate user data securely to the smart contract. Our
approach does not require the data to pass through a central authority as users can

use their device storage to store their credentials.
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6.6.5.2 MQTT messaging server

The MQTT broker is responsible for providing sensor readings and processing user
requests. The broker is similar to other users in the system since they are all on the
Ethereum blockchain and have both private and public keys. Anytime a connect
request is sent by a client, the MQTT broker will extract the public part of the
key pair, which is the client’s ID. This information will then be sent to the smart
contract for verification. Once access is allowed, the smart contract generates a
challenge to serve as a one-time password for authenticating clients. The clients, in
turn, sign the challenge with their private key. The MQTT broker will then validate
the procedure’s correctness and grant or deny access. The MQTT broker can either

run on a specific host or reside on the cloud.

6.6.5.3 Smart contract

The proposed model exploits the advantages of smart contracts and blockchain
technologies in performing delegated authorisation in IoT systems. Smart con-
tracts help to store an immutable record of both user policies and authorisation
information. They also offer resilience by executing smart contract code across
all blockchain nodes. The smart contract will be used to implement policies such
as on-chain access control decisions. The smart contracts will help with issuing
tokens used by both publishers and subscribers to authenticate to the MQTT broker.
Using smart contracts ensures that users do not have to store their tokens locally
as it helps generate access tokens and manage their authentication process. The
integrity and authenticity of the access token, which serves as an OTP (one-time-
password), can be verified by a simple lookup in the distributed ledger. The web3
JS library, which uses the RPC to interact with the smart contract, will be used to

access all the services written in the smart contract.
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6.6.5.4 Healthcare providers

The user will appoint the healthcare providers, such as doctors, to provide medical
treatment or suggestions. The system will allow the healthcare provider to upload
the user’s medical treatment data to the medical health record for the purpose of
sharing it with other medical professionals but only after obtaining the patient’s
permission. The health provider can also request access to the user’s health data
from a wearable device or medical treatment data from the record through the
proposed system. The smart contracts help grant access to every data request and

access on the blockchain by implementing policies.

6.6.6 Systems Interactions and Information Exchange

Interactions between the entities in the system are also known as transactions and
have to be validated before they can be confirmed. The interaction occurs in two

phases, which include:

6.6.6.1 The registration phase

For the registration, the user starts by downloading a mobile app on their smart-
phone phone. The user needs to create an Ethereum account and get private
and public keys. The private key will be used to sign transactions from the user’s
account and will be stored on the user’s device. The users’ public keys will be
associated with their identities. For the user to send the required information
(topic name, user’s role, and the remote device ID), needs to submit transactions to
the smart contract. The mobile app will then rely on the functionalities of smart

contracts to set policies and add the IoT devices to the user’s list of trusted devices.

6.6.6.2 The Authentication phase

Anytime a client uses the client mobile app to request access to the broker, the
application will start the authentication process by sending a connect request to

the broker and pass the client ID. Besides, the broker verifies the users’ permissions
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by sending the user’s ID to the smart contract to verify the user’s permissions. Once

the request is permitted, the smart contract will generate a challenge, which will
require the user to sign it using the private key. The user will then get a notification
on the app to either approve or deny the signing request. Once the broker retrieves
the verification result from the contract, an authorised connection with the client is

created.

6.7 Implementation

This section explains the technologies used and the implementation process of our
system. The study used a case study involving a patient who is being remotely
monitored by a doctor through medical devices such as body temperature and ECG
sensors. The prototype is made up of four components, including the messaging
communication system, the wearable medical devices, a smart contract to help

interface data on the blockchain, and the client application.

6.7.1 The blockchain implementation environment

We implemented the Ethereum blockchain smart contracts as a proof of concept.
The choice of Ethereum blockchain is based on its ability to deploy smart contracts
and the support that comes with its popularity. To implement our smart contracts,
we used Solidity, a Turing complete language that helps develop smart contracts in
the Ethereum blockchain systems. We then used the Ethereum-based IDE Remix
to write, evaluate, and deploy smart contracts across the Ethereum network. The
IDE also comes with a compiler that can be used to test the functionality of smart

contracts.

6.7.2 The communication protocol

The MQTT protocol will be the main communication protocol used to facilitate

data transfer from the IoT devices to the user application. We utilised the open-
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source Mosca MQTT broker (Collina, 2013) to help with the implementation of the

MQTT server as it helps with data exchange between subscribers and publishers
or between a mobile application and a wearable medical device. To help bridge
the blockchain framework to the MQTT application for the authorisation and

authentication of clients, we used a JavaScript API.

6.7.3 The users client app

We will use a web socket to establish communication between the user’s mobile
app to the MQTT broker and facilitate real-time data exchange. Our application
will help manage the user interface, managing user profiles, and communicate
with the smart contracts on the blockchain. We build a native mobile app using
JavaScrip. To make communication between the Ethereum blockchain and our
application possible, the proposed system uses a web3.js Ethereum JavaScript API

that interacts with an Ethereum node run on Infura.

6.7.4 The wearable device

To build the medical wearable device, we utilised an ESP32 DevkitC v4 board. We
also added an AD8232 ECG sensor to help with ECG monitoring. We then used the
Zerynhth studio, which offered a platform we could use to program microcontrollers
using C and Python programming languages and offers an open-source Python
library that can interact with smart contracts and the Ethereum blockchain. The
Zerynth Ethereum library uses the JSON-RPC interface to send transactions and
interact with Ethereum nodes. This makes it possible to make transactions and fetch
status information. This library offers access to two companion classes that help
with building a higher-level interface, and they include transaction and contract.
The contract class can help call smart contracts and their methods, while the
transaction classes help develop a correctly signed transaction that is ready to be

sent.
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6.8 Evaluation

6.8.1 Security analysis

This section will highlight how our proposed system will resist the potential security
threats for an IoT system. Medical data sharing systems face great security concerns
regarding the protection of sensitive patient information from potential security
threats and attacks. We will start by evaluating the security margin of our model

when faced with different threats.

6.8.1.1 Man in the Middle attack (MITM)

The proposed model will utilise the cryptographic signature and random challenges
to help prevent potential MITM attacks. The system will remain safe from such
attacks since the smart contracts produce only one unique challenge, which can be
mapped to a single user. Additionally, the model will also require users to use their

private key when signing the challenge to access the system.

6.8.1.2 Sybil Attack

To help protect the model from a Sybil attack, each device will be assigned a unique
identifier stored on the blockchain. Each entity connected to the model will have a
single key pair at any particular time. The private key will only be known by its
user while the public key remains visible to all entities signed into the blockchain
network. This means that the adversary cannot access a private key, which is used
to sign the transaction for data access. Without the private key, adversaries cannot
forge a user’s signature. Additionally, all invalidated transactions are removed from

the blockchain network, making our system resistant to external attacks.

6.8.1.3 Denial of service (DOS) Attack

During a DoS attack, the attacker makes it difficult for an authentic user to access

the service in the network by increasing traffic or launching fraudulent transactions.
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However, due to the decentralised nature of blockchain, our model becomes

resistant to DoS and DDoS-related attacks. The large number of mining nodes in
Ethereum makes it highly resistant to DDoS attacks. Therefore, our model ensures
high data availability for authentication data that is saved on the Blockchain. Even
if a node fails or becomes unreachable, the network as a whole will continue
to operate. As a result, our system will continue to operate at a high level of

availability.

6.8.2 Security of our system

Every model comes with three main security requirements that model designers
need to address, and they include confidentiality, integrity and availability. In this

section, we analysed the security of our system based on these requirements:

6.8.2.1 Tamper-proof

The system does not allow the modification of the users’ policies, access rolls or
credentials as they remain immutable. Due to the chronologically nested blocks,
which contain a hash of the previous block and the current timestamp, transactions
remain immutable unless one individual takes over 51% of the network’s compu-
tational power. The blockchain records every access request and access activity,
meaning that any changes made to the data can be audited and tracked. Addi-
tionally, each transaction has a digital signature that provides the non-repudiation,

integrity, and authentication of each transaction.

6.8.2.2 Privacy preservation

The users’ credentials remain highly sensitive and should not be disclosed to any
third party without approval from the patient. To tackle the issue of privacy, we
ensured that all transactions made in the blockchain remain secure by utilising a
decentralised digital identity, where every user connecting to the blockchain gets a

unique account with a random public key. The decentralised identity allows users
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to own their credentials data and manage their own identities rather than have it

managed by a third party.

6.8.2.3 Confidentiality

To help maintain confidentiality, the system will make use of asymmetric encryption
technology to ensure that every access to the system is done only after authorisation.
The authorisation will be a randomly generated unique token that will have to be

signed by a user’s private key to authenticate the client to the messaging server.

6.8.2.4 Availability

Our model ensures that data associated with verification and authorisation pro-
cesses that are stored on the Blockchain is always available. On a per-node basis,
each node replicates and updates transaction data. This means that the network
will continue to function even if a node leaves it accidentally or maliciously or
otherwise the node becomes inaccessible. As a result, our system will continue to

operate at a high level of availability and reliability.

6.8.3 Performance analysis

We present a set of experiments to characterise the impact of our approach on
wearables medical devices. Our measurements setup depends on an ESP32 with a
240MHz Dual Core CPU WROOM-32D and 4MB flash. We analysed our approach
in comparison to the current security mechanisms. For this, we adopted the TLS
protocol, which supports different cryptographic algorithms. From the evaluation,
we observed that the current TLS utilises a higher memory than our mechanism
because it needs to allocate additional buffers. To establish a TLS session, enough
free heap memory is required. A single TLS session requires around 40KB of
additional heap memory. Moreover, compared to our approach, the CPU processing
overhead when using TLS is also higher since cryptographic operations are involved,

especially with a certificate that uses a large key length, as shown in Figure 6.2.
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Figure 6.2: The CPU overheads of our blockchain transactions vs TLS

In addition, using TLS on the ESP32 requires a significant amount of energy. Our
approach is beneficial in terms of energy consumption and significantly reduces
the required energy for IoT devices.

To measure the overall time of establishing a secure connection, we utilised
the internal time function of the micro-controller. As shown in Figure 6.3, our
approach has shown a higher execution time overhead. This is an expected issue
when adopting the public Ethereum blockchain. This is due to the time needs
it to finalise the transactions, which is around 13 seconds on average. However,
this is a well-known issue with other realaworld applications that depend on a
third party to maintain trust. Still, this can be significantly enhanced by adopting
the private blockchain or utilising a reduced mining consensus that can provide
immediate block finality and reduce the time needed to finalise the transactions.
Moreover, any action in the Ethereum blockchain requires a certain amount of gas
to send transactions and interact with the smart contract. Our result revealed that
smart contract deployment is the highest cost, as shown in Figure 6.4. Nonetheless,

this cost is variant, as it depends on different parameters, such as the transaction
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Figure 6.3: End to end delay

Figure 6.4: The gas cost of each event that happens in the system
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speed and the storage required. However, it is necessary to emphasise that our

implementation is based on the Rinkeby testing environment, which requires no

cost as Ethereum provides free Ethers to this testing network.

6.9 Conclusion to this chapter

In this chapter, a blockchain-based authentication and access control mechanism is
proposed for wearable medical devices. The chapter presented a proof-of-concept
design and implementation of a lightweight and secure framework for medical
wearable devices. The proposed approach helps to solve privacy and security
challenges across wearable medical devices. It provides a privacy-preserving access
control mechanism and facilitates secure users’ authentication. This allows the
system’s users to have full control over their credentials rather than maintaining
them by a third party. We have presented the solution in the form of a medical
wearable sensor prototype and a mobile app that uses the Ethereum blockchain
in a real data sharing control scenario. The security of our system and an attacks
model have been analysed to evaluate the ability of our system to meet the security
requirements of the IoT systems. Our solution showed enhancements in security
and users’ privacy compared to the current centralised models. In addition, we
provided an analysis of the performance and the associated transactions costs. We
observe that our approach provides negligible memory and CPU usage compared
with the current TLS and prove suitable for resource-constrained devices. It is
feasible that our approach satisfies the security requirements for IoT applications
and meet future demands. We hope that our approach improves the privacy and
security of users’ sensitive health data. On the other hand, the proposed approach
shows a significant delay due to the characteristics of the public blockchain since
transactions need to be appended to the block but are still within an acceptable

range.
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e» seventh Chapter e

PoNW: A Secure and Scalable
Proof-of-Notarized-Work Based

Consensus Mechanism

7.1 Introduction

Through this thesis, we have demonstrated that blockchain has the ability to
overcome the security and privacy challenges associated with IoT authentication.
However, the integration of IoT and blockchain introduces new blockchain-specific
difficulties that must be addressed before this integration can be realised. The
consensus procedures used in the blockchain system play a vital role in the perform-
ance of the blockchain network. This is due to the fact that the core of blockchain
technology is distributed computing, as well as the collaboration mechanism of
group trust within the distributed computing environment, which may answer the
IoT’s collaboration ability, trust relationship, and security protection concerns.
Despite the benefits of decentralised trust relationship management over cent-
ralised models, there are still questions about its scalability, efficiency, and safeness.
Such existing blockchain systems as Bitcoin and Ethereum rely on open consensus
protocols like Proof-of-Work (PoW), which has been criticised for its high energy

usage. This is because reaching consensus over the ledger state requires synchron-
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ous communication between all nodes in the network. The approach has also been

demonstrated to have significant performance and throughput constraints. This
is because PoW consensus algorithms are predicated on the idea that a node is
less likely to launch an attack on the network if it contributes heavily to keep it
running. In particular, the solution given by PoW-based blockchains makes Sybil
attacks harder to undertake by having miners carry out computationally intensive
operations that, in theory, cannot be carried out by a single person.

Commonly called as "mining," the work entails doing many calculations until a
solution is found. Finding a nonce, or random number, that causes the SHA-256
hash of the block header to start with a certain number of zeros. As a result,
miners must provide evidence that they have put in the required effort to find a
solution. When the issue has been resolved, it is simple for other nodes to check if
the solution is correct. The blockchain’s inefficiency in throughput, scalability, and
energy consumption stems from the mining process, which is not ideal for an IoT
infrastructure. In addition, solving the Byzantine General issue is the foundation
of the alternative consensus protocols currently in use, which have been shown
to boost performance significantly. To add each block, one user must be chosen.
In the meantime, other nodes in the blockchain network can verify the block’s
validity. The difficulty with randomly performing this pick is that it leaves the

system vulnerable to security breaches.

In trying to rectify this issue, this chapter proposes the introduction of a new
hybrid consensus protocol known as the Proof of Notarized Work (PONW). The new
proposed protocol addresses the issues related to performance and throughput by
developing a secure and scalable consensus model that can preserve the security
characteristics of the PoW consensus protocol. When this hypered model is paired
with a Byzantine Fault Tolerance (PBFT) verification, the system gains the ability
to replace the probabilistic finality in current PoW with absolute finality in a matter
of seconds, solving the issue of scalability. The PONW concept reduces the number

of nodes that need to achieve consensus, thereby reducing the overall energy
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consumption in the current PoW. In addition, we propose using a decentralized

random beacon to select nodes to participate in the mining process randomly.
Therefore, our algorithm promises to achieve higher scalability and consistency
levels without conceding its decentralization. Thus, shown more potential in terms
of increased capability of an optimized decentralization, efficiency, practicality, and
security. Finally, the study will look into the proposed algorithm’s security and
provides threats model to insure an acceptable failure probability. Results from the
security analysis have shown that our consensus algorithm ensures forks cannot

occur, and it remains secure and consistent even amid numerous attacks.

7.2 Blockchain consensus

It was in 1993 when M. Naor and C. Dwork introduced the Proof of Work concept
(Dwork and Naor, 1992), which would later be applied on a larger scale by Satoshi
to allow a distributed and trust-less consensus, at the advent of his Bitcoin Crypto-
currency in 2008 (Nakamoto, 2008). A major benefit of the PoW consensus protocol
is the presence of a robust algorithm that can ward off malicious participants. The
concept has proved to work under being put under various tests in real-word
scenarios and remains the foundation of cryptocurrencies such as Ethereum, Bit-
coin, and several other blockchain applications. All the transactions taking place
in a PoW based consensus is recorded, verified, and broadcasted among all the
participants existing in the decentralized peer-to-peer network. In doing so, the
process makes the whole system resistant, stable, and immutable. However, for
this to happen, there is a need for half of the computing resources to uphold
honesty. While a security property requires an honest majority to work, this can
be very costly in terms of scalability, as all the participants need to be kept in
the loop of what is happening and agree implicitly (Nakamoto, 2008). The rapid
evolution that blockchain technologies have undergone has resulted in a growing
demand for increased quality of services provided by them. This, in turn, has

led to the meteoric rise of key challenges that arise during the design phase of
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blockchain protocols, particularly because the performance posted by the adop-

ted consensus mechanisms will be a significant deciding factor of the blockchain
network’s performance in terms of network scalability, robustness to arbitrarily
behaving nodes, speed of consensus finality and data consistency, etc (Croman
et al., 2016). The performance of the first generation of blockchain consensus
protocols was limited by two factors; transaction throughput and the confirmation
latency, which is a result of the consensus used in the blockchains that require
synchronous communication for the blocks to be persistent. Therefore, clients have
to wait for up to ten minutes before a transaction can be confirmed in Bitcoin
and around 15 seconds in Ethereum (Xiao et al., 2020). The second generation
of blockchains has later emerged as a solution to the challenges faced by the first
generations of blockchain. This second-generation resulted in using the traditional
Byzantine consensus algorithms, which allow for an immediate strong consistency.
Since then, there has been an emergence of algorithm alternatives to PoW, such as
the Delegated Proof of State (DPoS) (Larimer, 2014) and the proof of stake (PoS)
(King and Nadal, 2012). Other alternatives, such as IOTA (Popov, 2016), propose
replacing a blockchain data structure with a Directed Acyclic Graph (DAG) data
structure. However, the previously proposed approaches cannot provide a consid-
erable throughput improvement without first is conceding with regard to other
significant factors (Xiao et al., 2020). These include security and decentralization
since most of the proposed approaches can guarantee maximum performance in
an environment where a participant’s behaviour is expected. Although the current
blockchain systems that relay on Byzantine consensus mechanisms can guarantee
stronger consistency in a short time, it does not scale well for a large number of

nodes (Poelstra et al., 2014).

7.2.1 Sharding

With previous generations suffering from the issue of scalability, the architecture of

the third blockchain generation was geared towards solving this. This generation

144



CHAPTER 7. PONW: A SECURE AND SCALABLE PROOF-OF-NOTARIZED-WORK
BASED CONSENSUS MECHANISM
of blockchain proposed the use of sharding, which is a prominent approach used to

overcome the throughput and scalability limitations present in existing blockchain
systems (Dang et al., 2019). Sharding uses a variety of different methods to assign
blockchain nodes to different groups (shards). Nodes that belong to the same shard
form a committee and work in parallel to achieve consensus. As a result, this allows
blockchain systems to scale to larger networks. Although sharded blockchains
proving more potential compared to the traditional BFT, there was still a need to
ensure the per-subchain consensus protocol runs across hundreds of participating
in adversarial environments (Dang et al., 2019). As the number of nodes achieving
the consensus is minimized, the probability of an adversary being able to abort the
system becomes higher. This, therefore, shows that one cannot avoid the scalability

requirement of BFT consensus by simply changing the architecture.

7.2.2 Problem identification

From the above, it can be noted that there does not exist a single consensus pro-
tocol able to provide all the scalability, consistency, and decentralization properties
(Ismail and Materwala, 2019). Systems based on a PoW consensus architecture
fail to guarantee immediate finality due to its major scalability issue. While these
systems can prevent arbitrary changes to the state by using validation, it allows for
the creation of two or more valid continuations forking. Additionally, there have
been known cases where the participants place preference in their own state for
such purposes as performing a double-spend attack or earn a block mining reward
(Lin and Liao, 2017). In the same way, DPoS faces the challenge of decreased
decentralization while the PoS consistency is challenged by the Nothing-at-Stake
problem. It can also be noted that PBFT experiences massive network scalability
problems, forcing it only to be used for consortium chains. Therefore, in this work,
we are looking to address the previously mentioned issues by developing a secure
and scalable consensus mechanism that can preserve the security characteristics

of the POW consensus protocol, while also improving its scalability, and reducing
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its energy consumption. When making a comparison between pure consensus

protocols and hybrid consensus protocols such as ours, the hybrid consensus proto-
cols have shown more potential in terms of increased capability of an optimized
decentralization, efficiency, practicality, and security.

Through this study, we have worked on developing a blockchain-based con-
sensus protocol model, in addition to its system design and the required set of
data structures. In doing so, we aim to formally study its implementation features,
security-related primitives, and characteristics, which are crucial in solving the
following key challenges: energy consumption, probabilistic confirmation time,
scalability, and decentralization. In addition, we provided the construction of a
new hybrid consensus algorithm that strikes a balance between the PBFT and PoW
consensus mechanisms. We proposed a secure random model to select participants
to perform PoW to stop an adversary from concentrating its presence in one com-
mittee and exceeding the byzantine tolerance threshold. Furthermore, we proposed
a ranking mechanism to resolve chain fork, which is based on the Pseudo-Random
Process along with a permutation function to arrange selected committee members
into sequential order. Finally, we provided security analysis of the model together

with a threat model which ensures a certain acceptable probability of failure.

7.3 The proposed consensus protocol

This section describes the proposed PONW algorithm, which provides an energy-
efficient protocol that is very robust and can solve issues of scalability and is suitable
for permissioned and open blockchain. However, in this model, we propose our
algorithm for permissioned blockchain models that controlled by a single federation
or entity as this can be useful for a blockchain system whose applications revolve
around reduced energy and faster transactions of the PoW, such as IoT. This is
because IoT applications rely on a permission blockchain. However, even with the
permissioned nature of the private blockchain, IoT remains prone to attacks, such

as device capturing and cloning. Additionally, IoT devices are characterized by a
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key limitation in hardware resources and are energy constrained. In the proposed

consensus model, nodes will not be involved in the mining and verification until
the random beacon mechanism selects it. This will allow IoT devices to perform

their application-specific tasks while at the same time, mining blocks.

7.3.1 Random Beacon

The random beacon is the source of autonomy and unpredictability in the system
and is used to produce unpredictable random values. Based on the asymmetric
public key cryptography concept, a digital signature produced from the random
beacon is a unique and unpredictable value that can be used as a source of
randomness to generate random values from it (Kelsey et al., 2019). The centralized
random beacon model can be susceptible to manipulation, as the signer will
have control of the random beacon process, which is dependent on the signer’s
private key. This can affect the process of generating random values and makes it
vulnerable to manipulation. Furthermore, it can also be a single point of failure.
If a signer who selected by the centralized random beacon to generate the next
signature is hacked or is offline, it can halt the random value process. In addition,
if a malicious adversary controlled a signer node can then send conflicted random
values to more than one client. To solve the previously mentioned issue, the
BLS threshold signature has been used to provide a decentralized random beacon
that can be operated by all the members of the threshold committee. Therefore,
the decentralized random beacon can act as a trusted third party. In addition,
the produced output does not need to agree on by running a full consensus.
The random beacon in our consensus performs as a verifiable random function
(VRF) and utilized as a method for randomness-based sharding on top of the PoW
consensus protocol. The random beacon in our PONW algorithm relies on BLS
signature as introduced in Dfinity consensus (Hanke et al., 2018). The output of

the VRF cannot be predicted by anyone utile released for all clients.
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7.3.1.1 The BLS Signature Scheme

BLS is a unique deterministic pairing-based signature scheme introduced by Dan
Boneh, Ben Lynn, and Hovav Shacham (Boneh et al., 2001). This scheme provides
properties of uniqueness, non-interactiveness threshold signature, which allows a
shorter threshold signature comparing to other similar approaches, where K out of
N signature shares are adequate to generate a valid combined threshold signature.
Irrespective of which subset is signed, it produces the same threshold signature that
will be verified with the group public key. It also provides a friendly distributed key

generation mechanism. Algorithms 2-6 defines these methods.

Algorithm 2 BLS parameters

1: Two elliptic curves: E; and E,.
2: E; and E, have two elements P; & P, of prime order p.
3: Two groups G and G, of prime order » on two elliptic curves E; and E,.

Algorithm 3 Generators
1: P eGy
2: P, eGy
3: Bi-linear and non-degenerate pairing: Gy X Gy — Gr

Algorithm 4 Key Generation

1: Secret key is a random bit string between 1 to p — 1 bits: SK = x
2: SK:x (mod p)
3: Public key: PK=xP, € Gy

Algorithm 5 Signature generation

Input: M (Message)

Output: TS - the threshold signature
Sign: SK =xM

Message hashed: H(M) € Gy
Signature: TS = xH(M)

Algorithm 6 Signature Verification

1: Input: PK, H(M) and TS.
2: Output: True/False
3: é(TS,P,) =¢é(H(M),PK)
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7.3.2 A comparative analysis of the PONW and similar con-

sensus mechanisms

A significant of all the researches produced recently on blockchain consensus
algorithms have shown focus on addressing throughput limitations, scalability
improvement, and reducing the energy consumption of the current POW consensus
protocols. For instance, the authors in (Shang, 2018) demonstrate a durable
strategy for consensus against non-cooperative behaviours. It is essentially con-
cerned with a hybrid network of non-rational agents. A filtering approach is used
to evaluate the likelihood of convergence. Convergence is an issue in this method.
However, a consensus challenge for numerous delta operator systems has sparked
additional attention to the distributed technique for modelling continuous-time
operations at fast sampling (Chen et al., 2017). Authors in (Cheng et al., 2018)
proposed the use of a hybrid consensus protocol termed the Deterministic Proof of
Work (DPoW), which promises to provide impressive consistency and scalability,
with no downtime in decentralization. The proposed consensus comes in two
major parts. The first part works on solving the PoW cryptographic puzzle while
the second part works on verifying the proposed result’s correctness. In doing so,
the system provides the users with benefits associated with the PBFT and PoW
protocols and often referred to as a map-reduced PoW mining algorithm. However,
this is a conceptual model and still, there is more work that needs to be improved,
including the reputation score in the verifier election process. Nevertheless, the
authors offered some suggestions for how to address this issue in their future work.
For instance, they suggest using it in conjunction with the random seed to adjust
the likelihood of a given individual being selected as a verifier.

Similarly, the study in (Eyal et al., 2016) introduced the Bitcoin-NG consensus
protocol. This protocol works on reducing the transaction’s processing latency
by combining PoW with Byzantine’s tolerance. The main idea here is decoupling
the miner election’s process from transaction verification by using two different

types of blocks. These include Micro blocks and Key blocks. The function of
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the Key blocks is to use PoW in serving as a leader selection. The leader from

key blocks then assumes the responsibility of creating Micro blocks, which are
crucial for transactions requiring the leader’s signature without needing a power-
consuming PoW. One key downside, however, is, even with that potential, the
Bitcoin-NG houses a number of challenges such as history rewriting and even
deliberate forking. Another consensus protocol was presented in (Cicada, 2016),
the paper introduced a PoW consensus mechanism that allocates miners randomly
into small mining pools called the distributed proof-of-work consensus. According
to Cicada white paper, this consensus protocol uses a Distributed Hash Table to
reduce storage overheads. The system then uses small amounts of energy by
reducing the number of nodes being used to achieve mining when compared to
the original PoW. However, the system is not without challenges as it has been
criticized for experiencing difficulties in implementing the miner’s selection process
results (Sanders and Liebig, 2019).

In addition, several research efforts were geared towards finding a solution
towards the key challenge of reliance on consensus algorithm by a small group of
trusted replicas. One such example is the Entangled proofs of Work and Knowledge
(EWoK) (Armknecht et al., 2017). This mechanism divides nodes into shards.
Additionally, this mechanism requires workers to store every part of the suggested
blockchain data independently. While this mechanism promises to improve issues
of sharding, it increases the problem of cross-sharding communication overhead.
This is because miners are incentivized to store the shards locally in an attempt
to gain an advantage in solving the next PoW hash-based puzzle. Similarly, the
work in (Lundbak et al., 2018) introduced the practical Proof of Kernel work
(PPoKW); it is another leaderless consensus algorithm. This algorithm is based
on a low-energy PoW consensus that works to reduce the number of nodes in the
PoW cryptographic puzzle and does the selection of nodes randomly to carry out
the mining processes. This algorithm makes its node selection in a similar way to
the approach in (Gilad et al., 2017), which is based on a cryptographic sortation.

However, one key criticism of this algorithm is its storage of the white list into the
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chain as it gives rise to scalability issues (Sanders and Liebig, 2019). Additionally,

the VRF model has to deal with the Last actor abort. This challenge encompasses a
scenario where the last actor can reveal their commitment during the process of
generating random value.

The review and discussion of similar works have concluded that the solutions
based on sharding use a variety of different methods to assign blockchain nodes to
different groups. Although sharded blockchains have proven to be more potential
compared to the traditional BFT, there was still a need to ensure the per-subchain
consensus protocol runs across hundreds of participating in adversarial environ-
ments (Dang et al., 2019). As the number of nodes achieving the consensus is
minimized, the probability of an adversary being able to abort the system becomes
higher. However, our consensus differs from other similar works in that it solves the
concern of the probability of an adversary aborting the system due to the reduction
of the number of nodes that achieve consensus. For this, our proposed mechanism
introduced a secure random model to randomly select participants to perform PoW.
Thus, stopping an adversary from concentrating its presence in one committee and
exceeding the byzantine-tolerance threshold. Additionally, we proposed a ranking
mechanism to resolve chain fork, which is based on the Pseudo-Random Process
along with a permutation function to arrange selected committee members into

sequential order.

7.4 System Components

The proposed consensus protocol (PoNW) is comprised of a number of entities.
In this section, we begin by describing the components of the PONW consensus,
formalising the required concepts, and then illustrating the system model in Figure

7.1.

7.4.1 Block Structure

The block in our PONW consensus has the structure of: B = (p,7,z,d,0)
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where:

* p: is the previous block
e r: is the round number
* z: is the notarization of the previous block

* d: is the data payload, a set of transactions and state

o: the block creator (owner)

7.4.1.1 Chain structure

The chain (C) represents a set of a sequential order of blocks (By, By, ..., B;_1),
where r is the round number of the block B,. The previous block is H(B;_1) for all
i 0.

The notarization of the previous block represents a valid threshold signature
of B;_q for all i 0, where By represent the genesis block; B is the first block after
the genesis block; and B,_q is the head of the chain C. If more than one node
submitted a block, which in return produce a fork of more than one chain available:
Chain 1 = C and Chain 2 = C’, where head of the chain C is the head of the chain
C'. Then S is the set of blocks in the chain and C(S) is a chain of set of blocks S,

and which donate the largest common prefix of chains C(B), where B € S.

7.4.1.2 Nodes

Nodes in the blockchain network 1,2,3,...n; € N. Each node i € U, where U is the
set of all nodes in the blockchain system. Each node i has a public and private key
pair: pk; indicates the node’s public key; and sk; indicates the node’s private key.
In a private (permissioned) blockchain model, the set of public keys for all nodes

in the blockchain is known for all nodes.
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Figure 7.1: Proof of Notarized Work system model

7.4.1.3 Groups

At each round, a group is created and nodes i € U in the blockchain network are
allocated randomly into a single or multiple portion. Where a one group forms a
committee, we always have a single group active for current round to agree on a

block (notarization) and to drive the randomness process for the following rounds.

7.4.1.4 Byzantine nodes

A group is fault-tolerant and any subset of threshold size can distribute signa-
ture shares to combine it into a single threshold signature. Every member in
the group can then combine the received signature shares to produce the group
signature. This will produce a unique deterministic signature, which will be the

same irrespective to which members signed.

7.4.1.5 Decentralized Notary

The block notarization process in our consensus is decentralized, which generated

by all the group members. The notarization in the block is the threshold signature
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under a block created by a leader who selected by a random beacon from the

previous round. The notary members are looking to agree on the correctness of
the cryptographically solved block in the current round. The notarization is not a
consensus. However, the notarization process can be used to reach consensus about
a block during the normal process of the current round. Before it can consider
a block as a notarized. A block needs to receive enough signature shares from
the notary members. This will reduce the time need it to finalize a block, as
the minimum threshold number required to sign a block will act as a Byzantine
agreement. Thus, it does not need a separate consensus protocol to achieve this,
which provides a very fast block finality at the same time of generating the random
beacon (Figure 7.1).

The blockchain system initialized with an initial hash value stored on the genesis
block. The produced hash forms a random beacon ¢h — 1, which is going to be
used to select committee members for the first round Gh = G[oh — 1mod|G|]. The
DKG process leaves each member with a public verification vector and its secret
key shares (vk, sk). If more than one miner solves the block cryptographic puzzle,
preference is given to the highest-ranked node. The notary members at the first
round r verify that the block Br is solved correctly. Then they sign the block and
send their secret shares to be combined in a single threshold signature to form
the block notarization, which is then be used to select committee for the next
round r+1. After that, members of the next committee sign the previous threshold
signature just after beginning the new round r+1 to produce new random beacon
Gh+1= G [chmod|G|], which is going to be used to generate the following random

beacon and so on.

7.5 PoNW vs PoW

The PoW consensus protocol is a robust mechanism that deters malicious participa-
tion. Ethereum, Bitcoin, and many other blockchain applications are based on PoW

and have been tested in real-world situations. The security properties of the PoW
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demand an honest majority, yet keeping everyone informed and agreeing implicitly

might be costly for scalability. In addition, due to scalability issues, POW consensus
solutions cannot ensure immediate finality. This is a validation process to prevent
arbitrary state changes.

On the other side, our PONW technique preserves the security of the PoW con-
sensus protocol while enhancing its scalability and energy consumption. Compared
to public consensus protocols, such as PoW, we can see that our hybrid consensus
mechanism has more promise for optimised decentralisation, efficiency, practicality,
and security. Our PONW is a hybrid consensus mechanism that balances PBFT and
PoW consensus mechanisms. To prevent an adversary from concentrating its pres-
ence in one committee and surpassing the byzantine-tolerance barrier, we devised a
secure random mechanism to pick PoW participants. The Pseudo-Random Process
and a permutation function were used to rank committee members to resolve the

chain fork.

7.6 PoNW Properties

7.6.1 Faster Block Finality

Finality is a concept that guarantees the previous transactions is irreversible, and
can never change. This is a significant property, which measures the time needed
to wait before it can guarantee that the transaction written in the blockchain
cannot be changed. Therefore, most of the blockchain systems today can provide
probabilistic finality, which cannot guarantee immediate finality. Such as in PoW
which relies on the longest chain of work. Due to the competition between miners
to mine a current block, it is possible to have more than one miner creating more
than a block at the same height. As a result, the chain will divide it into more than
one fork. Thus, to decide which chain is the valid chain from all other forks, a
different fork resolution process used to choose between the forked chains. For

an instant, GHOST protocol used in Ethereum (Sompolinsky and Zohar, 2015),
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and the longest chain rule is used in Bitcoin (Nakamoto, 2008). In our PONW the

highest weight chain based on the ranking of the nodes, which is derived from the
threshold signature. The node ranking process represents the weight of the nodes
that can to add blocks to the chain. Therefore, this approach provides a valuable
solution to select between the competed chains. In case if more than one node

submitted a valid block, preference is given to the highest-ranked node.

7.6.2 Block Notarization

Our PoNW provides a fast finality by proposing the use of block notarization
process similar to the one that defined in Dfinity (Hanke et al., 2018). Notarization
represented as a threshold signature that generated collectively by all nodes in
the notary group. This work differs from the traditional PoW, as in our PONW, the
highest-ranked chain is not based on the longest chain of work. Instead, it relays
on the random beacon itself. In PONW, the list of all active nodes in the network is
known. The ranking process is driven from the threshold signature to generate an
ordered list of ranked nodes that allowed to add a block to the blockchain. As a
result, this will provide a secure mechanism of randomly ranking nodes based on
the publicly verifiable ranking process that is driven from the distributed random
beacon. Therefore, an adversary cannot interfere with the ranking mechanism,
as this requires the majority to contribute to generating the threshold signature.
If the notary group receives a block, they first check to see whether the block is
valid or not. If the block is not valid, they discard it. The notaries will notarize the
highest-ranked block if it is valid by signing it with their secret shares and broadcast
it. The valid signature can be generated once the block has received a majority
signature that is required for the threshold signature. This signature will represent
a notarization for the block so that block can be added to the blockchain. Therefore,
notarization will resolve any fork in the network, and the chain will only add the
notarized blocks. As a result, this will help to achieve finality in a subsequent

normal round. A valid block proposed at the height h must reference a block
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that was notarized at h-1. In the current round r, a block Br will be finalized and

appended to the final chain just after receiving a notarization for Br+1. It means
that a block can be finalized after two confirmations plus the relay time as the
notary can run at the same speed as the random beacon. Therefore, notarization
will provide a fast finality in a few seconds. The many advantages offered by the
BLS would perfectly justify the small degradation of performance when is compared

with 10 minutes finality time in Bitcoin and 15 seconds in Ethereum.

7.6.3 How to Relay Between Committees

The unique threshold signature ¢r-1 that produced in the previous round r-1 will be
used to prioritize the nodes that are going to mine a block Br at the current round
r. {1 is the threshold signature for the current round r. The notary members at the
current round r that selected by ¢r-1 are going to verify that the block Br is solved
correctly, and then sign it. Each member sends his signature shares to be combined
in a single threshold signature ¢r. When block Br received signature shares from
the majority requires for the threshold, the block considered as notarized. The
notarization on the block is aggregated signature from previous rounds. After that,
members of the next committee sign the previous threshold signature ¢r just after
bringing the new round r+1 to produce new random beacon output ¢r+1, which
is going to be used to generate the following random beacon. The new produced
unique threshold signature ¢r+1 will then rank miners for the coming rounds and

SO on.

7.6.4 Random Beacon Distributed Key Generation

The random beacon provides a verifiable and friendly distributed key generation
process that does not need for a trusted dealer. It allows a set of n parties to
collectively generate the secret key shares and the group’s public key that required
for the scheme. Distributed Key Generation (DKG) algorithms is an integral part of

any threshold cryptosystems, as it provides an efficient key pair (private & public)
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generation process that need it to initialize the threshold cryptosystem. In our

PoNW consensus, we proposed using a non-interactive DKG protocol based on

Gennaro, Jarecki, Krawczyk and Rabin [GJKR] protocol (Gennaro et al., 2002).

7.6.5 Distributed Key Generation Process

The threshold group members will generate a shared secret key without knowing
the individuals and public keys. When the number of the threshold group members
who agreed to sign on the message is satisfied, a new single threshold signature
produced, which is the result of the combination of the signature shares of the
threshold group members. Then the threshold signature can be verified by anyone
who knows the group public key. As a result, each member of the group can
contribute to generating a secret key that needs it for signing the group’s messages.
Moreover, the DKG process produces a group verification vector, which includes the
public key for the group. Each member in the group can combine all the verification
vectors that been received from other members to produce a single verification
vector that can be used to verify a message signed by the group. Each member
of the group will generate a verification vector and advertise it publicly so other
members can see it. Each member will generate a secret key contribution share for
other members in the group and posted to other members. Members of the group
send their secret key contribution shares between each other. For the verification of
shares received, each member validates the contribution share that received from
other members against the verification vector of the sender who sends it and then
saves it. Finally, after all the group’s members receive their shares, they contribute
to produce the group’s secret key. The group verification vector can then, use it to

derive any of the member public keys.

7.6.6 Pseudo Random Number Generation

As we discussed earlier, the decentralised random beacon will drive the process of

randomly selecting nodes for the next committee. We agree that the random beacon
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is derived it from the unique deterministic threshold signature: ¢. Therefore, we

need a PGR to generate a sequence of random values from the threshold signature
¢. Given that PRG(E,i) for i = [0,1,...,n], the random sequence values PRG(,i)
can then be inserted as an input for a permutation function, to arrange a set of
group’s members into a sequential order 1...,|U| — U. An example of this, the
permuted congruential generator (PCG) 212, which provides an efficient statistical
performance with a small state size. This will produce an ordered list of nodes
identified by its public keys P, P, ...P,. To form the current group G, we need a
seed ¢ and the group size n. The seed will be the previous threshold signature ¢,
and the group size is n. Members of the current group G, for the current round ’r’
will be derived from the previous threshold signature &, 1 (mod 7). Algorithm 1

represents the process of forming a group.

Gy = iy, ig.in
(7.1)

Gr=G;,i=¢, (mod n)

Therefore, using a pseudo-random number generation process, along with
permutation function, will only allow blocks from the highest-ranked nodes to be
added to the cryptography chain. The notarization from the highest-ranked node
will be valid when signed with the secret shares and then can be broadcasted. In
this case, the inclusion of notarization helps resolve any forks in the network, and
only a notarized block will be added to the chain. From the evaluation, it is clear

that our algorithm offers a higher level of security against chain forks.

7.7 Security Analysis

This section focuses on carrying out an analysis of the security of our solutions
in regards to the model previously highlighted under section 4. In the analysis
of the decentralized random beacon, the main assumption is that the model uses

a cryptographically strong pseudo-random generator in the system’s genesis to
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generate the initial seed. In the case that a central system authority creates the

Genesis Block, the system can be used in creating the requisite seed for generating
it from a source characterized by high entropy. However, it should be noted that
the model shall not set up a threshold signature scheme by relying on a trusted
third party. Therefore, in this case, the group G shall set up the group public key
and the secret key shares by running a DKG for the BLS, when initializing the
blockchain system. Lastly, the signing process shall be repeated in non-interactive
mode. In this section, the focus will be on potential factors that can be used by
the adversaries to attack the proposed system together with ways to mitigate the
occurrence of such threats. In terms of the security model, the key assumption
is that honesty is maintained by at least two-thirds of the nodes. Therefore, if
more than a third of the nodes are faulty, the algorithm fails to reach a consensus.
For this system, the maximum number of nodes before breaking the consensus
is 33% and could be made up of comprised nodes or offline nodes. For example,
considering the assumption of the BFT mechanisms, in a network with 1000 nodes,
it requires no more than 333 nodes are faulty in order to the blockchain system
to be considered as a safe. In the case that the consensus nodes are divided into
four shards, the consensus nodes will be divided into the quarter with each group
assigned 250 nodes. Achieving a consensus, in this case, will require the group to
work in a parallel fashion. Therefore, an adversary will only need 83 nodes to fail
a consensus. This shows that sharding reduced the system’s fault tolerance from
333 nodes to 83 nodes. However, modern-day technology has made it possible for
sharding techniques to rely on a sort of randomness in assigning the nodes to their
shards, reducing the probability of all 83 nodes being in one shard. In the case that
the adversary controls 250 of all nodes in the system, there is a high possibility that
all 83 malicious nodes out of the 250 will be in one shard. The previous assumption
requires a higher number of nodes in each shard in reducing this high probability.
It is a trade-off between the minimum number of nodes and security per shard.
Therefore, while having a large number of shards with a reduced number of nodes

improves a system’s throughput, it increases the probability of having a shard
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compromised by malicious nodes.

7.7.1 Threats Model

In analyzing our protocol, the attack shall be deemed as originating from an
adversary that has control over a certain fraction of all participant’s machines. The
underlying assumption is that the adversary’s probability to break any cryptographic
primitives is negligible. This is because, with the number of nodes undertaking
in consensus reduced significantly, the probability associated with aborting an
algorithm increases. The good thing is that the number can undergo optimization
to strike a balance between reliability and performance. The model showed that
the security of the PONW consensus algorithm is upheld only after the bounds
highlighted under equations (4) is upheld. The bounds are maximal, and the
network may prove to be much secure when subjected to lesser stringent conditions.

We begin assuming f(G) is number of Byzantine nodes in a group G and n is

the group size, we have Assumption 1, where § 2:

(7.2) |uj gf(U)

And Assumption 2:

(7.3) n 2f(G)

Each group G in the system represents a random sample of all the nodes in the
blockchain system U. Given Assumption 2, each group G is honest, and each group
has a fixed size of n.

To calculate the probabilistic of G honest we used the formula:

(7.4) X ~ Hypergeometric(N,K,n)

Formula 7.4 gives a random variable distributed hyper-geometrically with the

elements of the population given as N, K and n. It has a probability calculated
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using Formula 7.5.

K N -K

k n—=k
(7.5) Py(k) =P (X=k)=

N

n

Formula 7.5 signify the probability function of the hypergeometric distribution,

and where:

N: is the population size.

K: is the number of success states in the population.

n: is the number of draws.
e k: is the number of observed success.

* (ab) is a binomial coefficient.

The function is positive when:

(7.6) Max(0,n + K — N) <K <Min(K,n)

Regarding to the hypergeometric Distribution formula, all items of the popula-
tion is sampled and the result of the draws is classified. In our example, a group is
drown from the total number of publication without replacement. To demonstrate
this, we used the hyper-distributed probability code, a Python program developed
by Tari labs available in GitHub (Kevoulee, 2019).

Figure 7.2 shows the calculations of the probability of the adversary controlling
the blockchain system using the hyper-distributed probability python code, with

the elements of the BFT threshold given as:
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Figure 7.2: Committee size against probability with the total publication size of 1000.
* N: is the population size = 1000
* K: is the number of success states in the population is 60.
* 7: is the number of draws (committee size from 1 to 1000) .

* k: is the number of observed success. This donates the BFT threshold, which

assumes two-thirds of the nodes are honest, which is 67%.
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7.8 PoNW’s performance in comparison to other con-
sensus protocols

Blockchain consensus maintains three important properties: security, decentral-
isation, and scalability. Many Blockchain consensuses are only able to pick two
of these properties while having to compromise on the third. This commonly
affects the design choices of consensus mechanisms. Table 7.1 and 7.2 illustrate

the comparison of different consensus protocols with our proposed method.

Table 7.1: The comparison between different consensus mechanisms’ characteristics

Less risk Less
. . Reduce o block
Consensus| Security | Privacy| . . possibil- . Reference
mining . creation
ity i
time
(Nakamoto,
PoW
© v 2008)
PoS v v (Siim, 2017)
(Biswas
PoBT v v et al., 2019)
(Dziembowsk:
PoC v et al., 2015)
(Puthal
PoAh v v et al., 2020)
(Li et al,
RPoS v 2020)
(Abubakar
PoNW v v v v v et al., 2020)
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Table 7.27 The performance of different consensus mechanisms

Block cre- | Transactions | Adversary toler-
Consensus . . References
ation time per second ance
PoW/Bitcoin 10 min 7 <51% (Nakamoto, 2008)
(Buterin et al.
PoW/Eth 1 1 <51% ’
oW/Ethereum 5 sec 5 51% 2014)
PoS/Ethereum 12 sec TBD <51% (Buterin, 2016)
PoS/Microchain 9 sec 230+ <33% Xu et al., 2019)
PoS/PIVVX 60 sec 173 <51% (paper, 2018)
(Chen and Micali,
Al . 1 <33%
gorand 4.5 sec 000 33% 2016)
. . (Documentation,
< 0,
Hybrid/Decred 5 min 14 51% 2016)
1d t L.
PoC/Brustchain 4 min 80+ <50% ;giu;) ¢ &
Pol/NEM 1 min 4000 <51% (Xiao et al., 2021)
(Abubakar et al.,
PoNW -5 <1 <33%
o) 4 sec 000 33% 2020)

7.9 Possible Attacks

It is crucial that attention is paid to the functioning of the consensus model under
both normal and adversarial conditions. For such an environment, the consensus

mechanism has to be prepared in dealing with the following attacks.

7.9.1 Randomness Manipulation Attacks

The randomness generation process is one that is prone to frequent attacks. One
such attack is the randomness manipulation attack. While using a proof-based
consensus protocol to generate randomness, the generated randomness can be
manipulated by any insider malicious attacker who can either withhold valid blocks
or refuse to mine. This can force the system to rely on a single source in the
generation of random beacons. In such a case, the random value process tasked

with the generation of random beacons can be halted in the case that a signer
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selected by the random beacon offline or is hacked. Additionally, a malicious

adversary can send conflicting values to various clients when he or she gets control
of a signer node. In the attempt to prevent attackers from manipulating values that
are generated from the random generation process, the PONW switched to using a
decentralized random beacon to generate randomness. For our model, we decided
to rely on a BLS threshold pairing signature scheme as the default random beacon.
By using this, the model is guaranteed of a stable decentralized random beacon
that is difficult to manipulate, as it requires a minimum number of the threshold

members to be generated.

7.9.2 Chain fork

Our PoNW leverages a permutation function with a Pseudo-Random Process in
an attempt to sequentially arrange the selected committee members. In doing so,
the algorithm allows for the selection between the competed chains. This is an
outstanding breakthrough as the proposed PONW consensus algorithm provides
a solution to issues of forking by proposing the use of a ranking process stated
in section 4.2.6. In case more than one node submitted a solution for the block
puzzle, the algorithm will add blocks that mined by the highest-ranked nodes in
the cryptography chain. The notarization of the highest-ranked nodes done by the
notary nodes of the block will be valid when signed with the secret shares. In this
case, the inclusion of notarization helps resolve any forks in the network, and only
the notarized blocks will be added to the chain. From the evaluation, it is clear

that our algorithm offers a higher level of security against the mentioned attacks.

7.10 Conclusion

In this chapter, we proposed the PONW consensus algorithm, which is a hybrid
approach based on a reduced mining algorithm combined with a PBFT verifica-
tion. Our protocol has shown the potential to achieve a high level of consistency

and security by using a decentralized random beacon, which acts as a Verifiable
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Random Function (VRF) that requires the contribution of a majority of the group

members by sending their signature shares to be used in the production of a unique,
unpredictable, and deterministic threshold signature. The system then proceeds to
use the threshold signature in carrying out the node selection required for the next
group. The study has also provided an analysis of the consensus protocol’s security
model, together with estimations regarding the probability of an adversary con-
trolling the consensus mechanism. The analysis showed that the PONW is resistant
against the 51% attack and also increased this threshold by 66.6%, which achieves
great levels of consistency and greater security in maintaining decentralization. It
is our belief that the PONW is a representation of a major step towards the develop-
ment of more secure decentralized applications. The low latency achieved by the
algorithm allows for a myriad of applications, which were complex or impossible
to achieve with previous latency consensus methods. We hope that the proposed

mechanism will help pave the way for additional research in this area.
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Conclusion

8.1 Introduction

Authentication and access control solutions are the fundamental components that
must be handled in order to create secure and reliable Internet of Things applic-
ations. Despite the pervasiveness of IoT in many facets of our daily life, existing
authentication and access control solutions confront a number of security concerns.
This thesis addresses two of these issues; primarily, it focuses on enhancing the
privacy of persons and providing lightweight IoT authentications and access control
solutions in order to strengthen the security of IoT systems using decentralised
techniques as the primary strategy. In order to accomplish this, we first looked into
the issues that need to be resolved and analysed the requirements that needed to be
met. Frameworks and models were then suggested as well as architectural designs.
In our research, we used a wide range of tools, programming languages and tech-
niques from a variety of scientific fields as well as best practices and concepts
from several study disciplines. We employed blockchain technology extensively
to decentralise and increase the security of IoT networks. This chapter provides
a summary of the research contributions made in this thesis and a discussion of
possible future works. Following is a brief description of the work described in
this thesis, followed by a discussion of potential future work, and finally some

concluding remarks.
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8.1.1 Summery

The key contributions of this thesis are presented below, and the work that has

been done is summarised chapter by chapter.

* In Chapter 4: we provided a proof-of-concept design and implementation
of a blockchain-based two-factor authentication system for web-based
access to sensor data. The proposed method provided a user-centric
and lightweight authentication solution. The proposed method takes
advantage of the smart contract scripting power of the Ethereum net-
work. The proposed approach excludes the usage of a third party for
two-factor authentication process maintenance or OTP generation and
validation. We utilised blockchain-based decentralised identity capabil-
ities to provide individuals complete control over their authentication
information instead of having it maintained by a third party. Moreover,
our method enabled customers to keep their IDs directly in their mobile
wallet application. Therefore, it allows users to represent themselves as
actual persons. Chapter 4 goes further and provides performance and
security analysis to prove the feasibility of the proposed solution. Based
on evaluation results, the proposed method is efficient and capable of

facilitating trustworthy authentication.

e Chapter 5: has presented a proof-of-concept design and implementation of
a blockchain-based authentication and authorisation schema for MQTT
messaging protocol. Blockchain technology based on Ethereum was
used to implement the proposed solution. Our solution also included a
decentralised identity paradigm, which gives users complete control over
their identity and data without the need for centralised identity manage-
ment. The chapter described the implementation of our approach and
the specific technologies that were needed for the implementation. Our

system’s performance and associated expenses have also been examined
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in detail. We believe that our solution will provide a lightweight method
for facilitating MQTT protocol authentication in a distributed and safe
manner. Since transactions are added to the blockchain, there has been
some delay, but it is still within an acceptable range compared to pre-
vious two-factor authentication systems that involve a third party to
maintain authentication like SMS and Emails. Our method, on the other
hand, outperforms TLS in terms of computation and storage overhead
because of its minimal CPU and memory usage, allowing resource con-
strained IoT devices to run many applications simultaneously without
experiencing overloading. It is clear that our strategy satisfies the secur-
ity criteria for Internet of Things applications and is adequate to satisfy

the needs of the future.

* In chapter 6: a blockchain-based authentication and access control system
for the Internet of Healthcare Things is proposed in this chapter. The
chapter demonstrated the design and implementation of a lightweight
and secure framework for medical wearable devices as a proof-of-
concept. The proposed approach contributes to the resolution of privacy
and security issues on Internet of Healthcare Things systems. It offers
a privacy-preserving access control method and makes safe user au-
thentication easier. A third-party administrator is no longer required
to maintain the system’s users’ credentials. A medical wearable sensor
prototype and accompanying smartphone app, built on the Ethereum
blockchain, demonstrated the feasibility of our solution. Analysis of
our system’s security and an attack model has been accomplished to
assess our system’s capacity to meet the security criteria of IoT systems.
When compared to current centralised solutions, our method improved
security and consumer privacy. In addition, we gave a performance ana-
lysis as well as the associated transaction costs. Our technique utilises

low memory and CPU compared to the current TLS, making it ideal
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for devices with limited resources. Our method will satisfy the security
requirements for Internet of Things applications and fulfil future needs.
We hope that our method would improve the privacy and security of
sensitive health data belonging to users. In contrast, the suggested
method showed a considerable delay due to the peculiarities of the pub-
lic blockchain, as transactions must be attached to the block. However,

the delay is still within an acceptable range.

* In chapter 7: The PONW consensus algorithm was introduced in this chapter,
which is a hybrid technique based on a simplified mining algorithm
paired with PBFT verification. Our protocol has demonstrated the ability
to achieve a high level of consistency and security by utilising a decent-
ralised random beacon that acts as a Verifiable Random Function (VRF)
that requires the contribution of a majority of group members by sending
their signature shares to be used in the production of a unique, unpre-
dictable, and deterministic threshold signature. The system then uses the
threshold signature to do the node selection necessary for the following
group. In addition, the study examined the consensus protocol’s security
model and made estimates about the possibility of an adversary con-
trolling the consensus mechanism. The investigation revealed that the
PoNW is resistant to a 51% attack and improved this barrier by 66,6%,
hence achieving high levels of consistency and enhanced decentralised
security. We believe that the PONW is a significant step toward the
creation of more secure decentralised applications. The algorithm’s low
latency enables a variety of applications that were difficult or impossible

to implement with earlier latency consensus approaches.

8.1.2 Future work

Despite all of the efforts that have been made in the previous research and

the outcomes that have been provided in this thesis. There are still significant
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issues regarding the performance and throughput of the existing blockchain
systems, The following provides a synopsis of the future work that is intended
to address those concerns with regard to each of the key chapters of this

thesis.

e Chapter 4: In our future work, the primary focus will be on validating the
interoperability of the proposed decentralised two-factor authentication
(2FA) technique with various IoT frameworks. We plan to conduct
experiments with a variety of consensus algorithms and distributed
ledger technologies in order to speed up the rate at which transactions

are processed, as well as to cut down on the delay of the transaction.

* Chapter 5: For the work proposed in chapter 5, the authentication capability
of the smart contract is going to be expanded in the work that we plan
to do in the future so that it can handle a wide variety of regulations
and conditions. In addition, we will implement our solution by making
use of a variety of blockchain systems, such as Hyperledger and IOTA,
and we will investigate a wide range of consensus mechanisms in order

to enhance the performance and reduce the end-to-end delay.

* Chapter 6: Regarding the work introduced in chapter 6, we plan to extend
the decentralised authentication and access control model. First, we
plan to expand the privacy model of the proposed framework to serve
many types of users, including patients, doctors, other health providers,
as well as insurance companies. As a second future work, we aim to
explore different consensus mechanisms and blockchain systems, such
as Hyperledger and IOTA, to improve transaction speed and reduce
the end-to-end delay. Third, we plan to extend the smart contract
functionality to handle various rules and conditions. Finally, we plan to
improve the system’s usability by building a genuine wearable medical
device with different medical sensors and exploring different boards and

microcontrollers.
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* Chapter 7: As distributed consensus on a blockchain aids in decentralising
IoT, we believe its inclusion in IoT is critical. Therefore, the future
plan is to extend the hybrid blockchain consensus mechanism for IoT
that was proposed in chapter 7 according to several directions. First,
in our current design, we provided a consensus algorithm of principle.
Therefore, for future work, we plan to implement the PONW consensus
in a subsequent practical system and evaluate it in big data scenarios
for large scale networks. Our other future works include a comparative
study of various benchmark security solutions in large-scale networks

and evaluating different threat attack scenarios.

8.1.3 The open research directions and the conclusion remarks

The exponential increase of blockchain adoption in IoT opens up various research
areas. Many blockchain-based techniques have recently emerged with the goal of
facilitating the establishment of decentralised IoT applications. This will provide
blockchain-based interoperability for the Internet of Things. Additionally, it will
allow new opportunities and scalable data-driven business models. For example,
adopting a smart contract in the blockchain will simplify transactions by eliminating
intermediaries. As a result of the technology replacing intermediaries, trades can
be completed faster and at a lower cost. However, the integration of blockchain
technology with IoT is still in its infancy, and serious issues about its functional and
practical practicality remain. The general research implications of blockchain tech-
nology are diverse. For instance, the transactional transparency contained in the
revolution of this technology is considered a double-edged sword. The blockchain
has been questioned regarding its ability to securely store data, as the completed
transparency is contrary to confidentiality. Besides, the principal characteristic
of the blockchain is preserving the integrity of data by rendering it immutable.
Nevertheless, this feature may be a double-edged sword as well. The reason is

that errors that shared over the distributed ledger cannot be corrected, or in the
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case of users need to delete their personal data. Furthermore, the lack of central
authority and intermediation of an authenticated system is unlikely to be defined
uniformly by all countries in the world. Thus, limiting the widespread adoption of
this technology. Besides, one of the significant research questions is to investigate
whether the removal of the intermediary in the blockchain technology is turns out
in reality to be a redefining of intermediary in disguise as each blockchain system
retains control over the system by redefining their roles within the technology.
Finally, I hope and believe that by writing my thesis, I have made my humble
contribution to enhancing the security and privacy of IoT authentication and access
control by utilising blockchain and distributed ledger technologies. It is visible that
the contributions submitted in this thesis satisfy the security requirements for IoT
applications and meet future demands. Last but not least, it is hoped that this study

shall be a source of motivation for further research into this field.
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