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Abstract Cyber security threats, including risks to re-
mote workers, are varied and diverse, with the number
of scams and business email compromise breaches in-
creasing. Firms and their staff are experiencing mass
phishing attacks, several typical precursors to more sin-
ister attacks like cyber-enabled fraud, ransomware, and
denial of service (DDoS) attacks. Threat actors are lever-
aging new technologies such as machine learning and
artificial intelligence (AI) to deliver sophisticated scam
and phishing messages that are challenging for users
to identify as malicious. Several businesses are increas-
ing technical efforts in critical areas, including network
hardening, robust patching, anti-malware, ransomware
detection applications, and multi-factor authentication
to detect, prevent, and recover from potential threats.
Despite that, these measures provide only a partial so-
lution if the users who access the systems do not have
good security awareness training. In this study, we re-
view some cyber risks related to remote working and
detail how they can be remediated through regular se-
curity awareness education campaigns (SAECs). The
study presents the results of a proof of concept (PoC)
experiment conducted to establish the value of regular
SAECs in the fight against scams and phishing attacks
against remote workers. The pilot results confirm that
securing the remote office requires a robust SAEC. It ar-
gues that to be successful and help staff protect business
systems and data, SAECs must be regular and varied,
providing opportunities for staff to understand what to
look for in suspicious scams and phishing emails. More-
over, they must provide opportunities for staff to prac-
tice their knowledge and understanding through prac-
tical exercises such as spam and phishing simulation
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exercises, which could help users avoid falling victim to
spam and phishing emails.

Keywords Practical-experiential Learning - Working
from Home - Remote Working - COVID-19 - Security
Awareness Education Campaigns - Cyber Security

1 Introduction

The 2019 coronavirus COVID-19 outbreak challenged
governments and public and private corporations and
forced individuals to be confined indoors. Global travel
reached a standstill, with several governments directing
their populations to stay home while most national and
international borders were closed. Public institutions
and activities that required people to gather in enclosed
spaces, such as schools, shops, entertainment facilities,
and numerous other businesses, were temporarily closed
as a countermeasure to control the rapid expansion of
the virus [I]. Several other crisis management strate-
gies were adopted to reduce or contain the spread while
continuing with essential operations. Measures like so-
cial distancing and lockdowns were introduced to limit
person-to-person transmissions. Most businesses took
up remote working, which required embedding remote
information technology (IT) services to ensure their ev-
eryday activities could survive under challenging cir-
cumstances and continue to operate virtually. Despite
that, some businesses that had invested effort, time,
and budget in modern digital remote working equip-
ment still experienced significant rises in cyber-related
attacks as a side effect of COVID-19 [I]. The same re-
search maintained that threat actors took advantage of
online behavior and trends at the heart of the crisis and
used the pandemic as an opportunity to carry out so-
cial engineering attacks themed around the subject of



coronavirus to distribute various malware packages to
businesses since they were aware of people’s interest in
the subject of COVID-19. Tasheva in [2] states that ma-
licious actors exploited fears linked to the health crisis,
sending fake COVID-19 updates and alarming phishing
messages to collect user information or install malware
on users’ devices. The study highlights that many new
Internet users were easy targets as they were not pre-
pared for this threat; besides that, they had not been
instructed to face it and had limited knowledge of how
to use the Internet safely.

The less technically mature businesses, whose IT

set-up did not allow remote working facilities were equally

active, with many trying to catch up as they struggled
to set up remote-working environments for their staff.
Several companies in this category turned to new and
existing web or teleconferencing technologies such as
Google Meet, FaceTime, Microsoft Teams, and Zoom to
contain, eradicate, and recover from the crisis. Several
companies hurriedly bought new IT services that would
help them adapt to the demand for remote working at
speed and scale [3]. Other businesses revamped their
physical offices and created policies in a panic to enable
employees to work from home, often without spending
time and effort on essential preparations such as train-
ing or security arrangements. As person-to-person in-
teractions were limited, traditional in-person activities
such as classroom and in-person training and develop-
ment with face-to-face interactions were discouraged.
These measures significantly impacted business training
departments and education institutions, forcing them
to increase their online presence, utilizing virtual ap-
plications mainly to provide essential services and keep
businesses afloat. Many of these companies rushed their
digital transformation, often without thinking through
and adopting cyber risk mitigation measures such as
reviewing and securing the home networks of their staff
and providing security awareness training. Failure to
follow these basic security measures made securing their
data and systems’ confidentiality, integrity, and avail-
ability a primary cyber security concern [4] [5].

This paper details some cyber threats to remote
workers. It introduces security awareness education cam-
paigns and discusses why they are an essential control
to such threats. Moreover, it presents the results of
a practical experiment PoC, which uses regular, bite-
sized SAECs to deal with scams and phishing, two com-
mon corporate cyber security threats to remote work-
ers. The subsequent sections are as follows: Section two
presents a background to the study, and Section three
discusses the methodology used in the study. In con-
trast, Section Four presents the literature review results
and an overview of the PoC experiment using regular

bite-sized incident response (IR) and security aware-
ness education campaigns. In Section Five, we discuss
the results highlighting any significant findings from the
PoC, while Section Six draws conclusions and indicates
the limitations of the study.

2 Background

Several studies [6HS], maintain that the COVID-19 pan-
demic prompted many organizations to rapidly move
to remote and online working, converting their staff
from on-premises to remote workforces. The authors
in [§] argue that in Germany alone, more firms than
ever made provision for their employees to work from
home in the wake of the COVID-19 pandemic. A survey
carried out between October 2020 to June 2022 estab-
lished that 2000 German businesses switched from office
to home working per month throughout the pandemic.
In a similar study of pandemic work-from-home trends
in the US, Yang et al. in [9] established that before the
COVID-19 pandemic, about 5% of Americans had been
working predominantly from home for more than three
days per week. However, the situation changed after
the pandemic outbreak, with the percentage of remote
workers skyrocketing to an estimated 37% of Ameri-
cans working from home full-time by 2020. In a similar
study, both Wang et al. in [I0] and Barrero et al. [I1]
argue that the coronavirus caused about one-third of
US workers to shift to remote work, adding that since
then, nearly every American who could work from home
is doing so now, post the pandemic.

The shift from physical office buildings to home and
remote offices often required staff to adapt to new in-
formation technologies (IT) systems and applications,
with many having to quickly learn and acquire new
skills and competencies to be able to meet the demands
of the job. A study in [3] highlights this dilemma main-
taining that several companies turned to new ways of
working. They maintained that these businesses sought
to expand their IT systems, networks, and bandwidths
quickly to meet the demands of remote working which
became the 'new normal,”. Adding that in the rush to
implement these services, several firms forgot to factor
in appropriate cyber security controls. IT teams may
have bypassed their everyday processes and procedures
in supporting businesses to make significant changes
to enable their staff to work remotely. [3] maintains
that doing this could have violated, weakened, or even
eliminated their IT and security policies. Sebastian in
[6] highlights the same issues, maintaining that busi-
nesses struggled to balance flexibility and security for
remote work during the pandemic. [6] elaborates that a
significant proportion of staff in every country worked



from home during the COVID-19 pandemic. Employ-
ers might not have accounted for this scale of load on
their IT infrastructure, especially their cyber security
preparedness.

Quick changes to accommodate the move from of-
fices to homes, especially during the pandemic, were of-
ten accompanied by a lack of proper 'work-from-home
policies and procedures [12]. Equally, there was no clear
guidance to staff and little preparation to deal with the
cyber risks related to teleworking, making several busi-
nesses easy targets for threat actors. Even before the
cyber security loopholes created by the COVID-19 pan-
demic, cybercriminals and threat actors were already
becoming increasingly intelligent, employing sophisti-
cated tools and techniques to attack users. However,
since the pandemic and the post-pandemic era, they
are taking advantage of the opportunities created by
the COVID-19 pandemic, especially staff vulnerabili-
ties and failure to follow recommended cyber security
behaviors to perpetrate attacks on users operating re-
motely. According to [4], the pandemic generated differ-
ent cybersecurity challenges for businesses due to em-
ployees working predominantly from home. Due to this
change, many organizations allowed their staff to use
their personal computers, relying on their private home
networks and other resources such as personal routers
and virus protection [I0]. Pranggono in [3] and Wang
& Alexander in [10] elucidated that by allowing staff to
use personal devices for remote work without essential
cyber security awareness training or preparation, busi-
nesses inadvertently exposed their systems and data
to be compromised. Moreover, they left staff open and
vulnerable to attacks as their devices lacked corporate
networks’ cyber security controls and protection. The
research adds that staff working remotely would most
likely be vulnerable as their security solutions were tai-
lored to individuals instead of enterprise-level solutions
that businesses can provide against hacker attacks, es-
pecially for sensitive information.

2.1 Research questions

The three specific research questions that this study
seeks to answer are outlined below.

RQ1: What are regular security awareness education
campaigns?

RQ2: Why are regular SAECs an essential control
against threats to remote workers?

RQ3: How can regular SAECs improve the security
of remote workers?

To address the research questions posed in RQ1,
RQ2 and RQ3, we conducted a literature review and

undertook a practical proof of concept experiment to
test the proposed approach.

3 Literature Review

A literature search using a 'keyword search strategy was
undertaken to enable us to answer both RQ1 and RQ2.
The search targeted traditional academic databases and
bibliographic sources. Table [1| below provides details of
the data collection and systematization process.

The traditional academic and bibliographic database
searches produced 146 articles. The team reviewed them
first by abstract, followed by a full review for those re-
quiring further analysis to determine their suitability
for inclusion. After the full-text review, 58 articles that
did not meet the criteria for inclusion were excluded. To
be considered for inclusion articles had to be written in
English. They also needed to address subjects such as
security awareness education, cyber threats, and risks
associated with home, remote, or virtual working. The
remaining 88 articles were reviewed again. A further 23
were excluded as they did not significantly address the
cyber security challenges associated with remote work-
ing, how to address such challenges, or security aware-
ness education campaigns. Another 4 were eliminated
as they concentrated more on health and safety than
cyber security. After a review of the 61 articles left, we
discarded 6 more as they dealt with physical security
awareness. This left us with 55 articles that were found
relevant for inclusion in the paper.

3.1 Security awareness education campaigns (SAECs)

To fully understand what security awareness education
campaigns are and why they are seen as an essential
control against some cyber risks experienced by remote
workers, it is crucial to understand what cyber or in-
formation security awareness campaigns are. This def-
inition is an essential first step to enable this study to
put into context cyber or information security aware-
ness training campaigns and their purpose(s). Secu-
rity awareness campaigns or training, also called infor-
mation security awareness training programs or cam-
paigns [I3], is the vehicle for disseminating informa-
tion that all users, such as employees, including man-
agers, consumers, and citizens, need to help them un-
derstand what safe and acceptable digital, online be-
haviour is. Similarly, Abawajy in [I4] proposes that
security awareness campaigns mainly focus on raising
online end users’ cyber security awareness. Both these
definitions attest that SAECs are the medium used
to communicate security requirements and appropriate



Table 1 Data collection and systematization process.

Ttem Description

Research Strings

String 1: ”Working from Home”, ” Virtual Office”, or ”Remote Working.”

String 2: ”Cyber Security Threats During COVID-19.”

String 3: ”Security Awareness Education Campaigns” or "SAECs.”

String 4: ”Cybersecurity Threats and ”Remote” or ”Home” or Virtual Working.”

String 5: ”Securing the Remote Officer” or” Mitigating Cyber Risks from Remote Workers.

Online Databases

IEEE, Elsevier, Emerald Insight, Springer, Google Scholar, ScienceDirect, SCOPUS, Taylor and Francis, WoS.

Others include resources from COVID-19 Research Journals, websites, and bibliographies.

Period of Search
Area of Research
Language
Documents

December 2022 to February 2023

English
Articles, Reviews, and Editorials

Security Awareness Education and Cyber threats and Risks. Associated with Home, Remote or Virtual Working.

behaviours for users of information systems. Accord-
ing to the NIST Special Publication 800-16, SAECs or
"Awareness is not training’. It maintains that security
awareness campaigns focus users’ attention on security,
allowing them to recognise and respond appropriately
to security concerns. CybSafe [I5] highlights this no-
tion by stating that SAECs help to educate employees
on security risks and best practices. They assist them in
identifying and responding to potential threats and can
help establishments reduce the risk of data breaches,
malware infections, phishing attempts, and other mali-
cious activities. For Pattinson et al. [16], security aware-
ness education campaigns are the process of ensuring
that ’an individual’s knowledge of, and attitude to-
wards, safe, risk-averse behaviour when using a digital
device such as a workstation computer at work, a home
laptop, a mobile phone or a tablet device’ is improved.
According to these researchers, an essential or defin-
ing characteristic of SAECs, highlighted by Kovacevié¢
& Radenkovié¢ (2020), is that they should be treated
as a continual process because new attacks constantly
appear as new technologies are introduced.

The definition adopted for this paper is that of Cyb-
Safe [15], which maintains that SAECs help to educate
employees on security risks and best practices. They
assist I'T system staff and users in identifying and re-
sponding to potential threats. They can help establish-
ments reduce the risk of data breaches, malware infec-
tions, phishing attempts, and other malicious activities.
SAECs are the process followed to ensure that staff or
employees develop the ability to understand and seek
to avoid actions that an individual may do that would
put the confidentiality, integrity, and availability of data
and information systems at risk. From this definition,
it is apparent that cyber security awareness education
campaigns centres around understanding and develop-
ing skills in the safe and acceptable use of digital and
online services. For this to happen, Bada et al. in [I3]
contend that developing such understanding and the

necessary skills requires a change. They insist that users
or staff must be able to understand and apply the ad-
vice, and they must be motivated and willing to do so.
While these researchers agree that it requires an under-
standing of and a willingness to apply security aware-
ness knowledge, they insist that staff and users must
also see it as their responsibility to protect the confi-
dentiality, integrity, and availability of their data and
any systems entrusted to their care.

Moreover, businesses need to ensure that SAECs
are conducted regularly to ensure that employees re-
main up-to-date with the latest security trends and can
recognize potential threats to their systems (CybSafe,
2023). Due to the increase in the number and complex-
ity of cyber threats, these researchers hold that it is
essential for employees’ knowledge and understanding
of the latest security risks and best practices to ad-
dress them to be constantly improved. The best way to
achieve this is through regular SAECs to ensure that
employees remain up-to-date with the latest security
trends and can recognize potential threats.

3.2 SAECs as an essential control against threats to
remote workers

SAECs have been known to play an essential role in or-
ganisations’ security. Studies such as CybSafe [15] and
Bada et al. [13] support this theory, maintaining that
security awareness training is crucial to any business’s
security strategy. According to recent research, it helps
employees understand the importance of cyber security
and teaches them how to identify potential threats and
respond appropriately. Besides that, it provides employ-
ees with the knowledge and skills needed to identify,
report, and prevent security incidents (CybSafe, 2023).
Moreover, SAECs are essential in the fight against cy-
ber threats and risks to remote users because threat ac-
tors are becoming increasingly sophisticated, employing



a range of tools and technologies that have devastating
effects on businesses. In addition, as every business’s
protection depends on its staff, who have been described
as the weakest link, [I7], it is vital to target the end
users. While Kovacevic¢ et al. [I8] established that some
organisations had realised the need to invest in security
tools to protect their systems and data, several firms
opted primarily for technical protection while overlook-
ing employee security awareness education. This obser-
vation is corroborated by Georgiadou et al. [I], who
found that businesses that exhibited a better organisa-
tional security culture while working from home during
COVID-19 concentrated mainly on technical controls.
The security guidelines provided by the management
of these companies during the coronavirus period fo-
cused on corporate network access management issues.
They targeted areas such as 'Virtual Private Network
(VPN), usage and avoidance of wireless connections’
with less or no emphasis on employee awareness of how
to protect their asset’s safety, such as password protec-
tion, locking devices while away from their desk, up-
dating software and guarding against phishing emails
[1]. Though alarming, such evidence is not surprising
because research by Aldawood & Skinner in [19] found
that many organisations know what an excellent cyber
security culture is but struggle to implement it. Many
end up concentrating too much on technical controls
leaving out the human capital cyber security knowl-
edge base vulnerable and susceptible to attack. Given
these findings and the fact that there is a significant
shift to remote working and that the number of attacks
targeting remote workers is growing and likely to in-
crease, employee security awareness must be seen as a
priority and not just a ’nice to have’ option. Moreso
because some studies have argued that although users
are aware of the risks in cyberspace, most do not fol-
low best practices, and there is a need for permanent
structured training [I7].

Another reason SAECs have a pivotal role against
cyber threats to remote workers is that most breaches
and cyber risks encountered while working remotely,
mainly since the advent of COVID-19, are "human fac-
tors’ threats. These are threats that rely on human er-
ror to be effective. They include attacks that usually
rely on a user falling prey to phishing scams by clicking
on an Internet or email link. Such threats could be ad-
dressed through awareness education, which has been
described as "the first line of defense’ [20]. Figure [[]out-
lines some cyber threats experienced by users during
the pandemic that could have been mitigated through
SAECs pre- and post-COVID-19.

As illustrated in Figure|l] examples of some human
factors or human error cyber-attacks experienced by re-

mote workers during the pandemic and post-COVID-19
were scams, spam, and phishing emails, which threat
actors used to target vulnerable users and businesses
[3]. Middaugh [21I] elaborates that a typical example
of these scams was the distribution of phishing emails
to hospital employees during the COVID-19 pandemic.
She contends that the phishing emails were disguised
as crucial information about the COVID-19 virus, of-
ten promising personal protective equipment such as
N95 masks or lifesaving ventilators for sale. On other
occasions, they disguised the messages, making them
appear as messages sent by corporate communications
from within the business, either containing documents
with executable (.exe) files or embedded with malicious
links that would install malware or launch an attack
once opened or when the reader clicks on them. These
threats exploited users’ interest in pandemic news to
collect their personal data, which was used to com-
mit crimes such as malware distribution, identity theft,
and forgeries, often impersonating government agencies
and tax entities [22]. Such risks can best be addressed
through SAECs because an effective awareness cam-
paign can equip employees to be fully aware of insecure
or suspicious links, including what they should do if tar-
geted by potentially suspicious email phishing frauds.

While many of the breaches were caused by fail-
ures in various systems and technologies, such as poor
coding practices, lack of proper testing, and failure to
apply security patches, most were due to human error,
which researchers have described as the weakest link
[10]. Examples of "human error’ risks that users were
exposed to during the pandemic included clicking on
links, unsolicited emails from unidentified sources, and
using the same password on various websites. Others
included downloading free software, such as anti-virus
software from unidentified sources, and utilizing free ac-
cess to public Wi-Fi. Some staff reported downloading
digital media such as games, movies, and music from
unknown sources and using personal electronics such
as laptops, tablets, smartphones, and other removable
devices such as USB sticks to store business data or in-
formation [10]. While the threats highlighted above are
not an exhaustive list of issues experienced by remote
workers, it is essential to emphasize that the weakest
links are always users, especially staff who access busi-
ness networks. As such, it is incumbent on businesses to
take the necessary steps to implement regular SAECs,
ensuring that they train staff to take responsibility for
the security of their network and devices [21].

Some studies have insisted that security awareness
education and training, especially for remote workers,
has always been problematic. For example, Furnell in
[23] and Furnell & Shah in [24] highlighted that there



Exampls of ‘Human
— Factors' threats to

Fig. 1 ‘Human factors’ threats that could be addressed through SAECs.

had been shortcomings in user awareness education for
remote workers, as it has mostly not been seen as a pri-
ority. Despite that, Kovacevic et al. insist in [I8] that
though there are challenges, as highlighted by Furnell,
SAECs are essential because even though employees
use computers and the Internet regularly and may be
aware of security risks, many are unsure of the mea-
sures required to protect the confidentiality, integrity,
and availability of information in cyberspace. Using the
example of phishing, they argue that even if they have
heard about it, some users may not know how to iden-
tify and respond appropriately to a targeted phishing
email [I7]. This argument suggests that SAECs are es-
sential in teaching users tools and techniques to reduce
cyber security organisational risks.

As this study confirms SAECs are essential in the
fight against cyber threats, especially those related to
remote workers. They help employees gain knowledge
and develop skills to recognize, report, and prevent se-
curity incidents. As such, they must be regular and
have staff buy-in, designed to be simple and practi-
cal, enabling users to understand and build the skills
and aptitudes required to spot and avoid cyber risks.
That explains why Middaugh in [21] insists that SAECs
should assist staff in discriminating between less cau-
tious users (”clickers”) and more cautious ones, who do
not to click on anything without verifying the sender
or checking to see if the link is legitimate. This is be-

cause most phishing emails may seem to come from a
reputable source. However, if reviewed carefully, users
who have adequate training can pick up clues of phish-
ing emails or scams, such as grammatical mistakes and
embedded hyperlinks, which identify them as fake or
suspicious.

4 Regular SAECs proof of concept (PoC)
experiment

This section of the paper summarises the results of the
PoC experiment.

To answer the RQ3, we carried out a range of ex-
periments as part of a PoC, beginning with a survey,
followed by 2 awareness campaigns made up of a prac-
tical ’show and tell’ session, a security awareness com-
municating newsletter, followed by 3 spam and fishing
simulation tests.

Participants for the experiment were selected from
across 5 small to medium-sized businesses, most of whom
worked predominantly from home. A proportion was
classed as ’hybrid’ though they stated that they have
only visited the office on one or two odd occasions since
the COVID-19 pandemic. Participants were drawn from
different departments within the participating business.
They came from the Human Resources (HR), Service



Desk, IT Support, Finance, and Learning and Develop-
ment.

Scholars have employed various methods and strate-
gies to avoid bias, which Siadati et al. in [25] argue can
exist in all research. We maintained the same partici-
pants in all 3 exercises to avoid potential biases. This
bias reduction strategy aligns with the “counterbalance
schedule” approach to avoiding bias in research put for-
ward by Siadati et al. [25], which suggests that aca-
demic bias can be reduced by maintaining the same par-
ticipant demographics throughout a research project.
In the context of the scam and email exercises, we used
the same teams across different departments, with each
respondent completing all 3 tests at different intervals.
Besides that, we varied the examples in the test to en-
sure that they differed from the samples shown to the
participants during the show-and-tell training.

To measure participants’ knowledge and establish
their understanding of security awareness education and
participation in SAECs, we started the PoC with a sur-
vey. The survey aimed to establish participants’ knowl-
edge and discover some cyber threats they experienced
while working remotely. It also sought to establish their
knowledge and understanding of spam and phishing
messages, whether they can identify spam and phish-
ing, how often they have taken part in SAECs recently,
and gauge participants’ views on whether SAECs can
improve security awareness.

The ’show-and-tell” exercise sought to help partici-
pants develop skills that would enable them to identify
common human factors and threats to remote work-
ers. Risks such as scams and phishing messages often
come with embedded malware that, if not discovered,
can cause serious security threats.

The final exercise was a series of real-world sim-
ulation challenges to help participants practice their
knowledge. It also sought to give the research an indi-
cation as to whether using regular SAECs with varied
and diverse approaches is a novel tactic to address se-
curity challenges experienced by remote workers. The
detailed description and results of the survey and the 3
simulation tests are discussed in the sections below.

4.1 Results of the survey

Respondents from 6 small to medium-sized businesses
answered the call for participation in the experiment.
Most participants worked predominantly from home,
with a small proportion classed as "hybrid’. However,
they stated that they have only visited the office on
one or two odd occasions since the COVID-19 pan-
demic. The specific business sectors participants came

Which business sector are you in?
50 responses

Customer Services

Information Technology 20 (40%)

Government including Local o (18%)
Councils

Financial Industry
Health and Care Sector 8 (16%)

Commercial Sector, including
Warehousing and Distribution

Fig. 2 Industries in which survey respondents work.

What department do you work in?
50 responses

Human Resources (HR)| 7 (14%)

Service Desk 6 (12%)

IT (Including Support, Application

o
Development and Network Sec. . 13 (26%)

Finance 13 (26%)
Learning and Development

Project Management| 7 (14%)

Fig. 3 Number of respondents/department & percentage.

from included Customer Services, with 6 respondents,
12%, and Information Technology, with 20 participants,
accounting for 40% of all respondents. 9 respondents,
which makes up 18%, came from Local Government and
Councils, 5 participants, 10% from the Financial Indus-
try, 8, 16% from the Healthcare Sector and 2 respon-
dents, 4% from the Commercial sector, see Figure [2| for
details of business sectors represented in the study.

The call for participation was answered by 50 re-
spondents representing different departments across 6
business sectors listed in Figure 2 above. All 50 par-
ticipants took part in the study from start to finish.
They came from Human Resources (HR), the Service
Desk, and the IT Department (IT Support, Applica-
tion Development, and Network Security). Others were
from Finance, Learning and Development, and Project
Management. The most represented departments were
the Information Technology and Finance departments,
with 13 respondents each, making a combined total of
52%, followed by Human Resource and Project Man-
agement, with 7 participants each and a combined per-
centage total of 28%. The Service Desk followed this
with 6 respondents, 12%, while Learning and Develop-
ment with 4 respondents, 8%. Figure [3]lists represented
departments.

Regarding their qualifications, 28 respondents, 56%,
were degree holders, and 11, 22%, had a Masters or
Master of Business Administration (MBA). 6, 12% were
holders of a Diploma, and 3, 6% had Advanced Level



What is your Highest Qualification?
50 responses

GCSE

Advanced Level

Diploma

Degree

Masters or MBA

PhD

Other

Fig. 4 Number of respondents foe each department and per-
centage.

| know what phishing is

50 responses

® ves
® No
© Maybe

Fig. 5 Percentage of participants who stated they knew what
phishing is.

Certificate 2, 4% were holders of a Doctor of Philosophy
(PhD) certificate. Figure [4] shows a breakdown of the
range of qualifications held by survey respondents .

When asked about their knowledge of phishing, 48
participants, 96%, confirmed that they knew what phish-
ing was, while 2, or 4%, were unsure, see Figure

Regarding their knowledge and understanding of spam,

96% or 48 participants stated that they know what
spam and phishing are, which indicates that they could
identify and deal with threats spread through these at-
tack vectors. As shown in Figure[6] only 2 participants,
making up 4%, were uncertain about what spam and
phishing meant.

When asked about their knowledge of social engi-
neering, 42 respondents, 84%, said they knew what it
was; 7 participants, 14% of respondents, said they did
not know, while 1 participant, making up 2%, said they
were unsure, see Figure [7}

| understand what spam is
50 responses

@ Yes
® No
O Maybe

Fig. 6 Percentage of participants who stated that they know
what spam is.

| know what Social Engineering is
50 responses

® Yes

® No
@ Maybe

Fig. 7 Percentage of respondents who stated that they know
what social engineering is.

Asked about their working mode, 36 respondents,
or 72%, stated they were remote workers, in contrast,
13, or 26%, stated they were hybrid workers, while 1 or
2

As shown in Figure [0] out of the 50 responses re-
ceived, 46 individuals, 92%, answered that they started
working remotely during COVID-19. 8%, 4 respondents
stated that they had been working remotely before the
pandemic.



Which of the options below best describes your working status?

50 responses

@ Office based
@ Hybrid
© Remote

Fig. 8 Working modes of survey participants.

If you work remotely tell us when you started.
50 responses

@ Before the Coronavirus pandemic
@ During the COVID-19 pandemic
@ Atfter the Coronavirus pandemic

Fig. 9 Starting period of remote working

The next question, see Figure[10] asked participants
about their exposure to cyber threats, especially scams
and phishing emails, while working remotely. 40 re-
spondents, or 80%, stated they had been targeted with
scams and phishing email messages while working from
home. These included scam emails requesting payments
to release items and those instructing them to click links
to enter personal details. 8 respondents, 16%, had been
targeted with phishing emails requesting them to click
on a link and enter personal details. In comparison, 2
respondents, or 4%, received scam emails about pay-
ments for an imaginary parcel.

When asked about their ability to identify scams
and phishing emails, 42 respondents, 84%, said they

Select the most relevant statement form the list below.
50 responses

@ | can confidently identify scam and
phishing messages

@ | may be able to recognise a scam or
phishing messages

@ 1 am not able to identify scam and
phishing messages

Fig. 10 Types of scams and phishing emails people receive
while working from home.

Select the most relevant statement form the list below.

50 responses

@ | can confidently identify scam and
phishing messages

@ | may be able to recognise a scam or
phishing messages

@ | am not able to identify scam and
phishing messages

Fig. 11 Participants’ ability to recognize scams or phishing
emails

may be able to recognise scams or phishing. In contrast,
7 or 14% responded that they can confidently identify
scams and phishing messages, while 1 participant, 2%,
stated that they cannot figure out scams and phishing
emails, see Figure
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Select all the options that apply to you
50 responses

I understand what cyber|
information security awareness
education campaigns are.

39 (78%)

My company carries out regular
security awareness campaigns|
and updates.

I have recently attended a
security awareness campaign or|
received security updates from...

16 (32%)

40

Fig. 12 Security awareness knowledge and participation in
awareness campaigns.

When asked about their knowledge and experience
of SAECs and security updates, including whether their
businesses performed regular SAECs and if they have
taken part in one recently, participants responded as
follows: 39 respondents, 78%, stated that they knew
what SAECs are. However, only 2, or 4%, stated that
their organisations performed regular SAECs, while 16,
or 32%, maintained that they have recently participated
in one. Most of those who had participated in the exer-
cises were from the IT of Financial sectors; see Figure

The final survey question asked respondents if they
believed regular security awareness campaigns encour-
aged users to be cyber security conscious. As evident
in Figure 68% or 34 participants, confirmed that
they believed regular security awareness education en-
couraged people to be cyber security aware or conscious
about security threats. In contrast, 16 respondents, rep-
resenting 32%, stated that they did not know if security
awareness education campaigns helped people be more
conscious about cyber security.

4.2 The ’show and tell’ security awareness campaign

Following the initial survey, we scheduled an aware-
ness campaign over Microsoft Teams aimed at help-
ing participants develop their knowledge, understand-
ing and skills in identifying scam and phishing emails.
Using a freely available Internet resource, see Figure
14} we 'walked through’ an example of a typical scam
or phishing email, pointing out key features of scam
and phishing messages. The exercise demonstrated to
participants how to identify possible spam and phishing
emails.

4.3 Security newsletter

Following the show-and-tell session in which partici-
pants learned how to identify scam and phishing emails,

| believe that regular security awareness campaigns

encourage users to be conscious about cyber security.
50 responses

® Yes
® No

| don't know if they do or not

Fig. 13 Do security awareness education campaigns help at-
tendees become more conscious about cyber security?

Thed meght Be. % " Uikt and othe Been disabled. Chk here 16 erabie
Tuncssnaity gt recommended.
From PayPs [servce Spayps-sust ska com.a] - = Ths 20062002 $:28 AM
Te S i -:N-..' 1. Fake sender domain,
I (not service@paypal.com.au)
Subject ous account has been imded
\ 2. Suspicious Subject
_J and content.
How 1 your PayPal accoups=
Dear PayPal member
-
3. Bad grammar
1¥s easy I
U Cliok the ok hslosnbeamam s nagyrg browser wind

o,
2. Confirn hp/ /55 10270165/ ppau/ | the sccourt, and then follow the imtructions.

Click 1o follow Rk
— 4.Hovering over
PayPal Ema. PI2240008TTTEY link reveals
suspicious URL.

Fig. 14 A screenshot with an example of a phishing email

26].

participants were introduced to another SAEC resource,
the Security Newsletter. It contained information and
updates on Social Engineering. The newsletter explained
social engineering and provided advice and guidance on
detecting possible social engineering attacks. Figure [15]
shows a screenshot of the security newsletter used in
the security PoC exercise.

4.4 Scam and phishing simulation exercises

The final phase of the PoC was a series of phishing sim-
ulations deployed to target all participants invited at
the start of the study. 3 simulations were deployed over
3 weeks. The authors’ choice or preference for phish-
ing trials was informed by studies from Alkhalil et al.
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Fig. 15 Screenshot of the security newsletter used in the
PoC

[27], which found that phishing emails with links, at-
tachments, and spelling errors are increasingly becom-
ing a primary attack vector. The study submitted that
nowadays, phishing is considered one of the most press-
ing cyber security threats for all internet users, regard-
less of their technical understanding and how cautious
they are. Phishing attacks can lead to severe losses for
victims, including sensitive information, identity theft,
companies, and government secrets. Al-Qahtani & Cresci
in [28] concur that phishing messages that appealed to
authority were among the most frequent cyber threats
experienced during the COVID-19 pandemic. The the-
ory is supported by Mahadevan [29], who insisted that
criminal gangs used phishing emails during the pan-
demic to attack victims’ businesses, especially health-
care organizations. Malicious actors designed emails us-
ing logos copied from the World Health Organisation
(WHO) website, for example. They used them in fake
emails with embedded links and attachments to con-
vince some people they came from authentic senders.
This appeal to authority created a sense of trust in vic-
tims, making them more likely to click on the links.

The first was a message with suspicious hyperlinks
embedded, and the second had a suspicious attachment.
The final test was a message with spelling, grammar,

and punctuation errors. Table 2] below shows the results
of the outcomes of the individual simulation campaigns.

5 Discussion

The survey that kicked off the PoC uncovered several
observations. To begin, it highlighted that employees
have different levels of knowledge and understanding
regarding cyber security. For example, while phishing
is relatively well-known and topical, 13.6% of partici-
pants were unsure of what phishing was. As strange as
it may appear, this discovery aligns with research by
Alsharnouby et al. [30], which found that phishing re-
mains a significant threat because users are unaware
and cannot verify the authenticity of the links to a
website asking for their credentials. Equally, the high
number of respondents who indicated that they could
identify spam and phishing appeared to suggest that
most users could deal with it. Should that be the case,
then it is very positive, given that spam and phishing
have been described as the most widely used technique
that leads to a compromise in cyber security by sending
fraudulent emails to users and compelling them to act
[31]. While this is encouraging, just having the knowl-
edge or awareness about a specific risk does not mean
one has the skills needed to address challenges caused
by the threat. Abawajy in [14] corroborated this argu-
ment by establishing that though users may be aware of
threats such as spam and phishing, they might not have
the knowledge and skills to protect themselves against
such threats.

A key observation from the survey data is that 16%
out of all 50 respondents said they were unsure or did
not know about social engineering. The lack of knowl-
edge in this area substantiates the results of a recent
study by Sharma et al. [32], which argued that a lack
of awareness is among the main factors that lead to
successful phishing and social engineering attacks. Be-
cause of observations like these, security education and
awareness providers like CybSafe (2023) advocate for
regular SAECs and maintain that security awareness
training is essential for businesses to ensure that their
employees are knowledgeable about the latest security
threats and best practices.

Another observationis the fact that many respon-
dents also confirmed that they had been targeted by
scams and phishing while working remotely. This data
corroborates the views of Ahmad [33], who established
that coronavirus-themed phishing scams have bombarded
people working from home since the pandemic. He main-
tained that these scams leveraged psychological factors
such as fear and the uncertainty surrounding COVID-
19, hooking vulnerable people, and taking advantage of
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Table 2 Results of the 3 email simulation tests conducted during the PoC, the actions taken by respondents and a breakdown

of the numbers.

Type of scam or phishing emails

Participants’ response action

Number of respondents

Emails with suspicious links

Found and reported the suspicious link 36
Clicked on the suspicious hyperlink 14
Emails with suspicious attachments
Identified and reported attachment 40
Did not identify or report attachment 10
Emails with spelling and grammar errors
Identified spelling and grammar errors 45

Did not Identify spelling and grammar errors 5

workplace disruption to trick staff with personal infor-
mation or business secrets.

In a similar study, Price Waterhouse Cooper in [34]
advanced that employees working remotely during the
pandemic were susceptible to social engineering attacks.
They stated that threat actors used phishing attacks
crafted to exploit potential alarms around COVID-19
to trick victims into giving away company data and
other priced information. The fact that most partici-
pants stated their organisations did not offer regular
security awareness training and that they had not par-
ticipated in a SAEC session recently is no surprise.

These statistics align with recent studies such as
Furnell in [23], Furnell & Shah in [24], which found that
there was a lack of cyber security awareness training for
remote workers during the pandemic [I2]. They argue
that the failure to offer cyber awareness education to
staff working remotely during the COVID-19 pandemic
will likely increase staff susceptibility to cyber-attacks.

Another observation from the survey is that more
than 90% of respondents believed SAECs are essential
in building a cyber-conscious culture. This is important
because studies like CybSafe [I5] insist that businesses
should invest in staff security awareness training. They
advanced that when employees are provided with the
proper security awareness training regularly, it influ-
ences them to develop specific security behaviors, en-
suring that the business remains secure against cyber
threats.

To assist users in understanding and, most impor-
tantly, applying knowledge gained from SAECs prac-
tically, we employed resources like a newsletter article
on social engineering to assist participants in under-
standing what spam, phishing, and social engineering
are. The session used real-life phishing simulation ex-
ercises aimed at helping participants apply the knowl-
edge and understanding they have acquired in a practi-
cal, real-life scenario. The exercise alerted participants
to the growing number of email or text message-based
phishing attempts targeting remote users. It urged par-

ticipants to remain alert to potential spam, phishing
emails, or text messages to reduce the business’ suscep-
tibility to cyber threats, especially phishing attempts.

The desire to encourage staff to build skills that can
help them become more involved in organizational se-
curity protection is in line with research by Reegard et
al. (2019), who stated that individuals must also take
responsibility for maintaining a secure and vigilant cul-
ture at work as security should not be seen as solely the
responsibility of the IT department. That explains why
Ahmad [33] highlighted that spam and phishing posed
significant risks to remote workers, especially during
and post-COVID-19, when remote working became the
norm. The study insisted that helping participants un-
derstand and tackle spam and phishing is vital, given
that threat actors used COVID-19-related names in ma-
licious file titles or fake hyperlinks to trick users into
opening them. Additionally, businesses are responsible
for ensuring remote staff know how to detect and react
to phishing fraud and other cyber-attacks. The authors
in [I2] share the same views, maintaining that it is es-
sential for businesses to educate staff, helping them ac-
quire good cyber security skills needed to deal with the
cyber challenges of remote working to minimize risks to
businesses and their staff.

Additionally, the SAEC PoC provided specific guid-
ance to participants. It used examples like the incon-
sistencies highlighted in Figure [10[ to show participants
what to look for in scam and phishing messages. The ex-
ercise demonstrated checking for inconsistencies or 'red
flags’ in email addresses, attachments, and hyperlinks
deemed suspicious. The PoC advised that most mali-
cious emails could look legitimate, but there are usu-
ally indicators when something is not quite right. Par-
ticipants were advised to check for spelling and gram-
matical mistakes, as most generic phishing emails may
have incorrect spelling or grammar. Besides that, they
should take time to verify if the email originates from
an organization they regularly correspond with. If so,
they should crosscheck the sender’s address against pre-
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vious emails from the same organization. Participants
were taught to be skeptic and ask themselves if they
expected an email from the reported sender. For exam-
ple, they were taught that unless they have registered
their work email address with PayPal, they should not
receive an email from PayPal asking them to restore
an account that they never created. They were also ad-
vised to report emails they are unsure about or deem
suspicious to IT Support or IT Security for investiga-
tion.

The outcomes and results of all three spam and
phishing simulation exercises conducted in the PoC have
some positive indicators. In the first simulation con-
taining a suspicious hyperlink, 19 out of 25 recruits,
76%, participated in the challenge. 14 out of 19, 73.6%,
identified and reported the link as suspicious, while 3,
15.7%, clicked first before reporting it. A further 2,
10.5%, clicked the link but did not report it. In the
second simulation with a suspicious attachment as pay-
load, 22, which makes 88% out of 25 participants re-
sponded to the challenge. 19, 86% of respondents im-
mediately identified and reported the suspicious attach-
ment. 2 participants, 9% of all respondents, opened the
attachment before reporting it as suspicious, while 1,
4% opened but failed to report it. In the last challenge
with a spam, phishing message with spelling, grammar,
and punctuation errors, 21 participated, making it 84%
of respondents. All 21, 100% of participants spotted the
spelling, grammar, and punctuation errors and imme-
diately flagged the message as suspected spam or phish-
ing. While the study is relatively small, the high num-
ber of respondents who recognized the threats indicates
that regular and varied SAECs could effectively control
phishing. Equally, the fact that participants gradually
got better at identifying and reporting suspicious mes-
sages and links indicates that regular, varied, bite-sized
SAECs could effectively promote a good security cul-
ture for remote workers.

Following on from the observations discussed above,
it is clear that despite the minor differences in respon-
dents’ attitudes, there was an improvement in the num-
ber of participants who could identify and flag poten-
tially malicious messages over time. As the simulations
progressed, better spam and phishing detection rates by
staff indicate that regular SAECs, especially those with
practical examples that enable staff to identify what to
look out for, could benefit remote workers. This dis-
covery is significant because, in a study of why aware-
ness campaigns failed to increase awareness amongst
employees, Bada et al. in [13] argued that staff needed
to find relevance with the training, to accept that infor-
mation in SAECs is appropriate and understand how to
apply it in responding to threats before campaigns can

be meaningful to them. In the same light, Aldawood &
Skinner in [I9] assert that for training to be practical,
it has to help employees to develop the skills and apti-
tudes to recognise, flag, or deal with malicious attempts
and potential attacks. Following this research evidence,
our PoC sought to make the information meaningful to
participants and offered them opportunities to demon-
strate their understanding of the knowledge and skills
taught through the exercises.

Another positive observation worth emphasizing is
that 3 participants, or 15.7% of respondents, in the first
test and 2 participants, or 9%, in the second test, re-
ported the link and attachment as suspicious.Recognising
and reporting possible breaches by victims is laudable
and necessary in building a cyber security culture change
within organisations. Users need to recognise that they
are essential in the fight against cyber threats. To make
this possible, businesses must create enabling environ-
ments with policies and procedures that encourage users
to report breaches even when they are responsible for
the offense.

6 Conclusion and Limitations

This study elaborated on the literature on the chang-
ing working conditions of several businesses and their
staff since COVID-19. It featured some human factors
threats to remote working and highlighted challenges of
delivering security awareness education to remote staff
pre- and post-COVID-19. The study also recognized
the importance of SAECs as a vital control to miti-
gate some threats that remote workers encounter. It
insisted that scams and phishing messages are familiar
yet effective threats to remote workers. They should be
addressed using standard methods that allow trainees
to experience and demonstrate real-time steps to pro-
tect the business’s data and systems.

Moreover, the study implies that securing the re-
mote office requires a robust SAEC approach that en-
courages remote staff to be open and transparent, re-
porting potential or suspicious breaches without fear of
being blamed. It concludes that successful SAECs help
staff protect business systems and data. To be effective,
these awareness campaigns must be regular and varied,
providing opportunities for staff to understand what to
look for in suspicious scams and phishing emails. Fur-
thermore, it highlights that SAECs must provide oppor-
tunities for staff to practice their knowledge and under-
standing through practical exercises such as spam and
phishing simulation exercises, which could help staff to
avoid falling victim to such threats.

As this is an initial study, it is essential to point
out that it has some limitations, a key one of which
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is the small number of respondents. The sample size
was based on numbers from several small and medium-
sized businesses with which the researchers had pre-
viously interacted. To improve the study’s robustness,
it is necessary to widen the scope to include partici-
pants from bigger businesses with more significant staff
numbers over a prolonged period. Another limitation is
that the study concentrated mainly on spam, phishing,
and social engineering, just a few of the many common
risks remote workers experience regularly. Future stud-
ies should widen the scope to involve most, if not all,
of the threats highlighted in Figure [2]
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Appendix A: Questionnaire

Security Awareness Education Campaigns
PoC Initial Survey

1.

KBNS

8.

Which business sector are you in?
(a) Customer Services
(b) Information Technology
(¢) Government including local councils
(d) Financial Industry
) Health and care sector
) Commercial sector

. What department do you work in?

(a) Human Resources

)
(b) Service Desk
(c) IT
(d) Finance
(e) Learning and Development
(f) Project Management

. What is your highest qualification?

GCSE
Advanced Level
Diploma

Degree

Masters or MBA
PhD

other

. Do you know what phishing is?

. Do you know what spam is?

. Do you know what social engineering is?

. Which one of the following best describes your work-

ing status?

(a) Office Based

(b) Hybrid

(¢) Remote

If your work is remote, when did you start?
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(a) Before COVID’19
(b) During COVID’19
(¢) After COVID’19
9. Have you been exposed to scams or phishing email
threats while working remotely?
(a) Scam emails
(b) Phishing emails
(c) All of the above
10. Select the most relevant statement from the list be-
low
(a) Ican confidently identify scam and phishing emails
(b) T may be able to recognize scam and phishing
emails
(c) i am not able to recognize scam and phishing
emails
11. Select all the options that apply to you.
(a) T understand what cyber security awareness ed-
ucation campaigns are
(b) My company carries out regular cyber security
awareness education campaigns
(¢) T have recently attended a cyber security aware-
ness education campaign
12. T believe that regular security awareness campaigns
encourage users to be conscious of cyber security
threats.
(a) Yes
(b) No
(¢) Don’t Know
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