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Abstract 

This paper reviews big data and Internet of Things (IoT)-based applications in fields re- 
lated to smart environments. This research is intended to identify the areas of application 
,current trends, data architectures, and ongoing challenges in this field . This article, which 
is the first systematic review of its kind, aims to achieve this goal by using draws on aca- 
demic documents published in peer-reviewed venues from 2011 to 2019, based on a four-step 
selection process of identification, screening, eligibility, and inclusion for the selection pro- 
cess. In order to examine these articles, a systematic review was conducted and six main 
research questions were answered. The results indicate that the integration of big data and 
IoT technologies creates great opportunities for smart environment applications regarding 
monitoring, the protection, the monitoring, and the improvement of natural resources. The 
tools that have been developed in these areas include smart environment monitoring, smart 
farming/agriculture, smart metering, and smart disaster alert). We conclude by summariz- 
ing the methods most commonly used in big data and IoT ,which we intend to serve as a 
starting point for future research. 

Keywords: Systematic review; Internet of Things (IoT); big data; smart environment 
applications 

 

 
 

1. Introduction 

The internet of things (IoT) has risen in use and popularity over the last decade, point- 
ing toward productive and exciting new directions for a whole generation of information 
devices [1] [2]. The fundamental concepts of IoT were invented by Kevin Ashton in 1999, 
when he introduced device-to-device communication on a wider scale than previously pos- 
sible [3]. Atzori et al [4] have since stated that ”IoT is a result of the convergence of three 
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Figure 1: Internet of things Concept 
 
 

visions; things-oriented, internet-oriented, and semantic-oriented”. In terms of semantics 
specifically, the IoT is a ”world-wide network of interconnected objects”. According to [5] 
[6], IoT can be defined as ”a dynamic global network infrastructure, as such it can identify, 
control, and monitor each object on earth via the internet according to a specific agreement 
protocol, and through the interconnection of physical and virtual things based on the in- 
teroperability of information and communication technologies.” The main purpose of IoT 
is to help share real-time information through autonomous networked actors [7]. Figure 1, 
explains the concept of IoT [8]. A sensor with intelligent computational capacities is placed 
in a location containing an internet connection. This sensor will be able to communicate 
with anything, at any time , and from any place within the network. Data collection systems 
locate and transfer data through large numbers of such communication devices within the 
IoT infrastructure , facilitating the process of data collection. Several communication solu- 
tions, such as WIFI, ZigBee, Bluetooth, and GSM, interconnect devices using various access 
networks including Radio Frequency Identification (RFID), devices with wireless sensors, 
and any smart object connected to the internet over physical IP [9]. 

 
Tremendous volumes of data are generated by IoT. These results, often termed ”big 

data,” refer to ”large scale of data that demands new architectures and technologies for 
data management (capturing and processing) to enable the extraction of value for enhanced 
insight and decision making” [10]. Big data is characterized by various high-volume, high- 
velocity, high-variety, and high-veracity properties [11] [12]. By 2020, IoT is expected to 
connect 50 billion or more devices, due to the extensive influx of new smart objects and 
exponentially rising demand for their services [6]. 
Recently, IoT has been applied in smart environments which allow users to better understand 
and control their environment through a range of interconnected devices [14]. In smart en- 
vironment applications , IoT is employed to in order to build a comprehensive, multi-level, 
and fully covered ecological monitoring network which can be achieved using integration 
sensors at all levels leveraging IoT with spatial and temporal information, and constructing 
a massive platform with a data center and unified service support [15]. IoT technology 
and its integration with big data have been applied extensively across diverse fields such as 
smart cities, smart healthcare, intelligent warning systems, disaster management, etc [16]. 
Therefore, the construction and application of IoT and big data in environmental fields has 
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Figure 2: Main tools used in IoT and big data. 
 
 

become a crucial measure , particularly for the development, promotion, and management 
of a strategic new environment protection industry [12]. 
Although significant effects have been achieved in IoT for smart-environmental applica- 
tions, it can still be a challenging task to capture, store, process, and analyze the vast vol- 
umes of data computational intelligence techniques. To achieve the desired results, smart- 
environment applications require a real-time or even near real-time processing over high- 
speed data streams, which in turn requires fast, efficient, and large-scale data streaming 
analysis. The exponential rise in the volume and variety of new sensors available makes it 
particularly difficult for users to analyze, share, and extract knowledge from the big data. 
Big data and IoT -based applications in the field of smart environments is currently an under- 
examined area of research, and one that offers several interesting challenges and promising 
opportunities. The IoT offers a framework of ubiquitous networks with interlinked sen- 
sors, smart devices, and diverse data sources, while IoT technologies possess the potential 
for incorporation into existing applications as well as new insights for the development of 
future applications [17]. The expansion of communication made possible by Web 2.0 has 
been further driven by integration of different tools and applications. It is now possible 
to integrate, heterogeneous data-gathering sources (i.e., IoT enabled sensors, satellites, and 
social media) and powerful big data analytic tools (i.e.Hadoop, Spark, Kafka, etc.) with 
visualization applications (i.e. Kibana) , and such possibilities have promising implications 
for the evolution of smart environment applications. Following our survey of the current 
research in big data and IoT, we have determined that big data technology could be used, 
for transmission, processing, storage and analysis purposes across the field of smart environ- 
ment and its related application field. The m ain tools used in this area are shown in Figure 2. 
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1.1. Related Surveys 

In this work, we survey the existing literature regarding big data and IoT within the 
scope of smart environment applications. Our main goal is to study the purpose of com- 
bining big data and IoT, which we undertake in order to explain how this combination can 
lead to promising solutions and new insights for smart environment applications, to explore 
the as-yet unrecognized opportunities and hidden challenges of such work, and to identify 
future research opportunities. The aim of this systematic review (SR) paper, is to assist 
fellow researchers and practitioners to better understand, and thus implement, the concepts 
of big data and IoT in this field. 

 
In order to complete this research study, we have examined published surveys (e.g. sys- 

tematic mapping study [SMS] [18], systematic literature review [SLR], and systematic re- 
views [SR]) related to big data and IoT and published in the field of smart environments 
from 2011 to 2019. The number of highest citation research articles with the most citations 
is shown in Figure 3. Then, a summary of the main objectives of each survey paper is given 

 

 
Figure 3: Distribution of most citation surveys articles per type 

 

in Table 1. The list of main papers found verifies the search queries S3 and S4 (depicted in 
Table 4). Among 5 surveys, only 3 papers focus on the combination of big data and IoT 
in environment applications. Most recently, in 2019, Seker et al. [19] provided a systematic 
literature review (SLR) regarding ”the rising role of big data analytics and IoT in Disaster 
Management.”In 2017, Alam et al [12] presented a an analysis and fusion of big data re- 
sults acquired from IoT and related sources, which was intended to enable reliable, efficient, 
and accurate decision-making and management for environments. In the same year, Gu et 
al. [20] presented an exploratory study about IoT and big data as potential solutions to 
outstanding problems in the field of waste electrical and electronic equipment management 
(WEEE). From these results, it becomes clear that while some surveys do cover big data and 
IoT, such studies focus mainly on specific applications rather than general use or benefits. 
As a result, we observe that there is still a gap in the research for planning and designing 
integrated big data and IoT technologies in smart environment areas. Thus, to our best 
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knowledge, our work here the first systematic review of its kind concerning big data and IoT 
integration for smart environment applications. 

 

Table  1:  Related surveys. 

Reference Objectives and topics 

 
 

Seker et al., 2019 [19] 

It highlights the increasing role of big data analytics (BDA) 
and IoT in disaster management scenarios. According to an 
investigation of recent studies, a classification of a thematic 
taxonomy, a review of ubiquitous solutions, and a conceptual 
model for the deployment of IoT and BDA in disaster man- 
agement all proposed. 

 
 

Al Mamun et al., 2019 [21] 

It presents a review of current research and developments 
on sensors and systems such as wearable devices designed 
for applications in environmental IoT. Descriptions and com- 
parisons of state-of-the-art wearable environment monitoring- 
systems are provided. 

 
 

Alam et al., 2017 [12] 

It presents a literature review on data fusion for smart ubiq- 
uitous environment, focusing particularly on mathematically- 
derived methods and specific IoT environments (e.g. dis- 
tributed, heterogeneous, ...). A list of the opportunities and 
challenges within each mathematical method and environ- 
ment is also provided. 

 

Mart´ın et al., 2017 [20] 

It reviews agro-industrial and environmental fields from an 
IoT basis, aiming to identify trends, areas of application , 
architectures, and open challenges present in these two specific 
fields. 

 
 

Gu et al., 2017 [22] 

It provides an exploratory study about the potential of com- 
bining big data and IoT to find new solutions to the manage- 
ment of waste electrical and electronic equipment (WEEE) 
problems. The combined applications brings a host list of 
new opportunities and challenges. 

 

 
1.2. Contributions and research- structure 

The contributions of this review are summarized as follows: 
- The main research published recently regarding big data and IoT for smart environment 
applications are investigated 
- The principal benefits and key requirements of big data and IoT for smart environmental 
applications are identified and discussed 
- The main tools and technologies related to big data and IoT in smart environment ap- 
proaches are identified 
- A discussion about the main results and contributions of the previous research has been 
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conducted 
- A set of open perspectives and future research directions are highlighted. 
These contributions are presented as follows. In Section 2, Section 2 states the methodology 
of this research and our research questions are detailed. Results and answers to the ques- 
tions raised in this research are detailed in section 3. Then, our conclusions and thoughts 
on directions for future work are presented in section 4. 

 
2. Research Methodology 

For this paper, a systematic review (SR) is conducted using the Preferred reporting items 
for systematic reviews and meta-analysis (PRISMA) approach [23].PRISMA is an evidence- 
based minimum set of items used to guide the development and structure of SRs and other 
meta-analyses. In our paper, the reviewing protocol includes three steps, namely: definition 
of research questions, search phase, and specification of inclusion and exclusion criterion. 
The specifics of these steps for our research study are described in the subsequent sections. 

2.1. Definition of research questions 
This SR is laid out in such a way that covers the scope of research reviewed by categorizing 

and reviewing existing related publications. The first step consists of defining the research 
questions in order to precisely describe the coverage rate of existing works. By studying 
related works, we can provide several insights that can then help researchers develop new 
ideas [24]. 
The research questions used in our SR are described in Table 2. 
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Table 2: Research questions. 

Research question Motivation 

RQ1. What is the distribution per 
year, authors, country, context, and 
publication venues of published papers 
related to IoT and big data in Environ- 
ment applications? 

The answer to this question allows 
identifying the when, where, and by 
whom the research studies have been 
conducted. 

RQ2. What is the purpose of combin- 
ing IoT and big data in environment 
applications? 

The answer to this question illustrates 
the need for using IoT and big data in 
new smart environment applications. 

 
RQ3. What are the main challenges 
facing IoT and big data in environment 
appli- cations? 

The answer to this question helps ex- 
ploring the main difficulties that arise 
when using IoT and big data and de- 
picts the advantages and limitations of 
existing solutions. 

RQ4. What are the main tools and 
technologies related to big data and IoT 
in environment applications? 

The answer to this question helps iden- 
tify appropriate tools and techniques 
adopted by current applications. 

RQ5. What main results and conclu- 
sions have been drawn based on big 
data and IoT in environment applica- 
tions? 

The answer to this question provides 
the main outcomes of the studied 
works. 

RQ6.What are the future research di- 
rections and open perspectives of IoT 
and big data in environment applica- 
tions? 

The answer to this question helps iden- 
tifying the unexplored relevant research 
ways. 

 
2.2. Search phase 

To conduct our SR, the first step is to define information sources. As depicted by the 
Table 3 , various academic databases, digital libraries, and search engines – both academic 
and open access – have been searched. The next step consists of defining procedures for 
exploring the scientific and technical documentation that these searches returned, in order 
to find relevant papers to our context. The proposed procedure is based on two main steps: 
(i) determining search terms from the previous research questions in order to obtain a set 
of keywords; (ii) using Boolean operators, AND/OR, to determine queries that will be used 
to find and collect all related results . 
Table 4 depicts the search queries used in this paper. 



8  

 
 
 

  Table 3: Search sources  
Source Type URL 

Science Direct- Elsevier Digital library http://www.sciencedirect.com/ 

Scopus Search engine http://www.scopus.com/ 

IEEE Xplore Digital library http://ieeexplore.ieee.org/Xplore/home.j 

ACM Digital library Digital library http://dl.acm.org/dl.cfm 

Web of science Search engine https://www.webofknowledge.com/ 

Wiley online library Digital library https://onlinelibrary.wiley.com/ 

Google scholar Search engine https://scholar.google.com/ 

Sensors Digital library http://www.mdpi.com/journal/sensors 

Springer Digital library https://www.springer.com/ 

Researchgate Social networking site https://www.researchgate.net/ 

Edinburgh library database Digital library https://my.napier.ac.uk/Library/ 
 
 
 

 

 
TITLE-ABS-KEY 

Table 4: Search queries 

 
 

S1 ((big data AND Internet of Things) OR (big data AND IoT)) 
S2 ((big data AND environment applications) 
S3 ((environmental applications AND Internet of Things) OR (environ- 
ment applications AND IoT)) 
S4 ((big data AND Internet of Things AND environment applications) 
OR (big data AND IoT AND environment applications) 

 

 
 

 

2.3. Inclusion and exclusion criterion 

In order to refine search results, we use a set of inclusion criterion (IC) and exclusion 
criterion (EC) to determine relevant papers (Table 5). Studies that fail to answer EC are 
ignored; in addition, a screening process is applied to select relevant papers to our context. 
The screening process is based on three IC steps: 
(i) Abstract-based step: we discard irrelevant results based on information and keywords 
found in paper abstracts. Papers whose abstracts satisfied at least 40% of IC were kept for 
further processing. 
(ii) Full-text-based step: we discard results that did not address or refer to the research 
terms in the Table 3, i.e. papers that only represent minor aspects of the search terms 
represented in their abstracts. 
(iii) Quality-analysis-based step: we applied a quality analysis to the remaining results 
by removing those that did not satisfy any of the following criteria: 
–C1: The paper discusses a comprehensive solution of big data and IoT in environment 
applications. 

http://www.sciencedirect.com/
http://www.scopus.com/
http://ieeexplore.ieee.org/Xplore/home.jsp
http://dl.acm.org/dl.cfm
https://www.webofknowledge.com/
https://onlinelibrary.wiley.com/
https://scholar.google.com/
http://www.mdpi.com/journal/sensors
https://www.springer.com/
https://www.researchgate.net/
https://my.napier.ac.uk/Library/
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–C2: The paper includes the technical implementation of the proposed solution. 
–C3: The paper includes related works. 
–C4: The paper presents a discussion of the obtained results. 

 
 

 

Inclusion criteria 

 
Table 5: List of the IC and EC 

 
 

Studies should be listed at least in one of the research databases 
Studies are published during the period between 2011 and 2019 
Studies should meet at least one of the search term 
Studies should be published/in-press at a journal, conference , and magazines 
Studies should provide answers to the research questions 
The search is performed based on the title, abstract, and full text 

Exclusion criteria 
 

Studies that are not written in English 
Duplicated papers 
Studies with missing full text 
Papers not directly relevant to IoT and big data in environmental applications 

 
 

 

2.4. Conduction of SR 

The selection of relevant articles to this review was done through the following key steps: 
identification, screening, eligibility, and inclusion as detailed by the PRISMA flow diagram. 
Figure 4 illustrates the systematic search-strategy process. Initially, we obtained 240 records; 
212 identified through electronic databases and research engines (Table 3) and 28 additional 
records identified through other sources. These results were reduced to 173 after excluding 
duplicates. Then, eligibility criteria based on the title and abstract were applied to these 
173 and this elimination round reduced our results to 50; further eligibility criteria based 
on the full text finally enabled us to obtain 45 results. These 45 papers will be analyzed in 
depth to extract the results presented in the next section. 

 

 
Figure 4: The systematic review process 
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3. Results 

3.1. Answers to the research questions 

Following our review and analysis of the 45 selected articles, this section details the re- 
sults of our SR and provides answers to our research questions discussed above based on the 
findings of this process. 

 

Answer to research question RQ1 : what is the distribution per year, authors, 

country, context, and types of publication of published papers related to IoT 
and big data in environment applications?. 
We have selected only papers with relation to environment applications such as agriculture, 
water, oil, soil, air, urban, and transportation from all the different studies that we found. 
The total number of publications is 45. Figure 5 depicts the distribution of selected papers 
by (a) publication year, (b) publisher, and (c) domain. The diagram in Figure 5 (a) demon- 
strates that the trend of using big data and IoT in environment applications is increasing, 
and that the combination of these two technologies had not been proposed prior to 2013. 
However, after 2013, this trend ascended, with 20 important papers published in 2017 and 
12 more in 2018. Furthermore, most of the selected papers are published in IEEE Explorer 
with 32 papers followed by Elsevier with 11 papers. Figure 5 (c) demonstrates that most 
selected papers are related to disaster management with 17 papers in this area, followed by 
smart agriculture with 9 papers. Figure 5 (d) then reveals the country of origin for all papers 
selected. The United States has contributed to the largest amount of papers for a single 
country, while Asia in its entirety as a continent has contributed twice this number. It is 
also worth pointing out that both North Africa and the United Kingdom have contributed 
the same number of papers. 
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Figure 5: Distribution of selected papers by (a) publication year, (b) publisher, (c) domain, and (d) country 

 
Answer to research question RQ2 : what is the purpose of combing IoT and big 

data in environmental applications? 
Big data tools are often used to store massive volumes and varieties of collected data, to 
run parallel and real/quasi-real time analysis on that data, and to employ data mining tech- 
niques to extract information from it. Therefore, big data technologies and IoT can lead to 
many interesting results in smart environment applications. Some of the main benefits are 
as follows: 
1- Multi-source and heterogeneous data 

By combining IoT infrastructure equipped with various data sources (e.g. sensors, remote 
sensing, cameras, and smartphones) with big data technologies assisting in data manage- 
ment (e.g. data collection, data storing, data processing, and data analysis), a significant 
variety of data sources can be integrated with one another to deliver useful new information 
and insights. Data can be collected from IoT sensors as well as other sources to enable the 
construction of predictive models [25]. Therefore, with the growing availability of rich new 
data sources, using big data and IoT can provide interesting results in smart environment 
applications. 

 
2- Connectivity 
Connectivity is the most important task required by big data and IoT, as it facilitates the 
aggregation of massive volumes of heterogeneous data from various sources. In this way, 
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Figure 6: Main benefits of big data and IoT based smart environment field 
 
 

connectivity is required in order to ensure high-performance computing as well as all in- 
formation exchanges among devices and environment management authorities [26]. One 
of the major purposes of combining big data and IoT is the growing availability of differ- 
ent communication technologies that helps dealing with a large amount of data existing in 
smart environment applications. The connectivity between interlinked data nodes and the 
data management systems (DMS) serves as the backbone that ensures operational success. 
Therefore, because many types of communication technologies are now available, the pro- 
posed architectures in smart environment applications must be flexible in order to deal with 
distinct communication protocols, both remote and local. 

 
3- Data storage 
The storage of massive volumes of heterogeneous and unstructured data collected from dif- 
ferent sources in real/quasi-real time is often challenging or even impossible with traditional 
DMS. In an environmental field characterized by this type of data, big data technologies 
such as Hadoop/Mapreduce, Hadoop Distributed File System (HDFS), Spark, Storm, Kafka, 
Hive, and NoSQL databases (e.g. Redis, Hbase, and MongoDB) have been developed to 
facilitate the collection, storage, and preservation of greater data volumes and more het- 
erogeneous data sources [27]. When using IoT devices and similar data sources, having an 
infrastructure with effective storage capabilities can increase the efficiency and efficacy of 
data processing while also improving application design and function. Moreover, based on 
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BDA (big data analysis) technologies, it becomes possible to enable low-latency efficient- 
processing for data analysis while also maintaining the necessary storage structures for large 
datasets on low-cost commodity hardware. 

 
4- Data analysis 
In many environmental applications, such as disaster management, early warning systems 
based on real-time analysis are a key requirement, but one that comes with challenges. Con- 
nectivity between different data sources often results in the high-speed generation of huge 
volumes of data, creating a dynamic and demanding situation that challenges system per- 
formance of real-time data analysis [28]. To cope with this challenge and enable real-time 
processing, software solutions and technological capabilities dedicated to these processes are 
needed. Big data today makes such solutions possible, which can be crucial in decision- 
making for timely, effective emergency applications [29] [30]. 

 
5- Cost effectiveness 
Many big data technologies are open source, which offers an important reduction in the cost 
required for the development and deployment of new applications. Cost-effectiveness is a 
particularly crucial in developing countries, where the lack of sufficient funds may prevent 
environmental management systems from being deployed at all [31]. Thus, developed more 
open architectures and platforms for big data and IoT could increase their adoption in these 
countries, facilitating the deployment of IoT in specific rural contexts that would greatly 
benefit from them (e.g., agriculture and climate change in Sub-Saharan Africa). 

 
Answer to research question RQ3: what are the main challenges of IoT and 

big data in environment applications? 
The articles surveyed here listed several key challenges [32] [33]. A list of the main ones are 
listed as follows, and can be divided into three parts according to [34]: 

 
1- Business: IoT may be split into three areas based on its usage and users ; 

 

Industrial IoT: this subgroup is related to industrial-based applications such as 
wastewater systems, robotic manufacturing, and other industry-related applications 
of connected devices and systems. 

Commercial IoT: this subgroup comprises items used for business purposes, which 
may include devices trackers, medical devices, and inventory controls. 

Consumer IoT: this subgroup includes all IoT used by individual consumers for 
personal or leisure purposes, and may include devices such as phones, computers, 
smart cars, and entertainment systems. 

2- Society: understanding IoT from the consumer’s the point of view is complicated because 
consumers are not experts in this technology and their requirements are dynamic , often 
changing with the release of new technologies. 

• 

• 

• 
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3- Technology: This includes all technologies required to generate functionalities related 
to IoT systems, both as a standalone solution and as a part of current systems. 

3-1 Connectivity: connecting and maintaining stable connections among multiple de- 
vices will be one of the largest and also most important challenges in the future of IoT, 
and it is predicted to defy the existing structure of current communication models. At 
present, a centralized server/client paradigm is being used for authenticating, authorizing, 
and connecting several nodes across a network. 

3-2 Security: Iot has already caused serious security issues that have troubled different 
public and private sector companies across the world. The massive number of new hubs 
being added to the networks and the internet will provide attackers with innumerable attack 
vectors to invade the system, especially since a noticeable number of them suffer from security 
deficiencies. Hacking cameras, for example, and different monitoring devices and systems 
are signifying a security nightmare being caused by the future of IoT. 

3-3 Compatibility and durability: IoT’s rapid expansion has led to various technolo- 
gies competing to become a standard, which may cause future problems ensuring compati- 
bility among them. Issues of compatibility will require the development and deployment of 
additional hardware and software to ensure that devices from different manufacturers and 
industries can be interconnected. 
At the same time, though, some of these technologies will ultimately become obsolete in the 
next few years. This is very important since IoT devices tend to stand in service for many 
years, compared to generic computing devices (lifespan of a few years), so they should be 
able to function even when their producer goes out of services. 

 

 
Figure  7:  IoT challenges 
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3-4 Standards: : this is the sum of operations required to build an IoT infrastructure, 
as comprised of network protocols, data aggregation, and communication protocols. Two 
main issues face the adoption of standards in IoT: 
- Standards for managing unstructured data. 
- Technical skills required for leveraging new tools for data collection. 

3-5 Smart analysis and actions: the last phase in the implementation of IoT 
concerns the extraction of knowledge and insights for analysis, as driven by suitable services 
for accompanying models that assist in using cognitive technologies. Sufficient services for 
analysis should be automatically identified, especially in dynamic environments, and this 
requires convenient semantic means of describing their functionalities. Challenges facing the 
adoption of smart operations in IoT include: 

• The security and privacy of information 

• The influence of machines on human behavior 

• Unpredictable conditions of machines operations 

• The interoperability of machines 

• The moderate adoption of recent technologies 

• The inaccurate analysis because of the uncertainty in the data and/or models 

• The inability of traditional systems to analyze unstructured data 

• The inability of traditional systems to manage streaming data 

Table 6 depicts these challenges . 

The various challenges of IoT and big data in environmental application fields can be sum- 
marized as depicted in the Figure 8: 

Volume: describes the amount of data and information that we have. This quantity 
was measured in Gigabyte (GB) size, then exponentially moved to zettabytes (ZB) and 
yottabaytes (YB). Iot is making an expressive increase in data. This phenomenon presents 
the heart of what big data means, which is the requirement of many operational mechanisms 
in addition to new technologies for data storing, processing, and management. 

Velocity: means the speed of data access and generation. How can we manage these 
data in real/near-real time is one of the big issues of IoT and big data? 

Variety: is a key challenge facing IoT and big data in general, and it becomes especially 
relevant in the field of environmental applications. Data can be structured (e.g. text), semi- 
structured (e.g. XML and JSON document), or unstructured (e.g. image or video), and it 
is not an easy assignment to organize such disparate types of data. 

Veracity: specifies the level of quality which means how accurate and applicable is the 
data. In other words, it is about the noise, biases, and abnormalities in data. Is this data 
relevant and meaningful to the problem analysis [35]. Veracity in data analysis is the most 
crucial challenge when compared to the other V’s (i.e. as volume, variety, and velocity). 
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Figure 8: Big data challenges 
 
 

Value: refers to the worth of the data being extracted. It is important to understand 
the costs and benefits that can be obtained after collecting and analyzing data characterized 
by its volume, velocity, and variety which takes both time and resources. 

Visualization: it refers to the implementation of new visualization techniques (e.g., 
graphs and charts) to effectively highlight the relationships within data in a better manner. 

Security and privacy:  the challenge of privacy and security is a formidable obstacle  
for IoT, as the risk of an attack and hacking of confidential information is very common due 
to the diversity of used devices. Moreover, additional requirements would also be important 
in the IoT, besides the protection and security (e.g. trustworthiness and authenticity of 
partners in a communication). This issue can be divided into three main considerations: 

• Vulnerability to hacking. 

• Trust consideration. 

• Data protection. 

Interoperability: denotes the ability to combine, link, and manage at least two datasets. 
Different types of data collected from various sources may not present obvious relationships 
with one another and can also be difficult to align. Therefore, it is a very important and 
challenging task to attain the maximum level of interoperability during both the real-time 
collection and the later integration of diverse data. 

Data cleansing: refers to making data usable after having collected it in its raw form. 
This task is particularly important for smart environmental applications, where incomplete 
or ambiguous data can lead to incorrect analyses, wasting time and resources while delaying 
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Table 6: The main challenges facing big data and IoT for smart environmental applications 
 

Challenges of Big data and IoT References 

1- Data volume [37] [38] [28] 
2- Data value [19] [37] [25] [39] [40] [41] 
3- Data variety (cleansing, normalization, integration) [19] [42] [43] [40] [41] 
4- Data veracity and uncertainty modeling [42] [41] [19] 
5- Data storage [19] [38] [40] 
6- Data analysis [38] [41] 
7- Real-time data analytic [19] [42] [37] [28] [40] [41] 
8- Data visualization [25] [28] 
9- Security and privacy [42] [25] [28] [39] [43] [44] 
10- Communication and interoperability [19] [37] [39] [41] 
11- Complexity of architecture (connectivity, deploy- 
ment, energy consumption, fault tolerance) 

[25] [28] [39] [41] 

 

 
 
 
 

action. Therefore, data cleansing restrictions will determine the efficiency of the analysis, 
achieved in a particular dataset [36]. At the same time, though, harmony should be kept 
within the model of data cleansing and the accuracy enhancement of analysis. Indeed, data 
cleansing requires complex relationship models, which often necessitates additional power 
for computation and time for processing. 

Real-time data analysis: denotes the analysis of data immediately once it becomes 
available, including the processing of shifting data sources and handling large amounts of 
data to return answers and insights in less time. 

Knowledge extraction: refers to the ability to extract knowledge from heterogeneous 
data gathered from different sources with various formats and types, so that the data can 
be more productive and effectively stored. 

Answer to research question RQ4 : What are the most popular tools and tech- 
nologies related to big data and IoT in smart environmental applications? 
After examining the use of IoT and big data in different environment applications, we no- 
ticed that Hadoop was the most commonly used ecosystem in these studies. However, other 
services may be used as well. 
Apache Hadoop this is an open source project of the Apache Foundation, which serves 
as the spine of any big data architecture. This framework is intended for distributed stor- 
age and distributed processing of massive amounts of data on computer clusters built from 
commodity hardware, which is a much cheaper and more effective solution than running a 
dedicated data center. The ecosystem of Hadoop includes different frameworks and tools to 
handle various types of storing, data aggregation, processing resource management, search- 
ing, and data analysis for different types of heterogeneous data (structured, semi-structured, 
and unstructured) [37]. The main core of Apache Hadoop consists of two sub-projects, which 
are HDFS for storage, and MapReduce for processing. First, Hadoop breaks a large task 
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into numerous task blocks and distributes them across different nodes in the cluster [19]. 
MapReduce then transfers packaged code to the nodes to be processed in parallel. As long 
as the previous process does not demand similar nodes, each block of data can be processed 
in a different separate node [31]. Then the fragmented processing outputs are combined to 
form the final processing result. Apache Hadoop is a highly reliable and efficient framework, 
and as such, it is one of the best solutions for developing applications capable of execution 
on clusters of computers. Moreover, it can perform complete statistical analysis for large 
volumes of data [45]. 

 
Apache Flume: this is an efficient distributed service for collecting, transferring and 

aggregating large volumes of data streams such as log file and event into Hadoop [46]. The 
flume is a reliable, available, distributed, and configurable service that can be used to collect 
data from many real-time servers. The main use-case of this service is to ingest data into 
Hadoop. 

Apache Kafka: this is a distributed, high-throughput, publish-subscribe messaging 
platform. It is the most common way to get data in Apache Storm [47]. In contrast with 
other traditional systems, Kafka has better performance, unrepeatable and unchangeable 
classification and high failure tolerance. More than that, it is also suitable for message 
processing on a large scale and enables data to be used by various applications. 

Apache Sqoop: this is an open-source tool offering a parallel load of data [48]. The 
sqoop is used to transfer bulk data between structured data stores (i.e., relational databases) 
into HDFS and vice versa. 

Apache Spark: this is an open-source fast-clustering computing engine designed for 
high-speed computing of large-scale data. Spark is developed on Hadoop capabilities but 
is claimed to be faster because of its in-memory capability, interactive queries, and stream 
processing [19]. Spark adds more concepts such as low latency high-level APIs in various 
languages such as Java, Scala, Python and R, as well as a stack of high-level tools. Also, 
it supports an algorithm library about big data machine-learning algorithms like clustering, 
classification, and regression, deep learning such as MLib (Machine Learning Library) [49]. 
Spark is mainly used to increase the processing speed of the application and it can be used 
with Hadoop data sources as a programming model for processing [37]. 

Apache Storm:  this is a robust distributed framework for real-time computation.  
Like Hadoop, Storm is an open-source framework mainly used to analyze massive data [48]. 
Both frameworks complement each other, yet they differ in some respects, such as the way 
in which Storm is not stable but it can execute all the functions and Hadoop is good with 
MapReduce yet it encounters delays in real-time calculations. Storm is able to process a 
big number of records per node per second on a cluster of moderate size and it supports 
different programming languages like Scala, Python and Scala [50]. 

Apache Hive: this is an open-source data warehouse project that runs on top of 
Hadoop. Hive uses an SQL-based interface to inquire about data stored in different file 
systems and databases that coordinate with Hadoop [41]. Hive is a fast, accessible way of 
responding to complex queries through SQL-like queries (e.g. HiveQL) and to analyse big 
data [37]. 
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NoSQL database:  this technology’s name refers to Not Only SQL database.  NoSQL  
is used to manage massive amounts of unstructured and semi-structured data perfectly, in 
contrast with traditional relational databases, which are not suitable for these data types. 
In other words, it is managed by a non-relational DMS and does not require a fixed schema 
(i.e. schema-less). NoSQL databases provide four different data model storage, each one of 
which has its own advantages and limitations (Key-Value, column data model, document 
data model, and graph data model) [53]. There is no one solution that is better than the 
others, but there are some databases that are more suitable to solve specific issues. For 
instance, MongoDB, the document-oriented database, is commonly used in studies on smart 
agricultural applications and smart environmental monitoring [25] [48] [52] [50] [51]. Mon- 
goDB prominent among NoSQLs for its speed, scalability, efficiency, and fluency in the query 
language [54]. 

 
Cloud computing: this is a kind of computing, which relies on shared remote server 

presented on the internet for data management, storing, and processing data, instead of 
using personal hosts or local servers to handle applications [25]. As many smart environ- 
ment applications need to analyze large volumes of streaming and historical data with a 
low-latency time of data processing, it is an appropriate belief to suggest the cloud comput- 
ing technologies to increase the speed of data analysis [42]. Big data and cloud computing 
technologies can be treated as ”one body and two sides” in which cloud computing ensures 
the basic layer of computing resources and backing the higher layer of big data processing, 
while big data provides the application platform for driving cloud computing (e.g. Hadoop). 
Both IoT and cloud computing have seen a fast and independent progression. Although 
these two technologies are distinct, many aspects are complement one another, so that IoT 
can profit from the resources offered by cloud computing and the virtually unlimited capa- 
bilities to reward its technological restraints (i.e. storage, processing, and communication) 
[31]. There are three mains services the cloud offers to respond to user needs, which are; 
Infrastructure as a Service (IaaS), Platform as a Service (PaaS), Software as a Service (SaaS) 
[55]. Finally, there are the three categories of cloud computing (i.e. private, public, and 
hybrid), correspond to different kinds of user demands. The most common platforms used 
by cloud computing in environment applications are shown in Figure 6. 

An overview of the main tools that our 45 selected articles used regarding IoT and big 
data in smart environment applications areas is shown in Figure 9. 

 
Access technologies: a robust, reliable, and energy-efficient data transmission acts 

as the backbone for any smart environment system. From a communication perspective re- 
garding any smart environment application, access technologies should ensure stable network 
connectivity and optimized services for effective data transmission between data collection 
sensors and back-end servers. It is a crucial matter to ensure the flow of data, the con- 
nectivity the network, and the safety of all components, especially for warning cases (e.g. 
environment monitoring) or emergency events (e.g. disaster management). Therefore, a 
combination of different communication protocols and networks is required to provide whole 
network infrastructure for data transportation and to help connect diverse data sources. 
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Figure 9: Common tools and technologies in big data and IoT for smart environmental applications 
 
 

Table 7 classifies the papers reviewed based on different access technologies and IoT proto- 
cols appropriate in smart environment applications. Some of the main access technologies 
suitable for smart environment communication are 4G/LTE (Long Term Evolution, also 
called 4G), ZigBee, Wi-Fi, Bluetooth, radio frequency identification (RFID), general packet 
radio service (GPRS), wireless sensor network (WSN), long-range (LoRa), long-range wide 
area network (LoRaWAN) [56] [57] . 

 
ZigBee is a low-data rate, low-power, and close-proximity wireless ad-hoc network. This 

technology is intended to be simpler and less expensive than other wireless personal area 
networks (WPANs), such as Bluetooth or more general wireless networking such as Wi-Fi. 
RFID is a kind of wireless communication that integrates the adoption of electrostatic or 
electromagnetic combination in the radio frequency portion of the electromagnetic spectrum. 
WSN indicates a collection of spatially separated and dedicated sensors for recording and 
monitoring the physical conditions of the environment and coordination of data gathered at 
a central location. 

WSN measures the physical environment (e.g. humidity, sound, pollution levels, temper- 
ature, and wind) [58]. LoRa defines the lower physical layer, while LoRaWAN was developed 
to define the upper layers of the network [59].With the evolution of IoT and LoRa technology, 
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WSNs become quicker, more reliable, and more robust [60]-[61]. GPRS is a packet-oriented 
mobile data standard of cellular communication network (i.e., 2G and 3G) of the global 
system for mobile communications (i.e., GSM). According to the studies examined, short- 
range communication technologies (e.g. ZigBee, Bluetooth, and RFID) are more popular 
than long-range technologies (e.g. cellular communication systems). Therefore, they could 
be a prudent solution for nearly all the environmental applications, since long-range com- 
munication technologies have many prevalent restrictions, including the high cost of initial 
investment, the limited number of connections, and the expensive prices for end-users (es- 
pecially in rural places and countries such as Africa and India). On the other hand, short 
communication hardware devices are smaller, cheaper, and easier to set up. 

 
According to Table 7, the main important technologies in IoT architectures in smart 

environment applications were short-range communication technologies such as 4G/LTE 
(72.72%), Wi-Fi (50%), WSN (45.45%), and ZigBee (40.90%). In addition, some protocols 
were used to enable the connection of sensor networks with the internet and has been de- 
signed to ensure the interoperability of sensor networks and the internet, such as LPWAN 
(low-power wide-area network), MQTT (Message Queuing Telemetry Transport), LAN (Lo- 
cal Area Network) and COAP(Constrained Application Protocol)/UDP (User Datagram 
Protocol). 

Answer to research question RQ5 : What main results and conclusions have been 
drawn based on big data and IoT in environment applications? 

To answer this question, our 45 selected articles are evaluated according to the application 
domain, data source, data type, data processing type, architecture details, and main findings, 
as shown in Table 8. 

We note that most big data and IoT-based applications in smart environmental fields 
are applied in a real-time case to multi-source datasets collected from sensors (e.g. water 
sensors, agriculture sensors, weather sensors, and air quality sensors). Most architectures 
reviewed in the literature used the following steps: 

• Data acquisition step based on IoT infrastructure for collecting data from sensors 

• Network layer for information transmission and interconnection of the platform 

Preprocessing of data including cleaning to remove noise and redundancy, instance 
selection, normalization, transformation, feature extraction, and selection, etc 

• Big data architecture to store and process a huge volume of data 

Data analysis including many complex tasks such as descriptive, predictive, prescrip- 
tive, and statistical 

Presentation and data visualization responsible for finding useful insights to interpret 
results and to communicate information to users 

• 

• 

• 



 

2
2

 

 
 
 
 
 
 

Table 7: Comparison of existing access technologies 

No. Ref. LoRa/LoRaWan ZigBee Wi-Fi GPRS Bluetooth 4G/LTE RFID WSN IoT protocol 

1 [42]   *  *    – 
2 [19]  * * * * *  * – 
3 [25] *     *  * – 
4 [64]      *   – 
6 [65]      *  * – 
7 [66]   *   *  * – 
8 [43]  *   * *   – 
9 [38]  *      * – 

10 [67]  *   *  *  – 
11 [68]  * *  * *   – 
12 [48]  * *  * *   – 
13 [50]   *      MQTT 
14 [69]   *   *   – 
15 [39] * * *  * *   LPWAN 
16 [70]   *   *   – 
17 [71]   * *     – 
18 [22]       * * – 
19 [72]        * – 
20 [55]    *  *  * LAN 
21 [73]  *  *    * – 
22 [74] * * *   *  * COAP/UDP 



 

 
 

Another important observation is that most proposed applications in the smart envi- 
ronment field use the cloud to store large amounts of heterogeneous data being collected 
by IoT-based sensors.  The processing of big data is achieved using big data tools such  
as HDFS, MapReduce, Hive, Spark, and Redis, which provide more flexibility and better 
execution time. Big data analytics in IoT involve streaming and storing a large volume of 
data. Providing real-time services and monitoring in environment applications requires the 
use of high-performance computing (HPC) solutions. Through many experiments, we can 
conclude that the combination of IoT and big data can provide new opportunities and appli- 
cations in many environment-related sectors. Real-time queries can help organizations gain 
useful insights, make appropriate decisions, and interact with people in real time. Results 
have great social and economic impacts in many fields, including water contamination and 
preservation, crop management, precise agriculture, control of agricultural product-costs, 
weather forecasting, and air quality, among others [63] [62]. 
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Table 8: Comparison of main results in considered stud- 
ies. 

 

Ref Application do- 
main 

Data source & 
Data type 

Data pro- 
cessing 
type 

Architecture details Main findings 

[66] Water supply Data collected Real-time Four main components: + Proposition of an approach 
  from water  - Water sensors to provide pres- based on big data and IoT to 
  sensors  sure and flow data automate leak detection, to op- 
    - GIS timize water supply, production, 
    - Big data to store and process and energy consumption and to 
    water data optimize water consumption. 
    - IoT infrastructure for collecting + Combination of IoT and big 
    data and delivering information data to develop a system that al- 
    to customers lows sustainable water supply. 

[37] Water monitor- Data collected Real-time Five main components: + Proposition of an open frame- 
 ing from water  - Remotely operated underwater work that combines big data and 
  sensors  vehicle (ROV) equipped with wa- IoT for underwater monitoring 
    ter quality sensors + Use of big data tools (e.g. 
    - Portable water quality unit to HDFS, MapReduce, Hive, Spark, 
    collect and save the data and Redis) provides more flexi- 
    - Coral reef to prevent coral bility and better execution-time 
    bleaching compared to relational database 
    - Big data for processing huge vol- management systems, especially 
    ume of data when working with larger vol- 
    - Wireless mesh network access umes of heterogeneous data. 
    to ensure the connection between  
    ROVs.  
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Table 8: Comparison of main results in considered stud- 
ies. 

 

[25] Three use cases: 
fish farming, 
cattle rustling, 
agriculture 
weather  infor- 
mation 

Data is collected 
from IoT sensors 

Real-time Three main components: 
- Platform as a service (PaaS) and 
IoT approach to reduce develop- 
ment costs 
- Big data techniques to process 
the big volume of data produced 
by sensors 
- Local and global cloud to deal 
with the connection disconnec- 
tions 

+ Open architecture and plat- 
form for IoT and big data. 
+ Addressing the intermittent of 
the Internet connection with local 
and global cloud and IoT services 
at the edge. 
+ Dedicated application to pro- 
viding actionable information. 

[38] Smart air- 
quality moni- 
toring and its 
impact on brain 
health 

Public data from 
the environmen- 
tal protection 
monitoring and 
distribution 
center 

Real-time The proposed approach is based 
on three main steps: 
- Big data storage and processing 
using MySQL for local data and 
the HDFS system for cloud stor- 
age 
- Analysis of data by proposing a 
brain-health quality-index predic- 
tion using Bayesian classification. 
- Brain-health quality monitoring 
based on IoT. + Proposition of 
brain health quality-index fore- 
casting based on popular infor- 
mation technology, and an empty 
space based on BDA. 

+ The prediction model of gas 
quality based on big data, IoT, 
and smart devices. 
+ Development of a cloud 
computing-based technology to 
enhance data processing. 
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Table 8: Comparison of main results in considered stud- 
ies. 

 

[75] Climate forecast 
and air quality 
simulation 

Data are col- 
lected from air 
quality monitor- 
ing stations 

Real-time The proposed application is 
based on: 
- The master-server node re- 
trieves metadata from the 
database and distributes the 
information to slave nodes based 
on client requests 
- The slave data-node retrieves 
data by querying local databases 
- Data are partitioned accord- 
ing to time into different local 
databases 
- Communication between master 
and slave are achieved using a 
message passing interface 
- Results are displayed to the user 
through a web-based interface 

+ Proposition of an experimental 
big data platform based on the 
HPC distributed computing and 
in-place computing. 
+ Use of big data platform for en- 
vironmental monitoring to visual- 
ize global climate forecasting and 
air quality simulation. 
+ Providing real-time informa- 
tion services and monitoring re- 
lated to the environment requires 
the establishment of standardized 
procedures to automate the pro- 
cessing of data. 
+ Two case studies related to 
global climate data visualization 
and air quality model simulation, 
and another application to iden- 
tify countermeasures for reducing 
air. 
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Table 8: Comparison of main results in considered stud- 
ies. 

 

[76] Weather analy- 
sis 

Data collected 
from 8000 
weather sensors 

Batch Five main components: 
- Data acquisition layer to collect 
data from sensors 
- ETL layer to parse and create 
semantically annotated data 
- Learning layer for semantic rule 
reasoning and feature extraction 
- NoSql database for data storage 
- Action layer to evaluate results. 

+ Weather analysis using an 
IoT Framework based on data 
retrieval, data processing, and 
learning 
+ Fault-sensor detection using 
clustering analysis technique 
+ Implementation details of 
each component of the proposed 
framework 

[31] Precision agri- 
culture 

Agricultural 
data coming 
from IoT devices 

Real-time Two main components: 
- Cloud database to store agricul- 
ture data. 
- MapReduce to process and ana- 
lyze data. 

+   Decision   support   for   crop 
sequence based on acquired data. 
+ Control of agricultural 
product-costs through con- 
tinuous notifications to farmers 
about agricultural schemes. 
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Table 8: Comparison of main results in considered stud- 
ies. 

 

[28] Smart flood 
monitoring 

Weather data Real-time Architecture based on four layers: 
- IoT layer to collect information 
using IoT 
- Fog layer to reduce the latency 
of the overall application using 
the computation of network de- 
vices 
- Data analysis layer responsi- 
ble for receiving, storing, and 
analyzing data.  It  is  com- 
posed of four components; data 
preprocessing, dimension reduc- 
tion, cluster analysis, and Holt- 
Winter’s forecasting 
- Presentation layer responsible 
for the communication of infor- 
mation to users using a mobile ap- 
plication. 

+ Proposition of industrial in- 
ternet of things (IIoT) and big 
data-HPC to monitor and predict 
floods. 
+ Representation of geographical 
locations according to hexagonal 
structures. 
+ Dimensionality reduction of big 
data using singular value decom- 
position. 
+ Categorization of flood percep- 
tion into five different levels using 
K-means. 
+ Prediction of future flood- 
rating using Holt-Winter’s fore- 
casting 

[64] Agriculture Data related to 
crop monitoring 

Real-time An approach based on: 
- Cloud computing 
- Big data 
- IoT 
- Wireless sensor network to con- 
nect different components. 

+ Cloud-based solution providing 
several services to farmers: crop 
management, finance manage- 
ment, market-oriented services, 
exchange of information, and 
farming monitoring. 
+ Communication through inter- 
net, SMS, voice, and a web portal 
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Table 8: Comparison of main results in considered stud- 
ies. 

 

[69] Urban Health- 
care 

1. Multidimen- 
sional air quality 
indicator 
2. Physiological 
big data 

Real-time The proposed system is based on 
: 
- Data collection 

- Data fusion at the edge-cloud- 
based level 
- Data integration on a remote 
cloud or meteorological super- 
computing platform 
- A healthcare monitoring system 
via urban big data + The pro- 
posed system analyzes data to im- 
prove the quality of life of urban 
residents 

+ Integration of meteorological 
data, mobile device crowdsourced 
data, and IoT sensing data. 
+ A test is established to depict 
applications of the proposed sys- 
tem. 



30  

 
 
 
 
 

Table 8: Comparison of main results in considered stud- 
ies. 

 

[77] Safe waterway Data collected Real-time Three main steps: + Proposition of an approach to 
 navigation from vessels  - Data cleansing to remove noise construct a vessel-safety naviga- 
    and redundancy tion map that contains appropri- 
    -   Data   mining, extraction of ate channel water depth informa- 
    ship trajectories and prediction of tion. 
    ships’ draft information. + The proposed method is based 
    - Data extraction and fusion to on automated identification sys- 
    link trajectories and draft infor- tem (AIS) data. 
    mation. + Extraction and processing of 
     both static and dynamic informa- 
     tion about vessels through water- 
     ways from big real-time AIS data. 
     + BP neural network is used in 
     the prediction process and the 
     Hermite interpolation is used to 
     complete the data between two lo- 
     cation points of vessel. 
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Table 8: Comparison of main results in considered stud- 
ies. 

 

[39] Precision agri- 
culture 

Agricultural 
data coming 
from IoT devices 

Real-time An approach based on Internet 
Of Underground Things (IOUT) 
composed of by : 
- Underground-embedded sys- 
tems with communication and 
sensing components 
- Base stations that transfer col- 
lected data to the cloud 
- Mobile sinks installed in equip- 
ment that moves around the field 
periodically (e.g. tractors and ir- 
rigation systems). 
- Cloud services used for perma- 
nent storage and real-time pro- 
cessing of collected data. 

+ In-situ sensing: accurate 
localized knowledge of the soil. 
+ Wireless communication: com- 
ponents are deployed on the field 
or within the soil. 
+ Inter-connection: devices are 
linked on a crop field to the cloud 
for seamless integration. 
+ Real-time decision-making: 
availability of decision about soil 
and crop conditions on real-time 
for managers. 
+Mobility: seamless support. 

 

Answer to research question RQ6 : What are the future research directions and open perspectives of IoT and big data 
in environment applications? 
After having studied articles related to IoT and big data in environment applications, we now highlight main open issues and different 
ideas, which can be used for further study in these research areas in the future. The ideas and future research areas can be divided into 
six main areas as follows: 

 
Data collection 

In the fields of both IoT and big data, acquiring a huge volume of data from distributed sources is a challenging but necessary task for 
the implementation of big data and IoT technologies. Therefore, a protocol for data collection is critical, especially since this should be 
robust, secure, efficient, and energy-efficient. Among the studies that we had examined, only a few dealt with massive streaming data 
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collection. Thus, we identify the following important solutions for massive data collection of big data and IoT: 
 

• Reducing volume by using methods and techniques of dimension reduction for data 

• Storing data only after dimension reduction, not in raw form 

• Using different methods, such as data mining to extract relevant features, before data storage 

Data storage 

The storage of massive volumes of heterogeneous and unstructured data from different sources in real/quasi-real time can be challenging 
with traditional DMS, so having an environment with effective storage capability will increase the efficiency of data processing and 
can help to improve the applications so designed. The technologies of big data provide different tools to handle the large quantity of 
multi-source data, yet little of the research surveyed focused on distributed storage methods: 

 

Using more distributed storage tools, such as NoSQL databases and cloud-based storage, in the distributed environment will 
reduce the time needed for data analysis and decision-making later 

• Data storage optimization 

Real-time data analysis 
Real-time analysis is a key requirements of most environment applications, such as disaster management, early warning system, due 
to their dynamic and demanding nature [78]. In the majority of the papers we surveyed, the Hadoop/MapReduce was used for data 
analysis, yet none of these studies compared Hadoop/MapReduce, Spark, Storm, or Flink with other methods of data analysis for a 
specific application. Therefore, we propose the following solutions for big data and IoT: 

 

Choosing a particular analysis method based on a comparison between available methods or combining different analytical metho ds 
that decrease system workload will ensure on the efficiency of decision-making 

• Developing new complex algorithms will reduce processing time while data volume increases. 

• Reconstruction of novel and stable algorithms with a low degree of randomness. 

• 

• 
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• Exploiting deep learning (DL) techniques to extract insights from a large volume of [79] [80] . 

• Identifying and analyzing which dataset can help to get effective real-time processing and to give correct results 

• Including both batch and real-time big data processing mechanisms 

Smart environmental architecture 
In general, we notice that the existing literature exhibits a lack of defined models for big data analysis and IoT for smart environment 
applications. Therefore, there is certainly a need for more detailed observations of various related reference models. We identify the 
following main needs: 

Proposition of novel architecture, which should be flexible and consistent in order to handle all the data sources and able to 
configure various network typologies for better data communication 

Designing a robust architecture to keep the environment resilient to handle any type of interruption caused by disasters, especially 
for applications regard disaster management, early warnings, and farming [81]. 

Standardization 
Standardization of IoT and big data is still in its inception. There are promoting ways about standards that include network protocols, 
data aggregation, and communication protocols, which are the sum of all the operations of data management. Therefore, standards 
such as communication protocols, security protocols, metadata, and data aggregation standards still need to be formalized. 

 
Security and privacy 

IoT technologies have been extremely expanded in many fields. such as environment monitoring, agriculture, security, and emergencies 
(e,g. perimeter access control, liquid presence, radiation levels, and explosive/hazardous gases). Therefore, the security and privacy 
challenge is a major bottleneck for both big data and IoT domains, and the risks of online attacks and theft of confidential information 
is one of those issues. Moreover, many open-source tools and methods for big data analytics suffer from insufficient security mechanisms 
such as the Hadoop Ecosystem. Most of the papers we surveyed still lack security aspects in their platforms, particularly those related 
to agriculture [82]. Thus, important needs to be addressed in the future are as follows: 

• Considering security as a required and high-priority task in different layers of IoT platforms 

• 

• 



34  

 
 
 
 
 

Addressing the privacy needs in numerous aspects of IoT as required to protect the whole system from hackers, penetration, 
unauthorized entry, and destructive activities 

Using proper encryption methods to ensure the confidentiality of important data or data mining methods to analyze behavior 
patterns 

Use advanced security mechanism and new services to ensure the privacy of communication, data anonymity, and the transfer of 
information 

 
4. Conclusions 

This paper reviews big data and IoT-based applications in smart environment-related fields. In this paper, a systematic review was 
conducted using the PRISMA approach and its selection process of identification, screening, eligibility, and inclusion, which we reported 
on in detail. 45 works were selected from the 240 initially extracted, based on their relevance to the six research questions we developed, 
and our survey of these 45 papers led us to realize the integration of big data and IoT technologies has led to great opportunities for 
smart environment applications (e.g. smart environment monitoring, smart metering, smart farming/agriculture, and disaster al erting) 
for both various end-users. However, most of these contributions are newly developed and the majority still require optimization, which 
can be an opportunity for researchers interested in this field. 
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