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Abstract—Recent years have seen an increase in medical big
data, which can be attributed to a paradigm shift experienced
in medical data sharing induced by the growth of medical tech-
nology and the Internet of Things. The evidence of this potential
has been proved during the recent covid-19 pandemic, which was
characterised by the use of medical wearable devices to help with
the medical data exchange between the healthcare providers and
patients in a bid to contain the pandemic. However, the use of
these technologies has also raised questions and concerns about
security and privacy risks. To assist in resolving this issue, this
paper proposes a blockchain-based access control framework
for managing access to users’ medical data. This is facilitated
by using a smart contract on the blockchain, which allows for
delegated access control and secure user authentication. This
solution leverages blockchain technology’s inherent autonomy
and immutability to solve the existing access control challenges.
We have presented the solution in the form of a medical wearable
sensor prototype and a mobile app that uses the Ethereum
blockchain in a real data sharing control scenario. Based on
the empirical results, the proposed solution has proven effective.
It has the potential to facilitate reliable data exchange while also
protecting sensitive health information against potential threats.
When subjected to security analysis and evaluation, the system
exhibits performance improvements in data privacy levels, high
security and lightweight access control design compared to the
current centralised access control models.

Keywords—Internet-of-Things, Medical wearable devices,
Blockchain, Access control.

I. INTRODUCTION

There have been reports of a dramatic rise in the number
of medical patients across different parts of the globe, making
it difficult for patients to access healthcare services. However,
the healthcare industry has experienced significant growth and
changes in E-health applications, which has been attributed
to the rise of innovative technologies such as the Internet of
Healthcare Things (IoHT) and mobile cloud computing [1].
The rise of the Internet of Things and wearable technology
has brought opportunities to help solve such challenges in
the healthcare domain. Such technology is facilitated by big
data analytics and cloud computing, which collect data from
numerous individual devices and pool them into big health
data that can be used to derive valuable insights. This data can

be used by hospitals and medical institutions to link to other
Electronic Health Record (EHR) Data in a bid to facilitate
disease diagnoses, disease treatment, and health monitoring.
This data can also be useful to insurance companies in coming
up with strategic and detailed policies guided by individual
characteristics, which will be more beneficial to customers
since they will get to choose insurance plans that fit their medi-
cal needs [2]. The availability of wearable sensors and mobile
devices have enabled patients to handle their health data at
home and share it with a healthcare provider, facilitating timely
medical access and support from healthcare personnel. With
the Internet of Health Things in place, healthcare providers
can monitor their patients and offer them care remotely, which
helps in healthcare delivery and is also economically beneficial
to patients. The Internet of Health Things also allows the
tracking of patient health by healthcare providers, who can, in
turn, advise the patients and offer them the required medical
services. However, there are cases where patients will be
unable to track and manage their health records shared with
the healthcare provider or even find it default to do so.

A. Problem statement

A secure data sharing infrastructure is needed to handle the
sharing of health data between institutions. However, this is
marred by several changes regarding interoperability, security,
and privacy. Health data is categorised as highly privacy-
sensitive, and storing it in a public cloud increases the risk
of unauthorised access and exposure. The current use of a
centralised architecture in healthcare requires a centralised
trust for it to function properly. There is also the challenging
task of effective health data integration and healthcare systems
operability, in addition to users having little to no say regarding
data collected on their health. To help achieve self-sovereignty
and increase the adoption of wearable devices and mobile
platforms, there is a need for improved versions of IoHT sys-
tems that protect user privacy and provide user-centric access
control. Operating on a central authority has its own share
of risks, such as single point failure, which is often solved
by using third parties to provide data backups, effectively



increasing the risk of exposure [3]. This necessitates the need
to develop efficient access control solutions for medical data
sharing. On the other hand, there is considerable potential
for blockchain and decentralised technologies, which exclude
the use of a third party to manage the trust. Decentralisation
of trust is increasingly becoming a dominant trend, creating
opportunities to manage authentication and authorisation in a
decentralised and autonomous manner. Therefore, blockchain
technology can revolutionise healthcare applications by pro-
viding promising solutions that promote healthcare security
and performance. Through this research, we have worked
on designing a secure access control framework for medical
wearable devices. The remainder of this paper is organised
as follows. Section 2 discussed the related work and our
contribution. Section 3 provided background on blockchain
technology. In section 4, we present our proposed solution.
Section 5 looks at the system design. The system entities are
presented in section 6. Section 7 looks at the system interaction
and information exchange. In section 8, we described the
implementation of our solution. We provided performance and
security analysis of our proposed mechanism in section 9.
Finally, we conclude our paper in section 10.

II. RELATED WORK AND OUR CONTRIBUTION

The global Electronic Health Records (EHR) market is
predicted to expand from around 30 billion in the year 2020 to
40 billion by 2025. However, the security of the EHR remains
a major challenge in managing EHR data [4]. A significant
of current researches are focused on security and privacy in
the IoHT. For instance, the literature in [5] [6] [7] analysed
the side-channel attacks that may be influenced by devices
such as wearable medical devices and smartwatches. Similarly,
the authors in [8] [9] discussed the security issues of key
negotiation, data encryption and integrity during transmission.
There have been several efforts [10] [11] [12] to address these
security issues by proposing access control mechanisms for
IoHT. However, the issue with these solutions is that they
are centralised. The authentication data needs to be stored in
a centralised local server, prone to a single point of failure.
In addition, when encryption is used for authentication, some
complex encryption algorithms will also bring some problems,
such as low computational efficiency, increasing hardware
power consumption, etc. Lately, several research efforts were
geared towards finding solutions to the key challenges of
access control on IoHT by proposing integrating blockchain
technology with IoHT to meet the IoHT security needs. For in-
stance, the work presented in [13] investigated the blockchain
applicability to overcome various security issues in IoT and
proposed a blockchain-based authentication mechanism. The
main issue with the proposed approach is that one system’s
devices cannot interact with the devices in other systems.
Hence, it is not suitable for many distributed IoT applications
that require interaction with devices in different systems.
Another approach was highlighted in [14], which proposes a
hybrid architecture that provides decentralised access control
to the e-heath data by utilising both blockchain and edge

nodes. The proposed architecture uses blockchain to manage
users’ identities and access control policies. The e-health
data is stored on the off-chain edge nodes and implement
policies defined in Abbreviated Language For Authorisation
(ALFA) to apply attribute-based access control that relies on
the blockchain-based access control logs. The proposed sys-
tem was implemented using Hyperledger Fabric blockchain.
Similarly, the authors in [15] proposed an approach to allow
patients to grant access to their health information stored on a
blockchain to assigned individuals. In the previously proposed
blockchain-based approaches, the users’ health information is
stored on the blockchain. However, the blockchain has been
questioned regarding its ability to securely store data, as the
completed transparency is contrary to confidentiality. Besides,
the principal characteristic of the blockchain is preserving the
integrity of data by rendering it immutable. Nevertheless, this
feature may be a double-edged sword. The reason is that errors
shared over the distributed ledger cannot be corrected or, in
the case of users need to delete their personal health data. In
addition, solving the privacy issue by placing the entire health
records into a private blockchain would considerably enlarge
the entire chain size, demanding more storage at each node.

A. Our Contribution

Our main contributions in this paper can be summarised as
follows.

• Blockchain-based authentication and authorisation mech-
anism for medical wearable devices.

• A decentralised access control and data access delegation
approach for sensitive medical data propagated from the
users’ health wearable devices.

• A proof-of-concept implementation of the proposed so-
lution along with performance evaluation and security
analysis, which obviously proves the viability of our
system to satisfy the IoT security requirements.

III. BACKGROUND ON BLOCKCHAIN

Blockchain technology was initially proposed by Satoshi
Nakamoto [16] to provide secure financial transactions. It is
a distributed database, which meets the features of asym-
metric encryption, tamper resistance, and decentralisation.
Blockchain is made up of blocks related to each other
through a chain, with each block consisting of transactions,
transaction counter, and block header. The first block in the
blockchain system is known as ‘Genesis’. Blockchain offers
a decentralised architecture that can be used to record data.
The consensus mechanism offered by a blockchain is one of
the most significant and fundamental blockchain technology
inventions. Security in the blockchain is implemented through
a proof of work concept, whereby a transaction is only deemed
valid once the system obtains the proof. The proof lets the
system know that enough computational work was exerted on
the transactions by the authorised nodes [17]. This process,
which leads to the creation and addition of new blocks, is
known as mining. Every block in a blockchain has a hash in its
header, generated by the Secure Hash Algorithm (SHA-256)



and used for identification purposes. A block’s header also
contains the address of the previous block in the blockchain.
The Secure Hash Algorithm calculates a fixed size 256-bit
cryptographic hash from any size plain text.

A. Blockchain and e-health

The advanced blockchain technology developments were
first applied in cryptocurrencies such as Ethereum [18] and
Bitcoin [16]. While blockchain technology remains significant
in cryptocurrencies, it can also be used on any application
requiring secure authentication, such as IoHT. This is because
blockchain technology comes with a secure cryptographic
technique, which can be used to identify and authenticate
systems and users, thus facilitating access control in a secure,
distributed, and scalable manner. Using blockchain in such
a system is critical for data control. E-health can rely on
new security features of the blockchain-based access control,
which are more advantageous compared to traditional access
control solutions. One such advantage is creating immutable
ledgers containing transactions to be used in a data-sharing
system, thereby guaranteeing high system integrity and trust-
worthiness. Therefore, once a transaction has been recorded,
it cannot be altered or modified by anyone since blockchain
only records transactions and does not permit recovery actions
to its records [2]. Blockchain-based smart contracts have
also proved critical in user verification and authentication
[19]. The strict access control policies in smart contracts
are essential in the authorisation of users and in detecting
and preventing potential threats to IoHT systems. Finally, the
use of smart contract technology with blockchain eliminates
the need for a central server, therefore maintaining fairness
among transacting parties. Since all the smart contracts in the
blockchain are public, all connected users will have a copy
of the smart contracts, getting equal rights to exercise control
over contract operations [19].

IV. THE PROPOSED SOLUTION

This study aims to adopt blockchain technology to design
a secure framework for medical wearable devices. To solve
privacy and security challenges in IoHT systems, we propose
a blockchain-based decentralised identity system and privacy-
preserving data access control method to facilitate data sharing
with the authorised people. This will ensure that users have
full control over their personal data instead of having it stored
and managed by a third party. The system’s architecture will
adopt a public blockchain structure. The proposed solution
exhibits the effectiveness of a blockchain-based access control
mechanism, which allows for delegated access permissions
facilitated through a distributed ledger for information, ser-
vices, and any devices within the Internet of Health Things
systems. To achieve secure data sharing, users will have access
permissions managed via a smart contract. This means that
the resource owner can set access rules and eliminate the
need for a third party to manage the data and determine
who can access the data. To ensure users’ health information
security and privacy, it will be stored on a database hosted

on a trusted platform rather than on the blockchain. The use
of blockchain technology in this system remains for delegated
access control and secure user authentication. The proposed
solution can be applied to various IoT applications since it
is suited to meet specific IoT requirements regarding defence
against attacks, lightweight, distributed nature, and scalability
while also meeting the CIA (Confidentiality, Integrity, and
Availability) security triad requirements.

V. SYSTEM DESIGN

The proposed blockchain-based IoT platform will comprise
four layers: the users’ application layer, healthcare IoT sensors
layer, connectivity layer, and the blockchain service layer.

A. Users’ application layer

The application layer will provide a user interface for
presenting data collected from wearable devices into the
users’ application interface. Wearable devices, such as body
temperature sensors and ECG, will collect health data from the
users and then upload them to a secure database hosted by our
application. Once the data is recorded, the users will remain
the sole owner of their health data. Additionally, this layer
allows users and resource owners to manage their accounts and
set users policies by communicating with the smart contracts
on the blockchain. Only the owner can grant, revoke or deny
access to data to third parties such as medical personnel. The
users can grant the health providers access to their data when
seeking medical treatment or record data relating to a certain
treatment to help the professional monitor their health and
improve or adjust treatment.

B. Healthcare IoT sensors layer

This layer is made up of different medical wearable devices
that are capable of communicating, storing data, and comput-
ing. Wearable devices help transform original health data into
an understandable format and sync it to an online account.
A user account can have either a single wearable device or
multiple wearable medical devices.

C. The connectivity layer

The connectivity layer offers routing management and is
responsible for network management, message brokers and se-
curity management, etc. The communication is made through
the Message Queuing Telemetry Transport (MQTT) protocol
[20] which allows the transmission of sensors data from the
wearable device to the users’ application layer. MQTT is a
publish/subscribe protocol where the broker has to push infor-
mation to the client, as opposed to the request/response model
that is currently used in the HTTP protocol, which requires a
client to request data. Once the medical sensors layer collects
raw data, it is sent to a master MQTT broker, which it works
as a messaging broker to aggregate and distributes the data to
the resource owner or any other individual granted access by
the data owner [20].



D. The blockchain layer

We use Ethereum-based blockchain on the proposed model
to help store information in a distributed manner. The reason
for using an Ethereum-based blockchain is because it allows
the deployment of smart contracts in their blockchain system.
Smart contracts will be responsible for any authentication and
authorisation processes. Since using smart contracts would
make interfacing data stored on the blockchain possible, we
developed them in such a way that they register the client’s
remote devices and can set the user policies. The smart
contracts used in the system will also store a trusted mapping
between a public key authorised by the user and its access
token. The client’s identity will have the public part of the
asymmetric key pair and will be able to verify that the user
accessing the blockchain is using an authentic message signed
by the key pair’s owner.

Fig. 1. The proposed system design.

(1) Send connect request to the broker. (2) The broker sends
the user ID to the smart contract for authentication. (3) Smart
contract generates a random value (challenge) (4) the users
receive the random value and sign transaction using the user’s
private key to be sent to the smart contract. (5) The smart
contract sends back the result of the process to the broker (6)
The broker will then grant the user access and connect the
users.

VI. SYSTEM ENTITIES

The proposed system is comprised of a number of entities
such as clients, an MQTT messaging server, and a smart con-
tract. The clients include health wearable devices, healthcare
providers, and resource owners.

A. Resource owner

The system’s resource owners are the Ethereum clients, who
have both a public and private key. Users issue transactions
signed by their private key, whose hash is taken to be the
user’s address and associated with their access token. Before
using the system, the users will be required to set user policies,
assign users to specific topics and register their remote devices.
After registration, the users will be able to control access to
their health data. This will be achieved through the mobile
app, which can share and communicate user data securely to
the smart contract. Our approach does not require the data to

pass through a central authority as users can use their device
storage to store their credentials.

B. MQTT messaging server

The MQTT broker is responsible for providing sensor
readings and processing user requests. The broker is similar to
other users in the system since they are all on the Ethereum
blockchain and have both private and public keys. Anytime
a connect request is sent by a client, the MQTT broker will
extract the public part of the key pair, which is the client’s
ID. This information will then be sent to the smart contract
for verification. Once access is allowed, the smart contract
generates a challenge to serve as a one-time password for
authenticating clients. The clients, in turn, sign the challenge
with their private key. The MQTT broker will then validate the
procedure’s correctness and grant or deny access. The MQTT
broker can either run on a specific host or reside on the cloud.

C. Smart contract

The proposed model exploits the advantages of smart con-
tracts and blockchain technologies in performing delegated
authorisation in IoT systems. Smart contracts help to store
an immutable record of both user policies and authorisation
information. They also offer resilience by executing smart
contract code across all blockchain nodes. The smart contract
will be used to implement policies such as on-chain access
control decisions. The smart contracts will help with issuing
tokens used by both publishers and subscribers to authenticate
to the MQTT broker. Using smart contracts ensures that users
do not have to store their tokens locally as it helps generate
access tokens and manage their authentication process. The
integrity and authenticity of the access token, which serves
as an OTP (one-time-password), can be verified by a simple
lookup in the distributed ledger. The web3 JS library, which
uses the RPC to interact with the smart contract, will be used
to access all the services written in the smart contract.

D. Healthcare providers

The user will appoint the healthcare providers, such as
doctors, to provide medical treatment or suggestions. The
system will allow the healthcare provider to upload the user’s
medical treatment data to the medical health record for the
purpose of sharing it with other medical professionals but only
after obtaining the patient’s permission. The health provider
can also request access to the user’s health data from a
wearable device or medical treatment data from the record
through the proposed system. The smart contracts help grant
access to every data request and access on the blockchain by
implementing policies.

VII. SYSTEMS INTERACTIONS AND INFORMATION
EXCHANGE

Interactions between the entities in the system are also
known as transactions and have to be validated before they
can be confirmed. The interaction occurs in two phases, which
include:



A. The registration phase

For the registration, the user starts by downloading a mobile
app on their smartphone phone. The user needs to create an
Ethereum account and get private and public keys. The private
key will be used to sign transactions from the user’s account
and will be stored on the user’s device. The users’ public keys
will be associated with their identities. For the user to send the
required information (topic name, user’s role, and the remote
device ID), needs to submit transactions to the smart contract.
The mobile app will then rely on the functionalities of smart
contracts to set policies and add the IoT devices to the user’s
list of trusted devices.

B. The Authentication phase

Anytime a client uses the client mobile app to request access
to the broker, the application will start the authentication
process by sending a connect request to the broker and pass the
client ID. Besides, the broker verifies the users’ permissions by
sending the user’s ID to the smart contract to verify the user’s
permissions. Once the request is permitted, the smart contract
will generate a challenge, which will require the user to sign
it using the private key. The user will then get a notification
on the app to either approve or deny the signing request. Once
the broker retrieves the verification result from the contract,
an authorised connection with the client is created.

VIII. IMPLEMENTATION

This section explains the technologies used and the imple-
mentation process of our system. The study used a case study
involving a patient who is being remotely monitored by a
doctor through medical devices such as body temperature and
ECG sensors. The prototype is made up of four components,
including the messaging communication system, the wearable
medical devices, a smart contract to help interface data on the
blockchain, and the client application.

A. The blockchain implementation environment

We implemented the Ethereum blockchain smart contracts
as a proof of concept. The choice of Ethereum blockchain
is based on its ability to deploy smart contracts and the
support that comes with its popularity. To implement our smart
contracts, we used Solidity, a Turing complete language that
helps develop smart contracts in the Ethereum blockchain sys-
tems. We then used the Ethereum-based IDE Remix to write,
evaluate, and deploy smart contracts across the Ethereum
network. The IDE also comes with a compiler that can be
used to test the functionality of smart contracts.

B. The communication protocol

The MQTT protocol will be the main communication proto-
col used to facilitate data transfer from the IoT devices to the
user application. We utilised the open-source Mosca MQTT
broker [21] to help with the implementation of the MQTT
server as it helps with data exchange between subscribers and
publishers or between a mobile application and a wearable
medical device. To help bridge the blockchain framework to

the MQTT application for the authorisation and authentication
of clients, we used a JavaScript API.

C. The users’ client app
We will use a web socket to establish communication be-

tween the user’s mobile app to the MQTT broker and facilitate
real-time data exchange. Our application will help manage
the user interface, managing user profiles, and communicate
with the smart contracts on the blockchain. We build a native
mobile app using JavaScrip. To make communication between
the Ethereum blockchain and our application possible, the
proposed system uses a web3.js Ethereum JavaScript API that
interacts with an Ethereum node run on Infura.

D. The wearable device
To build the medical wearable device, we utilised an ESP32

DevkitC v4 board. We also added an AD8232 ECG sensor to
help with ECG monitoring. We then used the Zerynhth studio,
which offered a platform we could use to program microcon-
trollers using C and Python programming languages and offers
an open-source Python library that can interact with smart
contracts and the Ethereum blockchain. The Zerynth Ethereum
library uses the JSON-RPC interface to send transactions
and interact with Ethereum nodes. This makes it possible to
make transactions and fetch status information. This library
offers access to two companion classes that help with building
a higher-level interface, and they include transaction and
contract. The contract class can help call smart contracts and
their methods, while the transaction classes help develop a
correctly signed transaction that is ready to be sent.

IX. EVALUATION

A. Security analysis
This section will highlight how our proposed system will

resist the potential security threats for an IoT system. Medical
data sharing systems face great security concerns regarding
the protection of sensitive patient information from potential
security threats and attacks. We will start by evaluating the
security margin of our model when faced with different threats.

1) Man in the Middle attack (MITM: The proposed model
will utilise the cryptographic signature and random challenges
to help prevent potential MITM attacks. The system will re-
main safe from such attacks since the smart contracts produce
only one unique challenge, which can be mapped to a single
user. Additionally, the model will also require users to use their
private key when signing the challenge to access the system.

2) Sybil Attack: To help protect the model from a Sybil
attack, each device will be assigned a unique identifier stored
on the blockchain. Each entity connected to the model will
have a single key pair at any particular time. The private key
will only be known by its user while the public key remains
visible to all entities signed into the blockchain network. This
means that the adversary cannot access a private key, which is
used to sign the transaction for data access. Without the private
key, adversaries cannot forge a user’s signature. Additionally,
all invalidated transactions are removed from the blockchain
network, making our system resistant to external attacks.



3) Denial of service (DOS) Attack: During a DoS attack,
the attacker makes it difficult for an authentic user to access the
service in the network by increasing traffic or launching fraud-
ulent transactions. However, due to the decentralised nature of
blockchain, our model becomes resistant to DoS and DDoS-
related attacks. The large number of mining nodes in Ethereum
makes it highly resistant to DDoS attacks. Therefore, our
model ensures high data availability for authentication data
that is saved on the Blockchain. Even if a node fails or
becomes unreachable, the network as a whole will continue
to operate. As a result, our system will continue to operate at
a high level of availability.

B. Security of our system
Every model comes with three main security requirements

that model designers need to address, and they include confi-
dentiality, integrity and availability. In this section, we anal-
ysed the security of our system based on these requirements:

1) Tamper-proof: The system does not allow the modifi-
cation of the users’ policies, access rolls or credentials as
they remain immutable. Due to the chronologically nested
blocks, which contain a hash of the previous block and the
current timestamp, transactions remain immutable unless one
individual takes over 51% of the network’s computational
power. The blockchain records every access request and access
activity, meaning that any changes made to the data can
be audited and tracked. Additionally, each transaction has a
digital signature that provides the non-repudiation, integrity,
and authentication of each transaction.

2) Privacy preservation: The users’ credentials remain
highly sensitive and should not be disclosed to any third
party without approval from the patient. To tackle the issue
of privacy, we ensured that all transactions made in the
blockchain remain secure by utilising a decentralised digital
identity, where every user connecting to the blockchain gets a
unique account with a random public key. The decentralised
identity allows users to own their credentials data and manage
their own identities rather than have it managed by a third
party.

3) Confidentiality: To help maintain confidentiality, the
system will make use of asymmetric encryption technology
to ensure that every access to the system is done only after
authorisation. The authorisation will be a randomly generated
unique token that will have to be signed by a user’s private
key to authenticate the client to the messaging server.

4) Availability: Our model ensures that data associated with
verification and authorisation processes that are stored on the
Blockchain is always available. On a per-node basis, each node
replicates and updates transaction data. This means that the
network will continue to function even if a node leaves it
accidentally or maliciously or otherwise the node becomes
inaccessible. As a result, our system will continue to operate
at a high level of availability and reliability.

C. Performance analysis
We present a set of experiments to characterise the impact

of our approach on wearables medical devices. Our measure-

ments setup depends on an ESP32 with a 240MHz Dual Core
CPU WROOM-32D and 4MB flash. We analysed our approach
in comparison to the current security mechanisms. For this,
we adopted the TLS protocol, which supports different cryp-
tographic algorithms.

From the evaluation, we observed that the current TLS
utilises a higher memory than our mechanism because it needs
to allocate additional buffers. To establish a TLS session,
enough free heap memory is required. A single TLS session
requires around 40KB of additional heap memory. Moreover,
compared to our approach, the CPU processing overhead when
using TLS is also higher since cryptographic operations are
involved, especially with a certificate that uses a large key
length, as shown in figure 2. In addition, using TLS on the
ESP32 requires a significant amount of energy. Our approach
is beneficial in terms of energy consumption and significantly
reduces the required energy for IoT devices.

Fig. 2. CPU overhead

Fig. 3. End to end delay

To measure the overall time of establishing a secure con-
nection, we utilised the internal time function of the micro-
controller. As shown in figure 3, our approach has shown
a higher execution time overhead. This is an expected issue
when adopting the public Ethereum blockchain. This is due to
the time needs it to finalise the transactions, which is around
13 seconds on average. However, this is a well-known issue
with other real-world applications that depend on a third party
to maintain trust. Still, this can be significantly enhanced



Fig. 4. The gas cost of each event that happens in the system

by adopting the private blockchain or utilising a reduced
mining consensus that can provide immediate block finality
and reduce the time needed to finals the transactions.

Moreover, any action in the Ethereum blockchain requires a
certain amount of gas to send transactions and interact with the
smart contract. Our result revealed that smart contract deploy-
ment is the highest cost, as shown in figure 4. Nonetheless,
this cost is variant, as it depends on different parameters, such
as the transaction speed and the storage required. However,
it is necessary to emphasise that our implementation is based
on the Rinkeby testing environment, which requires no cost
as Ethereum provides free Ethers to this testing network.

X. CONCLUSIONS

In this research, a blockchain-based authentication and
access control mechanism is proposed for the Internet of
Healthcare Things. The paper presented a proof-of-concept
design and implementation of a lightweight and secure frame-
work for medical wearable devices. The proposed approach
helps to solve privacy and security challenges across the
Internet of Healthcare Things systems. It provides a privacy-
preserving access control mechanism and facilitates secure
users’ authentication. This allows the system’s users to have
full control over their credentials rather than maintaining them
by a third party. We have presented the solution in the form
of a medical wearable sensor prototype and a mobile app that
uses the Ethereum blockchain in a real data sharing control
scenario. The security of our system and an attacks model have
been analysed to evaluate the ability of our system to meet
the security requirements of the IoT systems. Our solution
showed enhancements in security and users’ privacy compared
to the current centralised models. In addition, we provided
an analysis of the performance and the associated transac-
tions costs. We observe that our approach provides negligible
memory and CPU usage compared with the current TLS and
prove suitable for resource-constrained devices. It is feasible
that our approach satisfies the security requirements for IoT
applications and meet future demands. We hope that our
approach improves the privacy and security of users’ sensitive
health data. On the other hand, the proposed approach shows
a significant delay due to the characteristics of the public

blockchain since transactions need to be appended to the block
but are still within an acceptable range. In order to improve the
transactions speed and reduce the end-to-end delay, our future
work would aim to evaluate different consensus mechanisms
and blockchain systems, such as Hyperledger and IOTA.
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