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Most governments implement the latest information communication technology (ICT) to improve 
the online experience of their citizens and businesses. Governments put great effort into providing 
user-focused services that are usable, secure and accessible by portable and wireless devices (e.g. 
tablets, smart phones etc.). However, such devices bring with them specific problems of usability 
and security that affect how users interact with government digital services (GDS). This paper 
presents a systematic mapping study, investigating the existing problems of usability and security 
of GDS accessed through smart devices. It aims to uncover what evaluation methods have been 
used by researchers and investigate how the trade-off between usability and security is assessed 
in the context of GDS accessed through smart devices. The paper summarises the current 
knowledge available with regards to this trade-off over the last ten years. The results of the 
mapping study help identify several research gaps, leading to areas for new research in the 
domain of usability and security in the context of GDS. 
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1. INTRODUCTION 

The advancement of the Internet and the ubiquitous 
use of computing in everyday life (iPads, tablets, 
smartphones etc.) have influenced the growth of 
commercial and governmental electronic services. 
eGovernment is defined as the use of ICT, 
particularly web-based applications, to provide 
faster, easier and more efficient access to 
government digital services for the public (Huang 
and Benyoucef, 2014). This revolution in the 
ubiquitous use of computing allows citizens to 
interact with government digital services (GDS) at 
any time and in any place using their smart devices 
(Huang and Benyoucef, 2014). These smart devices 
have great mobility in delivering services to citizens 
and have become a main point of focus for 
government organisations.  

At present, local and national governments in 
developed and developing countries aim to leverage 
the power of ubiquitous computing to provide fast, 
easy, secure and reliable GDS (González Martínez 
et al., 2011).  

Consequently, governments aim to provide services 
based on users’ needs that are usable and secure,  

and this is critical to the successful adoption and use 
of GDS (Baker, 2009). 

Usability and security are two related elements that 
have a significant influence on user communication 
and engagement with eGovernment, and need to be 
studied and understood together. Therefore, it is 
very important to understand usability and security in 
a government setting in order to provide feedback 
for designers so that they can develop usable and 
secure GDS that can be used by a wide range of 
citizens (Gouscos et al., 2007: Hung, Chang and 
Kuo, 2013).  

This mapping study aims to identify aspects of 
usability and security in government digital services 
which have been researched, or where research is 
lacking. 

Systematic mapping studies in software engineering 
are recommended for research areas where there is 
a lack of relevant, high-quality, primary study 
(Kitchenham and Charters, 2007). The process of 
the mapping study review is presented and 
described in detail and the findings of the review and 
answers to the research questions are discussed. 
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2. RESEARCH METHOD 

A considerable amount of research has been 
published on various subjects within the field of 
usability and security of GDS. A systematic mapping 
study is recommended as a structured method to 
identify research clusters and any possible gaps in 
this area of research (Kitchenham and Charters, 
2007). The mapping study supports the collection 
and categorisation of all the available studies and 
literature in this area, with the aim of making it 
simple to identify the various subtopics, and show 
where current research is focused. This method is 
selected because it provides a credible and rational 
evaluation of studies on the usability and security of 
GDS and helps identify any gaps in the current 
research. To achieve these goals a review protocol 
is developed to reduce the possibility of researcher 
bias and identify areas where more primary studies 
need to be carried out. The protocol developed is 
assessed and reviewed by two external experts in 
the field to ensure the validity of the protocol and that 
it meets the requirements stated by Kitchenham 
(Kitchenham and Charters, 2007). The first steps of 
the review protocol are creating research questions, 
identifying the search strategy and the defining the 
search scope. A search process, based on the 
research questions, is then conducted. Inclusion and 
exclusion criteria for studies are developed, 
designed in the search phase so as to assess the 
thoroughness of the literature search. A strategy is 
designed for assessing the quality of the papers 
collected in the search process. Next, the elements 
of data to be extracted from the selected literature 
are determined, in order to address the review 
questions and synthesise the data. Finally, the 
strategy to evaluate and analyse the data extracted 
from the literature is devised. In the following 
subsections, the detail of the procedure and the 
strategy followed in conducting the systematic 
review are described. 

2.1 Research questions 

Four research questions are formulated to guide the 
mapping study and to identify research 
opportunities. Based on the research objectives 
stated, the mapping study is driven by the following 
research questions: 

• RQ1. What are the existing usability and 
security problems concerning government 
digital services accessed by smart devices? 

• RQ2. What methods of evaluation have been 
used to assess the usability and security of 
government digital services accessed by 
smart devices? 

• RQ3. How is the trade-off between usability 
and security measured and assessed in the 
context of government digital services? 

• RQ4. What training and policies are available 
to the public to ensure effective usability and 
security of government digital services 
accessed by smart devices? 

The findings of the proposed review questions are 
critically important for evidence based engineering of 
eGovernment services and contribute to the 
knowledge of usability and security within the 
domain of eGovernment. 

2.2 Search strategy 

The review includes a search strategy developed to 
utilise publication databases in an efficient way. This 
search strategy is essential for the search process to 
avoid including irrelevant search results. The search 
strategy is designed based on selecting major terms 
from each research question and using alternative 
words and synonyms in each search string. This 
reduces the effect of variance in the terminologies. 
Boolean “OR” is used to link alternate words and 
synonyms as well as Boolean “AND” to join major 
terms, if the databases allow. The search string 
consists of these main words: “usability” AND 
“security” AND “services” AND “smartphone” AND 
“government” AND “evaluation”. 

The alternate terms are connected through Boolean 
OR to produce a reference search string for 
automatic search of databases. Using the outcome 
from the pilot search activity, the final search strings 
are derived and used to retrieve the relevant papers. 
The created search strings are adjusted based on 
the search criteria of each electronic database.  

The search generated 1,600 results from IEEE 
Xplore, 3,900 papers from ACM Digital Library and 
5,700 papers from Google Scholar. 

2.3 Search process 

The scope of the search focuses on the publication 
period and source. The search for publications is 
limited to the period from January 2005 to July 2015 
due to the revolution in the introduction of smart 
devices during this period. Three electronic data 
sources, or search engines, are used, ACM Digital 
Library, IEEE Xplore Digital Library and Google 
Scholar. For each data source, the return results per 
search are documented and the papers retrieved are 
manually imported into Mendeley software. At this 
stage, some irrelevant papers are excluded based 
on their titles and abstracts, before saving them to 
the reference manager software. The total number of 
papers retrieved from all sources is 11,200. The 
number of papers retrieved is very high for this 
review, so the most relevant conferences and 
journals, which have the most published papers in 
them and are linked to the field of usability and 
security in the context of GDS, are selected. Two of 
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the authors have reviewed the validity of the 
selection of the conferences and journals, and 15 
conferences and 13 journals are selected as being 
most relevant to the review. The selection is based 
on the Institute for Scientific Information’s (ISI) 
impact factor rating, the number of articles published 
and whether the authors are cited in other reputable 
journals and conferences (See Table 1). Through 
consideration of the selected journals and 
conferences, the number of papers retrieved is 
narrowed down to 690. Then, the conferences and 
journals with fewer papers are excluded from the 
review, leaving three conferences and three journals 
with the highest volume of papers included in the 
final selection. The total number of papers in the 
three journals and the three conferences is 129 (See 
Table 2). 

The 129 full text papers are read in accordance with 
the inclusion and exclusion criteria, and the 
decisions are shown in the next section. After the 
process of inclusion and exclusion decision-making 
is complete, the final set of primary studies is 
reviewed. The total number of primary papers 
selected is 74. These papers are considered the 
most relevant to this review. Mendeley software 
(www.mendeley.com) is used as a reference 
manager tool for managing and storing the papers 
retrieved from the search engines, and to classify 
the retrieved papers. 

2.4 Inclusion and exclusion criteria 

It is imperative that any mapping study contains 
comprehensive inclusion and exclusion criteria, in 
order to highlight only those primary studies that 
provide evidence related to the research questions. 
The inclusion and exclusion criteria of this review 
study are developed based on the research 
questions and are used to ensure that the results 
obtained are reliable and categorise studies correctly 
according to the guidelines set by Kitchenham 
(Kitchenham and Charters, 2007).  

No Conferences 

1 Computer Human Interaction CHI (ACM) 

2 International conference on Digital Government 
Research (ACM) 

3 European conference on Information systems 
ECIS  

4 Australian Conference on Information systems 

5 International Conference on Availability Reliability 
and security ARES (IEEE) 

6 Symposium on Usable Privacy and Security 
SOUPS (ACM) 

7 American Conference on Information Systems 

8 International Conference on eDemocracy & 
eGovernment (IEEE) 

9 Symposium on Security and Privacy (IEEE) 

10 International Conference on Information 
Assurance and Security (IAS) 

11 Symposium on Computer and Communications 
Security (CCS) (ACM) 

12 International Conference on Security of 
Information and Networks  

13 ACM Conference on Data and Application Security 
and Privacy (CODASPY) 

14 ACM International Joint Conference on Pervasive 
and Ubiquitous Computing 

15 Mobile HCI conference (MobileHCI) 

No Journals 

1 European Journal of Information Systems 

2 International Journal of Electronic Governance 

3 Journal of Information and Software Technology 

4 Journal of Systems and Software 

5 International Journal of Human-Computer 
Interaction 

6 Personal and Ubiquitous Computing International 
Journal 

7 Security & Privacy Journal 

8 Journal of Transactions on Information Forensics 
and Security 

9 Transactions on Consumer Electronics  

10 Journal of Engineering and Technology 

11 International Journal of Mobile Human Computer 
Interaction (IJMHCI) 

12 Journal of Usability Study (ACM) 

13 Journal of Government Information Quarterly 

Table 1: Initial conferences and journals selection 

Selected Conferences No of 
Papers

Computer Human Interaction CHI (ACM) 27 

International Conference on Digital Government 
Research (ACM) 5 

Mobile HCI Conference (MobileHCI) (ACM) 10 

Selected Journals  

International Journal of Human-Computer 
Interaction 9 

Security & Privacy Journal (IEEE) 13 

Journal of Government Information Quarterly 10 

Table 2: Final selection of conferences and journals 

The following inclusion criteria are applied to all 129 
papers obtained from the search process. The 
reviewed papers have to meet at least one of the 
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following inclusion criteria to be included in the 
review: 

• I1: Papers discuss and describe any usability 
and security problems in the context of GDS. 

• I2: Papers report any usability and 
security problems of smart devices (smart 
phones).  

• I3: Papers report usability and security 
evaluation methods and guidelines in the 
context of GDS. 

• I4: Papers describe the methods used 
to evaluate usability and security of smart 
devices. 

• I5: Papers discuss the trade-off 
between usability and security and how it is 
measured. 

• I6: Papers discuss training guidelines, 
policies and security awareness in the 
context of GDS. 

Papers that meet any of the exclusion criteria shown 
below are discounted from the review:  

• E1: Papers that do not have a specific 
problem to investigate, search process, or 
data analysis process.  

• E2: Papers focusing on the technical side 
(cryptography, coding etc.). 

• E3: Non peer-reviewed literature. 
• E4: Tutorial summary, panel discussion, 

technical report, book chapter or PowerPoint 
slides. 

• E5: Papers not written in English. 

After the process of inclusion and exclusion, the 
validity of the inclusion and exclusion process is 
checked. Each author randomly selects 10 papers 
and applies the inclusion and exclusion process, to 
verify whether the included and excluded papers are 
properly reviewed and classified. Then a meeting 
between the authors leads to a consensus on any 
disagreements about the included or excluded 
papers. 

2.5 Quality assessment 

To evaluate the quality of the papers obtained from 
the inclusion and exclusion phase, 11 quality 
assessment criteria are applied based on the 
recommendations of Dyba (Dings and Dyba, 2008). 
These 11 criteria questions are not listed in this 
paper and can be found in (Dings and Dyba, 2008). 
The criteria are used to rate the quality of reviewed 
papers and ensure the selected papers contribute 
effectively to the review study. The possible 
outcomes of applying the criteria are “Agree”, 
“Partially Agree” or “Not Agree”. The criterion in Q1 

is used as a basis for accepting or rejecting a study. 
In a case where either Q1, or both Q2 and Q3, are 
scored Not Agree, no further quality assessment is 
done by the reviewer. The scoring procedure is 
based on attributing values to the scores: Agree = 1, 
Partially Agree = 0.5, Not Agree = 0. The validity of 
this quality assessment process is based on the 
suggestions of Kitchenham (Kitchenham and 
Charters, 2007). Accordingly, one researcher 
extracts the data and another check the extracted 
data. In this way, all the retrieved papers are 
assessed based on the quality criteria, by all the 
authors independently, and the quality assessments 
compared. This validity check helps resolve any 
scoring differences in the assessments.  

Of the 74 papers assessed for quality, 71 had 
initially been included based on the screening 
criterion. All disagreements about the remaining 
three papers have been resolved by discussion 
between the three researchers, who finally agreed to 
include the three remaining papers in the review. 

2.6 Data extraction  

The 74 primary studies are read in detail to extract 
the data required in order to answer the review 
questions. A data extraction form is developed to 
give reliable and accurate extraction of the relevant 
data from each paper. Table 3 shows the data 
extracted, some specifically focusing on the 
research questions and other data required for later 
analysis, irrespective of the research questions.  

Two of the authors have reviewed and checked the 
consistency of the data extraction process, each 
selecting 10 per cent of the primary studies and 
extracting the data for a second time, then 
comparing their data sheet with the primary 
reviewer’s data sheet. Any differences found in the 
data extraction between the primary reviewer and 
the other reviewers are reconciled and resolved 
collaboratively (Kitchenham and Charters, 2007). 
The extracted data is documented and kept in a 
Mendeley file and Excel spreadsheet for future 
analysis. 

Code Field /Data 
Related 

Research 
Question 

D1 Extraction date Documentation 
D2 Author name Documentation 
D3 Title of publication Documentation 
D4 Publication source Documentation 
D5 Year of publication Documentation 
D6 Type of publication Documentation 
D7 Aims and objectives Documentation 
D8 Research question  Documentation 

D9 Security and usability 
problems RQ1 
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D10 Security elements  RQ1,RQ3 
D11 Usability attributes. RQ1,RQ3 

D12 GDS usability and security 
problems RQ1 

D13 Smart devices usability and 
security problems RQ1 

D14 Evaluation method used 
(name and short description) RQ2,RQ3, RQ4 

D15 Guidelines, policy, training RQ4 

D16 Statistical data used for 
analysis Documentation 

D17 Domain or context RQ1,RQ2, RQ3 

Table 3: Data extraction form 

The papers are categorised into 3 categories and 
each is divided into sub-categories, in order to 
minimise possible misrepresentation of the data 
extracted. This classification of the primary studies is 
based on defining a set of possible answers for each 
research question.  

2.6.1 Usability and Security Issues  
Papers are categorised based on four main 
categories in regard to research question one (RQ1), 
(C1-A, C1-B, C1-C and C1-D) and each category is 
further classified into sub-categories. The following 
classifications are used to describe any paper that 
discusses or reports any usability or security issues 
in eGovernment settings: 

(I) C1-A: GDS usability problems (efficiency, 
satisfaction, learnability, memorability, errors, 
other). 

(II) C1-B: Smart device usability problems 
(device context, connectivity, screen size, 
display resolution, processing, capability or 
power, data entry method, other). 

(III) C1-C: Smart device security issues 
(authentication, access control, availability, 
data or message security, non-repudiation, 
secure storage). 

(IV) C1-D: GDS security issues (authentication, 
availability, confidentiality, integrity, non-
repudiation, other). 

2.6.2 Assessment of Usability and Security  
The retrieved papers are grouped into four main 
categories based on research questions two and 
three (RQ2 & RQ3), (C2-A, C2-B, C2-C and C2-D) 
and each category has sub-categories: 

(I) C2-A: The focus of the assessment: 
(a) Usability assessment. 
(b) Security assessment. 
(c) Trade-off between security and usability. 

(II) C2-B: Usability and the method of security 
evaluation: 

(a) Testing (if it involves an evaluator 
observing participants interacting to 
determine problems). 

(b) Inspection (if it involves an expert 
evaluator using a set of criteria to 
identify potential usability problems e.g., 
heuristic evaluation).  

(c) Inquiry (if it presents a method that 
collects participants’ preferences or 
feelings from interviews or 
questionnaires). 

(d) Analytical modelling (if it presents an 
engineering method that employs 
various kinds of models). 

(III) C2-C: The type of study used to evaluate 
security and usability: 
(a) Controlled experiment. 
(b) Interview. 
(c) Focus group. 
(d) Survey. 
(e) Case study. 

(IV) C2-D: Domain or context: 
(a) eGovernment. 
(b) Academic. 
(c) Industrial. 
(d) Medical. 
(e) eCommerce. 
(f) Other. 

2.6.3 Training and Policies  
Papers relevant to research question four (RQ4), are 
classified based on the following categories: 

(I) C3-A: Types of training: 
(a) Social engineering training. 
(b) Security awareness. 
(c) Population awareness. 

(II) C3-B: Types of existing policies: 
(a) Security policy. 
(b) Acceptable use policy. 
(c) Legalisation or regulation policy. 
(d) Other. 

2.6.4 Data Synthesis 
The data extraction and data classification 
processes are completed according to the designed 
protocol and all have been assessed. Extracted data 
that is redundant is removed and the quality of the 
data rechecked. This means that all the checked 
data is considered suitably qualitative and valid, and 
therefore applicable to answer the research 
questions. The aim of the mapping study is to 
answer the research questions with effective and 
reliable data. The data synthesis activities are used 
to summarise the results of the primary studies. The 
extracted data is studied manually and descriptive 
synthesis conducted, to show the results in a tabular 
form. Descriptive statistics are applied to analyse 
and summarise the data.  
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3. RESULTS AND ANALYSIS 

The extracted data is analysed and summarised in a 
structured way that assists in finding possible 
answers to the stated research questions. The next 
section provides an overview of the selected primary 
studies and the extracted information in regard to the 
research questions. 

3.1 Results overview 

After the filtering phases described, 74 primary 
studies from 3 journals and 3 conferences (across 
multiple years) are used for data analysis and 
answering the research questions. The highest 
volume of conference papers were published in 
2009 and most of the journal papers were published 
in 2014, due to the release of various multi-touch 
interface smart devices in 2007, such as the Apple 
smartphone.  

Of the 74 papers, 57 per cent are conference papers 
and 43 per cent are journal papers. This indicates 
that the majority of papers collected come from 
conference sources rather than journal publications 
which could be due to the longer time required by 
authors to publish work in journals, rather than 
conferences. 

3.2 Research question results 

Research question one (RQ1) asks, “What are the 
existing usability and security problems concerning 
government digital services (GDS) accessed by smart 
devices?” To find data to answer this question, the 
data from D9, D10, D11, D12 and D13 are analysed 
using the data extraction form (See Table 3). The 
analysis of selected papers shows that 40 papers 
contain relevant content and discuss usability and 
security problems concerning eGovernment platforms. 

The answer to question one (RQ1) is divided into 
four sections to give a clear view of the papers 
reviewed.  

GDS usability problems: Usability is considered an 
important feature that affects user interaction with 
government digital services. This review identifies 
five attributes that can affect the overall usability of 
GDS, based on the Jacob Nielsen usability model 
(De Jong and Lentz, 2006): efficiency, learnability, 
satisfaction, memorability and errors. Based on the 
review question and categorisation of the selected 
papers, most of the studies explain and address 
usability issues in an eGovernment setting based on 
these five attributes, as shown in Table 4. 
Learnability and efficiency are the most addressed 
attributes in the selected papers, which each present 
in 11 per cent of the papers reviewed. Error is the 
least addressed usability attribute, only present in 
three papers. The other two attributes are both 
present in 8 per cent of the papers. Among the 

studies analysed, three do not clearly specify which 
usability attributes are addressed. These studies 
(Kotamraju et al., 2012; Olalere and Lazar, 2011; 
Kokini et al., 2012) concentrate on content analysis 
without stating any usability attributes. From Table 4 
it can be seen that usability attributes are considered 
by most of the studies selected, in regard to RQ1.  

Smart device usability problems: Papers related to 
smart device usability problems are analysed and 
examined based on six elements, identified in 
Donker et al. (2010), device context, connectivity, 
screen size, display resolution, processing capability 
and data entry method. The papers retrieved in 
regard to RQ1 are categorised by at least one of 
these elements. In total 12 papers discuss the 
usability of smart devices. Some of the papers 
investigate more than one element of usability for 
smart devices and so are counted twice or more. 
The greatest volume of work focuses on device 
context (including the location, identities of nearby 
people, time, temperature, colour, weight). Seven 
selected papers discuss this element. The elements 
of connectivity and data entry methods are almost in 
second ranked, with three and four papers 
respectively. Two papers discuss display resolution, 
screen size or processing capability. Generally, the 
selected publications considered in this section, do 
not focus on the field of GDS. 

The analysis of the papers indicates that a general 
usability evaluation for smartphones has been 
carried out, but has not focused on the problems 
generated by these devices in an eGovernment 
setting. This could be due to the unique features of 
smartphones, and that current smartphone platforms 
differ considerably in terms of functionality provided 
and security features. 

GDS security problems: Security problems are 
broken down into subcategories to provide a broad 
view of the problems of security in a GDS setting 
and make evaluation easier. This review study 
classifies the papers in this section based on six 
well-known security elements: authentication, 
availability, confidentiality, integrity, non-repudiation 
and security storage. As shown in Table 4, there are 
only a few papers that discuss security in a GDS 
setting. Similar to the previous section, the total 
number of papers shown in Table 4 is greater than 
the number of papers included in the review, due to 
some of the studies covering more than one element 
of security and being counted twice or more. The 
most researched elements of security of GDS are 
authentication and integrity, with six and three 
papers respectively. The remaining elements are 
addressed by two papers each. Few papers in this 
review address the security of GDS, due to the 
complex nature of government systems and the 
availability of information about it for researchers. 

Smart device security problems: This section 
discusses the number of reviewed papers 
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addressing security issues of smart devices. The 
review of this section is based on (Benantar, 2006) 
categorisation of the security of smart devices. Five 
attributes are identified that relate to the security of 
smart devices: authentication, access control, 
availability, data and message security and non-
repudiation (See Table 4 – for the sake of brevity for 
all tables, papers are referenced by numbers that 
are included in the references section). The papers 
relevant to this section represent 15 per cent of the 
total papers reviewed. Authentication is the element 
addressed most frequently, discussed by ten papers. 
Access control and non-repudiation are addressed 
least frequently in the reviewed papers for this 
section, with one paper being noted for each. There 
appear to be few papers addressing the security of 
smart devices in the setting of eGovernment.  

The main findings for this question are summarised 
below. 

Problem No of 
Papers Paper’s Reference No 

GDS usability 
problems 13  

1) Efficiency 8 8, 23, 28, 29, 36, 37, 57, 
65,  

2) Satisfaction  6 1, 28, 29, 36, 37, 57 

3) Learnability  8 1, 8, 20, 23, 28, 29, 36, 
65 

4) Memorability 6 1, 8, 20, 29, 36, 65 
5) Errors  3  20, 29, 36 
6) Other 3 44, 45, 56 

Smart devices 
usability problems 12  

1) Device context 7 4, 24, 42, 46, 53, 71, 76 

2) Connectivity  4 49, 55, 70, 71 

3) Screen size  2 62, 64 

4) Display 
resolution 2 62, 64 

5 Processing 
capability  2 42, 49 

6) Data entry 
method  3 62, 64, 71 

GDS security 
problems 7  

1) Authentication  6 2, 38, 41, 57,67, 70  

2) Availability  2 2, 57 

3) Confidentiality 2 18, 57 

4) Integrity  3 18, 57, 70 

5) Non-repudiation  2 18, 57 

6) Secure storage 2 18, 57 
Smart device security 

problems 11  

1) Authentication 10 14, 16, 21, 32, 39,54, 
64, 66, 70, 74 

2) Access control 1 21 

3) Availability 2 21, 32 
4) Data and 

message security 3 18, 54, 70 

5) Non-repudiation 1 21 

Table 4: Papers addressing research question one 

To conclude, the reviewed papers indicate the 
importance of usability and security in an 
eGovernment setting and the effects on users’ 
attitudes, perceptions and interactions. The results 
from the selected papers related to this question 
indicate that the set of reviewed studies do not 
address the usability and security problems that may 
occur when services are accessed through smart 
devices. In addition, there is no evidence in the 
reviewed papers that they have considered the 
assessment of the problems of usability or security in 
an eGovernment setting, using smart devices. It can 
be seen from the analysis that most of these attributes 
have been assessed independently without 
considering the smart devices’ requirements for GDS.  

The main concerns of the reviewed studies relating 
to usability issues in an eGovernment context are 
efficiency, learnability, satisfaction and memorability. 
These attributes are measured and assessed in a 
GDS setting by most of the papers. The results show 
that the element of authentication in the security of 
GDS and smart devices is the most studied element 
in the papers reviewed. Finally, the analysis of the 
reviewed papers related to research question one 
shows that comprehensive assessment of security 
and usability is missing in the context of GDS 
accessed by smart devices. 

RQ2 asks, “What methods of evaluation have been 
used to assess the usability and security of 
government digital services accessed by smart 
devices?” D14 and D17 are analysed using the data 
extraction sheet and summarised in Table 3. About 33 
papers relate to this question out of all the papers 
reviewed (See Tables 5, 6 and 7). The question has 
two parts that need to be answered in terms of the 
evaluation methods used. The first part is the usability 
evaluation methods used to assess the usability of 
GDS accessed by smart devices. The second part is 
the evaluation methods that measure the security of 
GDS accessed by smart devices. The results of the 
two parts of the question help identify the most widely 
used methods in the context of GDS.  

Usability evaluation methods: The analysis of the 
reviewed papers shows that a wide range of usability 
evaluation methods (UEMs) are used to improve the 
usability of GDS, by measuring user attitudes, 
perceptions and interactions with eGovernment 
systems. Most of these methods are used to assess 
the problems of GDS, and the findings vary widely 
from one evaluator to another for various reasons, 
such as the evaluator’s skill or the method not being 
appropriately applied. The analysis of the reviewed 
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papers reveals that there are various classes of 
UEMs recognised and used in the context of 
eGovernment. 

These methods are grouped into classes such as 
usability inspection methods, testing, usability inquiry 
and analytical modelling. Testing, usability 
inspection and usability inquiry are used for 
formative and summative purposes in software 
engineering (Egelman, et al., 2008). Several of the 
methods tested and used come under one of the 
above categories, based on their attributes. The 
methods found in the reviewed papers that relate to 
this section are shown in Tables 5, 6 and 7. The 
analysis of the selected papers shows that the 
method most used to evaluate the usability of GDS 
is the “thinking-aloud protocol”, which appears in 10 
papers (See Table 5). 

This method is used at various levels of the software 
development life cycle and is considered to be cost-
effective. An evaluator asks a participant to express 
his or her thoughts, feelings and opinions whilst 
interacting with the system. The second UEM used, 
which is well recognised by experts in the field, is 
“heuristic evaluation”. This is a usability inspection 
method, where an expert identifies violations of the 
heuristic. The method is very popular in comparison 
to other types of usability inspection and expends 
fewer resources (Egelman, et al., 2008). 

Usability Testing No of 
Papers Paper’s Reference 

Coaching method 1 28 
Thinking-aloud 
protocol 10 1, 13, 14, 16, 33, 34, 

39, 52, 63, 71, 
Question-asking 
protocol 1 1 

Teaching method 2 3, 42 
Performance 
measurement 1 44 

Log file analysis 1 9 
Retrospective testing 4 24, 28, 52, 72 
Remote testing 3 6, 13, 59 
System usability scale 
(SUS) 2 62, 68 

Metaphor of human 1 34 
Collaboration critique 
method 1 7 

Table 5: Usability testing methods used 

Eight papers use this method and evaluate 
eGovernment portals (see Table 7). The remaining 
methods are not intensively used to examine the 
eGovernment setting because these techniques 
require special resources and the data type collected 
(quantitative/ qualitative) (Egelman, et al., 2008). 
The third class of usability evaluation method used 
and identified in the reviewed papers is the inquiry 
method. The usability inquiry method obtains 
information from the evaluator observing the 
interaction of the user with the system in real-time. 

Usability Inquiry No of 
Papers Paper’s Reference 

Questionnaires 6 1, 26,27, 37, 42, 49 

Interviews 6 16, 38, 45, 53, 54, 71 
Field study 3 7, 24, 74 
User feedback 5 3, 6, 16, 39, 59 
Surveys 7 15, 28, 29, 54, 57, 63, 65 
Focus groups 4 14, 41, 52, 53 
Self-reporting logs 5 8, 48, 51, 52, 58 

Case study 7 2, 17, 18, 47, 49, 53, 59 

Analytical modelling 3 13, 19, 72 
Simulation 5 19, 39, 46, 52, 59 

Controlled 
experiment 12 9, 24, 25, 27, 35, 42, 44, 

48, 62, 66, 70, 71 

Screen snapshot 1 48 

Table 6: Usability inquiry methods used 

The most popular usability inquiry methods 
recognised in the reviewed papers are case studies, 
surveys, questionnaires, interviews and field studies, 
alongside the many other techniques shown in Table 
6. The aim of these methods is to collect subjective 
user impressions, preferences and opinions about 
the characteristics of the user interface. These 
methods can be used by testers to gather additional 
data after the implementation of the system. The 
analysis of the related papers in this section shows 
that some papers describe the authors’ own 
experiments, while some evaluate other studies. The 
analysis of the reviewed papers indicates no 
evidence that these evaluation methods have been 
used to assess the usability of GDS in parallel with 
smart device needs. There is no paper that 
discusses whether eGovernment services are 
usable when browsed and accessed by smart 
devices (e.g. smartphones, iPads). 

Security evaluation methods: The analysis of the 
reviewed papers finds that papers relating to security 
can be divided into two categories. The first reports 
on technical security threats and the second report 
from a non-technical viewpoint. The papers reviewed 
focus on threat analysis of eGovernment services 
and risk assessment. These assessments are 
followed by guidelines and recommendations 
proposed by the authors, to mitigate the security 
risks identified in the analysed system. The total 
number of papers reviewed describing evaluation 
methods of security is 11. 

Usability 
Inspection 

No of 
Papers Paper’s Reference 

Heuristic 
evaluation 8 5, 23, 36, 47, 56, 64, 65, 76 

Table 7: Usability inspection methods used 

There is no clearly favoured method that can be 
identified from the reviewed papers. Some propose 
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security evaluation methods following HCI guidelines 
and the use of security standards such as ISO/IEC 
27002 and ISO/IEC 27001 for evaluating the security 
of systems. To conclude, it is difficult to identify any 
framework or security model that considers the 
eGovernment security requirements needed when 
being accessed by smart phones. 

Research question three (RQ3) is, “How is the trade-
off between usability and security measured and 
assessed in the context of government digital 
services?” Analysis of D10, D11, D14 and D17 data 
extraction forms; reveals that 32 papers focus on 
usability assessment and 17 papers discuss security 
assessment (see Table 8). Furthermore, trade-offs in 
the domain of usability and security in a government 
setting are not addressed by the reviewed papers; 
only seven papers focus on settings such as eHealth 
and eBanking domains. The papers are too limited in 
scope to specifically address how the balance 
between usability and security is deployed in an 
eGovernment context. The main focus of the 
selected papers is on the trade-off between usability 
and security of passwords and logins, because 
passwords and logins are considered the most 
vulnerable aspects of a secure system. 

However, in order to achieve a balance between 
usability and security in an eGovernment setting, it is 
obvious that a new framework or approach is 
necessary to address the specific needs of the 
eGovernment domain. Therefore, a newly focused 
assessment of trade-offs should be developed to 
meet the requirements of usability and security in the 
context of GDS. To summarise, the retrieved papers 
acknowledge the presence of the trade-off as 
evident, but actual measurement and metrics do not 
appear in the reviewed papers. Suggestions of how 
the trade-off between usability and security can be 
managed are provided, however there is a distinct 
lack of direct assessment of usability and security 
trade-offs in the context of eGovernment. 

Paper’s Focus No of 
paper Paper’s Reference 

Usability 32 

1, 3, 5, 6, 7, 8, 16,20, 23, 24, 
26, 28, 29,33, 34,40, 42, 

47,50,51, 52, 56, 57, 58, 59, 
62, 65, 68, 71, 72,73, 74 

Security 17 
2, 11, 14, 17, 18, 25, 32, 39, 

40, 41, 59, 60, 63, 66, 70, 
74, 76 

Trade-off 
between usability 

& security 
7 9, 12, 31, 61, 67, 69, 75 

 

Table 8: Matter of assessment 

RQ 4 asks, “What training and policies are available 
to the public to ensure effective usability and security 
of government digital services accessed by smart 
devices?” The data of D15 and D14 are analysed to 
identify any policies or training provided to ensure the 

effectiveness of usability and security in the context of 
GDS. Seven reviewed papers relate to this question. 
The retrieved papers are classified based on the 
categories shown in Section 2.6.3 recommended 
previously in order to answer this question. The 
retrieved papers’ main focus is on general legalisation 
and regulation policy of security and usability. Some 
are classified by security policy elements, such as 
making suggestions to users about the design of 
passwords and the design of security questions. 
Some papers provide recommendations about user 
security education and how to enhance the users’ 
understanding of security. However, the papers 
related to this question are insufficient to provide any 
evidence about policies and training in the domain of 
GDS. To conclude, it is apparent from the reviewed 
papers that such policies and training in the context of 
eGovernment have not been well studied and 
addressed. 

4. REVIEW LIMITATIONS AND THREATS TO 
VALIDITY 

The main threat to the validity of the review is the 
limitation of the conference and journal selection. 
The 74 papers, retrieved from three conferences and 
three journals (editions/volumes over multiple years, 
2005 – 2015), could exclude a considerable number 
of papers relevant to the review study. This is partly 
due to time concerns and partly due to the high 
number of papers retrieved in the automatic search. 
In addition, inaccuracy and bias in the retrieved 
papers due to the automatic search is a possible 
study limitation. Conducting manual searches and 
comparing them with the automatic searches, 
mitigates this bias and ensures that the search string 
for the automatic search retrieves all the relevant 
papers. Bias can come from the inclusion and 
exclusion process, which has an effect on the 
process of paper selection. Having two additional 
authors check the included and excluded papers 
mitigates this bias. Another important threat to 
validity is inaccuracy in the data extraction. The data 
extraction process is somewhat complicated, as 
some papers do not clearly report the methods, or 
what type of setting, is used. Finally, the reviewer’s 
lack of experience in designing protocol for a 
mapping study is a threat to the validity of the study 
that should be considered. The guidelines provided 
by (Kitchenham and Charters, 2007), and advice 
from experienced practitioners of systematic reviews 
and mapping studies, helps reduce and avoid some 
of these threats. 

5. CONCLUSION 

This paper aims to answer four research questions 
with respect to usability and security in an 
eGovernment setting. A systematic analysis of 74 
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publications has been cond`ucted in order to answer 
the study questions.  

The results highlight that very few of the papers 
reviewed include any kind of usability or security 
assessment in a GDS setting. The mapping study 
highlights that the majority of papers that look into 
the trade-off between usability and security are 
restricted to examination of login methods in various 
contexts. Therefore, the need for empirical research 
focusing on an eGovernment setting, in terms of 
evaluating methods and the trade-off between 
usability and security, is clearly identified.  

The reviewed papers confirm that usability and 
security of GDS accessed with smart devices is not 
being addressed and there is scope for more work in 
this area. Future work should focus on aspects of 
usability and security in an eGovernment setting and 
aim to create an integrated framework for the 
assessment of these, in order to achieve an optimal 
trade-off between usability and security. 
Furthermore, this needs to be complemented by 
more research into awareness and education 
policies related to the usability and security trade-off 
in the context of eGovernment services accessed 
through smart devices.  
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